Government Information Security Reform

As part of the FY 2001 National Defense Authorization Act signed October 30, 2000, Subtitle G, Government Information Security Reform, increased Information Assurance (IA) requirements for the Federal government. The Department of Defense (DoD), as well as all other departments, have been tasked to conduct an annual IA program review and independent evaluation of the Department’s program and practices.  The annual program review is under the purview of each department’s Chief Information Officer (CIO) and the independent evaluation and audit is to be conducted by that department’s Inspector General or equivalent.  This report will be provided to Congress for review. 

In response to this new legislation the Assistant Secretary of Defense for Command, Control, Communications and Intelligence [ASD(C3I)] signed a memorandum on 09 February, 2001, which directed the creation of a DoD GISR Integrated Process Team (IPT).  The IPT was formed to address GISR issues and to create the mechanism that would be used in the program review.   ASD(C3I) directed the IPT to be co-chaired by the Directors of Security and Information Operations, Information Assurance (S&IO/IA) and the Deputy Chief Information Officer, Architecture & Interoperability, (DCIO/A&I).  IPT membership consists of representatives from the Principal Staff Assistants, Joint Staff, Services, Defense Threat Reduction Agency, National Security Agency, Defense Information System Agency, Intelligence Community Chief Information Officer (IC/CIO) and selected representatives.

The IPT first meeting was held February 28, 2001 and met each week for the next four weeks in order to develop a workable solution to the requirement and develop the actual mechanism to be used.  The IT Registry, formerly known as the Y2K Database and then the 8121 Database, was agreed to be used as the basis of the population of systems that would be assessed throughout DoD. 

As its reporting mechanism, the IPT developed the GISR Collection matrix designed to collect responses on selected systems from the IT Registry on all areas of their associated IA programs.  Most reporting elements were derived from the National Institute of Standards and Technology’s recently published, “Self-Assessment Guide for Information Technology Systems.”  This matrix was designed to be able to aggregate responses so that trends can be identified and reported as part of the program review.  This matrix formed the foundation for the memorandum that was approved by Dr. Linton Wells, acting ASD(C3I), on April 10, 2001.

The IPT has identified the sample sets of systems from the IT Registry that will be assessed and they have been distributed to each of the components.  Responses are due in to OSD by August 1, 2001.  

