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[bookmark: _Toc369254287]Executive Summary

This document details the additional and changed materials to the System Security Plan (SSP) for the <Cloud service  Name> in order to satisfy the Department of Defense (DoD) security controls for an impact level 2 cloud <selection: infrastructure, platform > as a service. This System Security Plan was written in accordance with National Institute of Standards and Technology (NIST) Special Publication (SP) 800-18, Revision 1, Guide for Developing Security Plans for Information Technology Systems, the DoD Enterprise Cloud Service Broker Cloud Service Model (version 1.1), and the Interim guidance document DoD Enterprise Cloud Service Broker Cloud Security Model Control Parameters Annex Version 1.1 (both may be found at http://iase.disa.mil/cloud_security/index.html).
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[bookmark: _Toc369254289]Introduction

This SSP addendum is designed for a cloud service provider (CSP) holding FedRAMP security assessment via Category P (Joint Authorization Board (JAB) Provisional Authorization) or Category W (Agency ATO with FedRAMP Third Party Assessment Organization (3PAO))  at the FedRAMP Moderate Level, that want to demonstrate compliance with the additional (Beyond FedRAMP) DoD Overlay Controls that are required in order to be listed in the Defense Information Systems Agency (DISA) Enterprise Cloud Services Broker (ECSB) Catalog of CSPs.  As such, this SSP addendum contains only those security controls that:
· Are additional to the FedRAMP Moderate baseline, or
· Have different (usually more more stringent) requirements as represented in parameters within the security controls

The purpose of this plan is to help determine the readiness  of the CSP capability to meet DoD information assurance (IA) requirements for Impact Level 2 cloud services.  Wherever possible, DISA will accept and build upon the assessment activities  that the 3PAO performed (and the resulting findings thereof) during the the FedRAMP assessment. However, the security needs of the DoD differ in several places and therefore the DISA  assessment team (Field Security Operations (FSO))  may reconsider the assessment findings in light of DoD needs.  The notional DISA ECSB process is outlined in Attachment A to this document to explain this further.

This document is intended for CSPs that have successfully completed FedRAMP or are in the process of completing FedRAMP.  If the CSP does not have an approved FedRAMP SSP, then this document is not sufficient  because it implies a baseline SSP on which to build further analysis.  However, DISA will entertain (and in some cases encourage) performing the DoD assessment in parallel with the FedRAMP assessment assuming that the CSP and its 3PAO supports this close interaction.  This Addendum is provided to allow minimal effort in responding to the additional DoD controls.  The CSP may choose to complete this addendum at any time during or after completing FedRAMP.  For DISA assessment purposes, it is acceptable for the CSP to include both the FedRAMP security controls and the DISA additional controls in the same document.  The CSP may choose to have their 3PAO assess compliance with these additional controls in order to streamline the process and to allow the CPS to respond in the same fashion as the FedRAMP assessment. 

[bookmark: _Toc369254290]DISA DoD Impact Levels

Per the DoD ECSB Cloud Security Model, the DoD has established six impact levels based on information sensitivity level and the potential impact should the confidentiality or integrity of the information be compromised. This document covers those additional security controls for Impact Level 2 as defined in the ECSB Cloud Security Model.  Impact Level 2 clouds house private, unclassified, sensitive data that does not rise to the standard for CUI or FOUO protections but requires more limited access than public release.  Using the IA model of confidentiality, integrity, and availability (C-I-A), the Impact Level 2 data has a low confidentiality level of impact and a moderate integrity level.  The availability level of impact is open for this (as it is for all Impact Levels), because it is subject to determination by the data owner or customer, and may be specified in the service level agreement (SLA) between the CSP and the specific customer of the cloud service. However, the capability of the CSP to meet availability controls are covered by some of the NIST SP800-53 controls included in the FedRAMP baseline assessment as well as the DISA assessment.
[bookmark: _Toc369254291]Introductory Questionnaire
[bookmark: _Toc369254292]General Readiness (GR) CSP Questions

The Department of Defense (DoD) has determined a set of general IA requirements for cloud service providers (CSPs) that indicates the CSP general readiness to address DoD unique security needs. These are presented in the same gerenal form as the security controls in the FedRAMP SSP to ease integration with those security controls.  The CSP may either answer the questions in general below or include a response as part of the control implementation descriptions within the appropriate security controls in the next section.  

GR-1A.1 Existence of Software offering
Does your IaaS or PaaS offering include any embedded Software as a Service (SaaS) implementations as a courtesy to the users?  If so, what are they? 

There may be different interpretations of the definitions of the different cloud models (SaaS, IaaS, PaaS). If there is any question as to the inclusion of services in your offering, describe your working definition. 

	GR-1A.1
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented (Yes)
|_| Partially implemented 			                   
|_| Planned
|_| Alternative implementation – equivalent (explain below)
|_| Not applicable (No) 



	GR-1A.1 What is the solution and how is it implemented?

	

                  



GR-1A.2 Use of other CSP resources
Do your IaaS or PaaS offerings include any IaaS, PaaS, or SaaS provided by another CSP managed by a different organization?  If so, what CSP(s) are they and what services are provided? If any other CSPs are used, or relied upon, these should be included in the response to the SA-9 (External Information System Services) security control (including enhancements). 


	GR-1A.2
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented (Yes)
|_| Partially implemented 			                   
|_| Planned
|_| Alternative implementation – equivalent (explain below)
|_| Not applicable (No) 



	GR-1A.2 What is the solution and how is it implemented?

	

                  



GR-1A.3 Compliance with DISA SRGs and STIGs
Do you comply with the DoD Security Technical Implementation Guides (STIGs) and Security Reqirement Guides (SRGs)? If so, the CSP may provide the needed implementation under the response to CM-6 security control. If not, the CSP should explain how they provide equivalent security configuration for all relevant technologies under the response to the CM-6 security control. 

Requirement: STIGs are applicable only if the CSP utilizes the product the STIG addresses or the technology a Security Requirements Guide (SRG) addresses.  However, it is expected that the intent of the STIG will be addressed and documented by candidate CSPs. This might include equivalent standards for securing the enterprise. For instance, see Hypervisor SRG/STIGs and ESX STIGs (multiple versions).  Additional information regarding STIGs and SRGs can be found at http://iase.disa.mil/stigs/index.html. 

	GR-1A.3
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented (Yes)
|_| Partially implemented 			                   
|_| Planned
|_| Alternative implementation – equivalent (explain below)
|_| Not applicable (No) 



	GR-1A.3 What is the solution and how is it implemented?

	

                  


GR-1A.4 Ongoing assessments
Do you comply with the ongoing assessment and authorization requirements as defined by FedRAMP?  If so, the CSP may explain how their continuous monitoring activities will be reported to the DoD under the response to the CA-7 security control.


	GR-1A.4
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented (Yes)
|_| Partially implemented 			                   
|_| Planned
|_| Alternative implementation – equivalent (explain below)
|_| Not applicable (No) 



	GR-IA.4 What is the solution and how is it implemented?

	

                  



GR-1A.5 Configuration Management (CM)
Is there a process in place for the CSP(s) to notify Computer Network Defense (CND) Tier II of planned changes to network security configurations as part of their Change Process?  ?  If so, this should be included in the definition of “major change” in the response to the CM-3 security control.

Guidance: Copies of CM documentation for such changes can be provided to satisfy this requirement.

	GR-1A.5
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented (Yes)
|_| Partially implemented 			                   
|_| Planned
|_| Alternative implementation – equivalent (explain below)
|_| Not applicable (No) 



	GR-1A.5 What is the solution and how is it implemented?

	

                  



GR-1A.6 Access Controls - passwords
Is single factor or multi-factor identification and authentication mechanisms used for accessing network devices and virtual system hosting servers supporting your cloud service? Multi-factor mechanisms should be fully explained under the IA-2 security control response. 


	GR-1A.6
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented (Yes)
|_| Partially implemented 			                   
|_| Planned
|_| Alternative implementation – equivalent (explain below)
|_| Not applicable (No) 



	GR-1A.6 What is the solution and how is it implemented?

	

                  



[bookmark: _Toc369254293]Computer Network Defense questions

The Department of Defense (DoD) has determined a set of general requirements for cloud service providers (CSPs) that indicates the CSP general ability to address DoD unique computer network defense requirements. These are presented in the same general form as the security controls in the FedRAMP SSP to ease integration with the security controls.  
CND-1B.1 Incident Response
Does the CSP have Incident Reporting processes that submit incident reports for categories as reflected below? If so, the CSP may explain their use under the response to the IR-4(3) security control enhancement. If these categories are not used, the CSP should explain how the CSP incident categories used (and documented under the IR-4(3) security control) can be mapped to these incident categories. 

Incident Category Description
1-Root Level Intrusion
2-User Level Intrusion
3-Denial of Service
7-Malicious Logic

	CND-1B.1
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented (Yes)
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation (Equivalent) 
|_| Not applicable (No) 

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	CND-1B.1  What is the solution and how is it implemented?

	

                  



CND-1B.2 Communication with CND Tier II Service Provider
Is there secure bidirectional communications between the CSP and DoD CND Tier II? If the CSP has a mechanism in place to communicate with DoD CND Tier II, explain that below or indicate where that communication path is explained. For instance, the CSP may choose to describe the relationship as part of the response to the IR-7(2) security control. 

Guidance: Impact level 2 CSPs can communicate with CND Tier II through encrypted virtual private networks (VPNs), encrypted web connections, encrypted email, or secure phone. CSPs may communicate with CND Tier II via Defense Industrial Base (DIB)Net-U if available to the CSP.

	CND-1B.2
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented (Yes)
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation (Equivalent) 
|_| Not applicable (No) 

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	CND-1B.2  What is the solution and how is it implemented?

	

                  



CND-1B.3 Vulnerability Scans
How does the CSP propose to share periodic vulnerability scans (among other continuous monitoring results) with the DoD (the ECSB and/or DoD CND Tier II)? This should be included in the continuous monitoring strategy under the CA-7 and RA-5  security controls and may be summarized below. 

Requirement: Periodic vulnerability scans of CSP systems are required by FedRAMP. Results for these scans must be reported to CND Tier II. CND Tier II will work with CSPs with regards to the vulnerability scan process and assisting with corrective actions.

	CND-1B.3
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented (Yes)
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation (Equivalent) 
|_| Not applicable (No) 

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	CND-1B.3  What is the solution and how is it implemented?

	

                  



CND-1B.4 Plan of action & milestones (POA&M)
How will the CSP accomplish Plan of Action & Milestones submission to the DoD ECSB and CND Tier II? This should be covered under the response to the CA-5 security control. 


Requirement: All CSPs must send current versions of system vulnerability POA&Ms to CND Tier II. CND Tier II will provide support as needed.

	CND-1B.4
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented (Yes)
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation (Equivalent) 
|_| Not applicable (No) 

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	CND-1B.4  What is the solution and how is it implemented?

	

                  



CND-1B.5 Warnings & Notifications
Does the CSP have the capability to act upon warnings and notification from DoD CND Tier II?  These should be included in the response to the SI-5 security control. 

Requirement: CSPs must be able to receive and act upon warnings and notifications that are sent by CND Tier II. These notifications may be generated by Tier I or II CND and will include guidance for or countermeasures to be taken by CSPs.

	CND-1B.5
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented (Yes)
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation (Equivalent) 
|_| Not applicable (No) 

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	CND-1B.5  What is the solution and how is it implemented?

	

                  



CND-1B.6 Network architecture & security documentation
Will the CSP be able to provide up-to-date network architecture documentation and FedRAMP security package to Tier II CND.  (No more than 6 months old) Current network architecture should be maintained under the Configuration Management documentation (e.g. the CM-8 security control) and should be available through the continuous monitoring process.

	CND-1B.6
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented (Yes)
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation (Equivalent) 
|_| Not applicable (No) 

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	CND-1B.6  What is the solution and how is it implemented?

	

                  



CND-1B.7 Notice of scheduled outages
Is there a notification process for scheduled outages? 

Requirement: All CSPs must notify Tier II CND of planned system outages in advance and provide details on planned activities during the outage. 

	CND-1B.7
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented (Yes)
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation (Equivalent) 
|_| Not applicable (No) 

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	CND-1B.7  What is the solution and how is it implemented?

	

                  







[bookmark: _Toc369254294]Impact Level 2 Additional DoD Controls to FedRAMP Moderate
Based on the Committee for National Security Systems (CNSS) Instruction 1253 security requirements for information technology systems, the Department of Defense (DoD) has determined a set of IA requirements for cloud service providers (CSPs) that build on a baseline of FedRAMP assessments.  The additional security controls for Infrastructure as a Service (IaaS) and Platform as a Service (Paas) are the same. The additional controls for Software (SaaS) cloud services are provided under a different SSP Addendum template. 
There are two types of additional security controls for DoD use of a CSP. In order to meet the requirements outlined in CNSS 1253, the first type of additional controls are from the NIST SP 800-53 catalog of security controls, as outlined in the Cloud Security Model.  The second type are  the more subtle differences relating to the required minimum parameters and their completion of security control operations (i.e., assignments and selection statements).  The remaining of the main body of this document is organized by security control families, first presenting any additional controls and then any security controls with different parameters than the FedRAMP baseline. 

In addition, the DISA ECSB DAA is the acceptance/approval authority for the cloud services. Therefore, all FedRAMP baseline controls that reference approval or acceptance by the JAB are adjusted to be  “approved and accepted by the ECSB DAA.” Table 1 below provides a list of the controls where the only DoD change is the change in approval/acceptance authority.  This means that the CSP does not necessarily need to meet the requirement differently but just that the implementation is subject to ECSB DAA review. [footnoteRef:2] [2:  The DISA assessment team will extract the SSP response for these security controls and assess the applicability to DoD environments in its recommendation to the ECSB DAA. ] 


Table 1: Security Controls with ECSB DAA Approval
	Control
	Parameter
	Requirement

	AC-6(1)
	[Assignment: organization-defined list of security functions (deployed in hardware, software, and firmware) and security-relevant information]
	The service provider defines the list of security functions.  The list of functions is approved and accepted by the ECSB DAA.

	AC-17(8) 
	[Assignment: organization-defined networking protocols within the information system deemed to be non-secure]
	Networking protocols implemented by the service provider are approved and accepted by ECSB DAA.

	CM-2(5)a
	[Assignment: organization-defined list of software programs authorized to execute on the information system]
	The service provider defines and maintains a list of software programs authorized to execute on the information system.  The list of authorized programs is approved and accepted by the ECSB DAA

	CM-3f
	[Assignment: organization-defined configuration change control element (e.g., committee, board] that convenes 
[Selection: (one or more): 
[Assignment: organization-defined frequency];
 [Assignment: organization-defined configuration change conditions]]. 

	The change control element and frequency/conditions of use are approved and accepted by the ECSB DAA. 
NOTE: DoD uses the term Configuration Control Board (CCB) - alternate terms are acceptable. 

The means of communication are approved and accepted by the ECSB DAA. 


	CM-8d
	[Assignment: organization-defined information deemed necessary to achieve effective property accountability] 
	Property accountability information are approved and accepted by the ECSB DAA 


	CP-2f
	[Assignment: organization-defined list of key contingency personnel (identified by name and/or by role) and organizational elements]. 
	The contingency list includes designated DoD personnel. The list is approved and accepted by the ECSB and customer 

	CP-4a
	[Assignment: organization-defined tests and/or exercises] 
	The service provider develops test plans in accordance with NIST Special Publication 800-34 (as amended) and provides plans to DoD prior to initiating testing. Test plans are approved and accepted by the ECSB DAA. 

	CP-7a
	[Assignment: organization-defined time period consistent with recovery time objectives] 
	The time period is approved and accepted by the ECSB DAA. 
DoD preferred values are: Parameter: [12 hours (Availability Moderate) OR 1 hour (Availability High) as defined in the contingency plan] 

	IA-2 (8) 
	[Assignment: organization-defined replay resistant authentication mechanisms]
	The mechanisms are approved and accepted by the ECSB DAA 

	IA-4e
	[Assignment: organization-defined time period of inactivity].
	The time period is approved and accepted by the ECSB DAA.

	MP-2
	[Assignment: organization-defined types of digital and non-digital media] to 
[Assignment: organization-defined list of authorized individuals] using
 [Assignment: organization-defined security measures]. 
	The media types are approved and accepted by the ECSB DAA. 
The service provider defines a list of individuals with authorized access to defined media types. The list of authorized individuals is approved and accepted by the ECSB DAA. 
The service provider defines the types of security measures to be used in protecting defined media types. The security measures are approved and accepted by the ECSB DAA. 


	PE-10
	[Assignment: organization-defined location by information system or system component] 
	The service provider defines emergency shutoff switch locations. The locations are approved and accepted by the ECSB DAA. 

	SA-9 (1)
	[Assignment: organization-defined senior organizational official]. 

	[DoD ECSB DAA] 
Future, planned outsourced services are approved and accepted by the ECSB DAA. 
 

	SA-12
	[Assignment: organization-defined list of measures to protect against supply chain threats] 
	The list of protective measures is approved and accepted by ECSB DAA. 

	SC-7 (8)
	[Assignment: organization-defined internal communications traffic] to [Assignment: organization-defined external networks] 
	The internal communications traffic and external networks are approved and accepted by ECSB DAA. 

	SC-11
	[Assignment: organization-defined security functions to include at a minimum, information system authentication and re-authentication]. 
	The list of security functions requiring a trusted path is approved and accepted by ECSB DAA. 


	SC-17
	[Assignment: organization-defined certificate policy] 
	The certificate policy is approved and accepted by the ECSB DAA. 




[bookmark: _Toc369254295]Infrastructure  or Platform as a Service 
[bookmark: _Toc369254296]Access Control (AC) – Additional controls
AC-6 (5) – Least Privilege 
The organization limits authorization to super user accounts on the information system to designated system administration personnel. 

	AC-6 (5)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-6 (5) What is the solution and how is it implemented?

	

                  



[bookmark: _Toc369254297]Access Control (AC) – dfferent parameters
AC-2j – Account management 
The organization manages information system accounts, including: …
j. Reviewing accounts [Assignment: organization-defined frequency].

Parameter: [30 days]
FedRAMP baseline parameter: [at least annually]

	AC-2j
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-2j What is the solution and how is it implemented?

	

                  



AC-2(2) – Account management 
The information system automatically terminates temporary and emergency accounts after [Assignment: organization-defined time period for each type of account].

Parameter: [24 hours]
FedRAMP baseline parameter: [ no more than ninety days for temporary and emergency account types]

	AC-2 (2)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-2(2) What is the solution and how is it implemented?

	

                  



AC-2(3) – Account management 
The information system automatically disables inactive accounts after [Assignment: organization-defined time period]. 

Parameter: [:
· CSP to limit  DoD SA's admin accounts to 35 days per DoD policy for access to IaaS & PaaS
· CSP defines the time period for non-user accounts (e.g., accounts associated with CSP infrastructure ).  
The time periods are approved and accepted by the ECSB DAA]

FedRAMP baseline parameter: [The service provider defines the time period for non-user accounts (e.g., accounts associated with devices).  The time periods are approved and accepted by the JAB.]

	AC-2 (3)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-2(3) What is the solution and how is it implemented?

	

                  


AC-16 – Security attributes
The information system supports and maintains the binding of [Assignment: organization-defined security attributes] to information in storage, in process, and in transmission. 

Parameter: [: 
If the capability is available, attribute markings should include items such as classification, compartments, and handling instructions, for classified and CUI data] 

Requirement: If the service provider offers the capability of defining security attributes, then the security attributes need to be approved and accepted by the ECSB DAA. 

FedRAMP baseline parameter: If the service provider offers the capability of defining security attributes, then the security attributes need to be approved and accepted by JAB.

	AC-16
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-16 What is the solution and how is it implemented?

	

                  



AC-17 (7): Remote Access
The organization ensures that remote sessions for accessing [Assignment: organization-defined list of security functions and security-relevant information] employ [Assignment: organization-defined additional security measures] and are audited. 

Parameter 1: [security functions and security relevant configuration settings] 
Parameter 2: [session encryption (e.g., SSH or encrypted VPN) and session transcripts] 

Guidance: Security functions include but are not limited to: establishing system accounts; configuring access authorizations; performing system administration functions; and auditing system events or accessing event logs. 

Requirement: The service provider defines the list of security functions and security relevant information available. Security functions and the implementation of such functions are approved and accepted by the ECSB DAA. 
 
FedRAMP baseline parameter: The service provider defines the list of security functions and security relevant information.  Security functions and the implementation of such functions are approved and accepted by the JAB.

Guidance: Security functions include but are not limited to: establishing system accounts; configuring access authorizations; performing system administration functions; and auditing system events or accessing event logs; SSH, and VPN.

	AC-17(7)
	Control Summary Information

	Responsible Role:

	Parameter 1:

	Parameter 2: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	IA-17 (7)  What is the solution and how is it implemented?

	Parameter 1
		
	

                  

	Parameter 2
	





AC-18 (2): Wireless Access
The organization monitors for unauthorized wireless connections to the information system, including scanning for unauthorized wireless access points [Assignment: organization-defined frequency], and takes appropriate action if an unauthorized connection is discovered. 

Parameter: [continuously] 

FedRAMP baseline parameter: [at least quarterly] 

	AC-18(2)
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-18(2) What is the solution and how is it implemented?

	

                  


AC-19g: Access Conrol for Mobile Devices
The organization: … 
g. Applies [Assignment: organization-defined inspection and preventative measures] to mobile devices returning from locations that the organization deems to be of significant risk in accordance with organizational policies and procedures. 

Parameter: [physical / logical inspection, and remediation measures (before connection to the network] 

NOTE: Mobile devices in this case include but are not limited to Laptops, tablets, and smartphones. Inspection and remediation must occur before connection to the network. 

Requirement: The service provider defines inspection and preventative measures. The measures are approved and accepted by ECSB DAA. 

FedRAMP baseline parameter: [The service provider defines inspection and preventative measures.  The measures are approved and accepted by JAB.] 


	AC-19g
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-19g What is the solution and how is it implemented?

	

                  



[bookmark: _Toc369254298]Awareness and Training  (AT) – different parameters
AT-3: Security Training
The organization provides role-based security-related training: (i) before authorizing access to the system or performing assigned duties; (ii) when required by system changes; and (iii) [Assignment: organization-defined frequency] thereafter. 

Parameter: [at least annually] 

FedRAMP baseline parameter: [at least three years] 


	AT-3
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AT-3 What is the solution and how is it implemented?

	

                  



[bookmark: _Toc369254299]Audit and Accountability  (AU) – different parameters
AU-2(3): Audited Events
The organization reviews and updates the list of auditable events [Assignment: organization-defined frequency]. 

Parameter: [annually or whenever there is a change in the threat environment] 

Guidance: Changes in the threat environment may be detected by the CSP and communicated to the ECSB and/or customer's CNDSP or are communicated to the service provider by the ECSB and/or customer's CNDSP in conjunction with USCYBERCOM. 

FedRAMP baseline parameter: [annually or whenever there is a change in the threat environment] 

Guidance: Annually or whenever changes in the threat environment are communicated to the service provider by the JAB.


	AU-2(3)
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AU-2(3) What is the solution and how is it implemented?

	

                  



AU-6a: Audit Review, Analysis, and Reporting
The organization: 
a. Reviews and analyzes information system audit records [Assignment: organization-defined frequency] for indications of inappropriate or unusual activity, and reports findings to designated organizational officials; and … 

Parameter: [every seven days or more frequently if required by an alarm event or anomaly] 

FedRAMP baseline parameter: [at least weekly] 

	AU-6a
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AU-6a What is the solution and how is it implemented?

	

                  



AU-10(5): Non-repudiation
The organization employs [Selection: FIPS-validated; NSA-approved] cryptography to implement digital signatures. 

Parameter: [FIPS-Validated or NSA-approved cryptography as required by the classification level of the information system] 

Requirement: The service provider minimally implements FIPS-140-2 validated cryptography (e.g., DOD PKI Class 3 or 4 tokens) for service offerings that include Software-as-a-Service (SaaS) with unclassified email and other applications requiring digital signatures. 

Requirement: The service provider implements FIPS-140-2 validated or NSA approved cryptography for service offerings that include Software-as-a-Service (SaaS) with email and applications (other than email) requiring digital signatures. The type of cryptography is dependent on the classification of the data and the hosting environment. 


FedRAMP baseline parameter: [The service provider implements FIPS-140-2 validated cryptography (e.g., DOD PKI Class 3 or 4 tokens) for service offerings that include Software-as-a-Service (SaaS) with email.] 


	AU-10(5)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AU-10 (5) What is the solution and how is it implemented?

	

                  



AU-11: Audit record Retention
The organization retains audit records for [Assignment: organization-defined time period] to provide support for after-the-fact investigations of security incidents and to meet regulatory and organizational information retention requirements. 

Parameter: [a minimum of 5 years for Sensitive Compartmented Information and Sources And Methods Intelligence information …a minimum of 1 year for all other information (Unclassified through Collateral Top Secret)] 

FedRAMP baseline parameter: [at least ninety days]

Requirement: The service provider retains audit records on-line for at least ninety days and further preserves audit records off-line for a period that is in accordance with NARA requirements.

	AU-11
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AU-11 What is the solution and how is it implemented?

	

                  



[bookmark: _Toc369254300]Assessment and Authorization (CA)  – Additional controls
CA-7 (1) – Continuous Monitoring
The organization employs an independent assessor or assessment team to monitor the security controls in the information system on an ongoing basis.

	CA-7 (1)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	    
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             



	CA-7 (1) What is the solution and how is it implemented?

	

                  



[bookmark: _Toc369254301]Assessment and Authorization (CA)  – different parameters
CA-5b Plan of Action and Milestones 
The organization: 
b. Reporting the security state of the information system to appropriate organizational officials [Assignment: organization-defined frequency]. 

Requirement: The ECSB and the DoD CND Tier II are included in the list of appropriate organizational officials receiving the POA&Ms. 

Parameter: [at least quarterly or more frequently as required upon an event or anomaly] 

FedRAMP baseline parameter: [at least quarterly] 

	CA-5b
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	    
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             



	CA-5b What is the solution and how is it implemented?

	

                  



CA-6c Security Authorization
The organization: 
c. Updates the security authorization [Assignment: organization-defined frequency]

Parameter: [at least every three years, or whenever there is a significant change to the system, or whenever there is a change to the environment in which the system operates, or when significant security breaches occur] 

Guidance: Significant change is defined in NIST Special Publication 800-37 Revision 1, Appendix F.  The service provider describes the types of changes to the information system or the environment of operations that would require a reauthorization of the information system.  The types of changes are approved and accepted by the ECSB DAA.

FedRAMP baseline parameter: [at least every three years or when a significant change occurs] 

	CA-6c
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	    
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             



	CA-6c What is the solution and how is it implemented?

	

                  



CA-7(2) – Continuous Monitoring
The organization plans, schedules, and conducts assessments 
[Assignment: organization-defined frequency], 
[Selection: announced; unannounced], 
[Selection: in-depth monitoring; malicious user testing; penetration testing; red team exercises; 
[Assignment: organization-defined other forms of security assessment]] to ensure compliance with all vulnerability mitigation procedures. 

Parameter: [annually] 
Selection Parameter: [unannounced] 
Selection Parameter: [penetration testing] 
Parameter: [in-depth monitoring
PLUS monthly announced scans]

FedRAMP baseline parameter: 
Parameter: [annually] 
Selection Parameter: [unannounced] 
Selection Parameter: [penetration testing] 
Parameter: [in-depth monitoring]

	CA-7(2)
	Control Summary Information

	Responsible Role:

	Parameter 3: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	    
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             



	CA-7(2) What is the solution and how is it implemented? (Parameter 3)

	

                  



[bookmark: _Toc369254302]Configuration Management (CM) - Additional controls
CM-4 (2) – Security Impact Analysis
The organization, after the information system is changed, checks the security functions to verify that the functions are implemented correctly, operating as intended, and producing the desired outcome with regard to meeting the security requirements for the system.

	CM-4 (2)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	CM-4 (2) What is the solution and how is it implemented?

		
	

                  


CM-5 (6) – Access Restrictions for Change
The organization limits privileges to change software resident within software libraries (including privileged programs).

	CM-5 (6)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	CM-5 (6) What is the solution and how is it implemented?

		
	

                  


[bookmark: _Toc369254303]Configuration Management (CM) – different parameters
CM-2 (1) b – Baseline configuration
The organization reviews and updates the baseline configuration of the information system: … (b) When required due to [Assignment organization-defined circumstances]; and … 

Parameter: [significant system or security relevant changes or security incidents/attacks occur, or upon receipt of USCYBERCOM tactical orders/ directives] 

Guidance: Significant change is defined in NIST Special Publication 800-37 Revision 1, Appendix F. The service provider describes the types of changes to the information system or the environment of operations that would require a review and update of the baseline configuration. The types of changes are approved and accepted by the ECSB DAA. 

FedRAMP baseline parameter: [a significant change]

Guidance: Significant change is defined in NIST Special Publication 800-37 Revision 1, Appendix F.  The service provider describes the types of changes to the information system or the environment of operations that would require a review and update of the baseline configuration.  The types of changes are approved and accepted by the JAB.


	CM-2 (1)b
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	CM-2 (1)b What is the solution and how is it implemented?

		
	

                  



CM-5 (5) b – Access restrictions for Change:
The organization: … (b) Reviews and reevaluates information system developer/integrator privileges [Assignment: organization-defined frequency]. 

Parameter: [monthly] 

FedRAMP baseline parameter: [at least quarterly]

	CM-5 (5)b
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	CM-5 (5)b What is the solution and how is it implemented?

		
	

                  



CM-6 a – Configuration Settings:
The organization:
a. Establishes and documents mandatory configuration settings for information technology products employed within the information system using
 [Assignment: organization-defined security configuration checklists] that reflect the most restrictive mode consistent with operational requirements; … 
 
Parameter: [DoD security configuration and/or implementation guidance (e.g. DoD STIGs, NSA configuration guides, CTOs, DTMs etc.) ] 

Requirement: The service provider shall ensure that checklists for configuration settings are Security Content Automation Protocol (SCAP) validated or SCAP compatible (if validated checklists are not available). 

Guidance: Information on the USGCB checklists can be found at: http://usgcb.nist.gov/usgcb_faq.html#usgcbfaq_usgcbfdcc  . 
Information on DoD STIGs and SCAP Benchmarks may be found at http://iase.disa.mil/stigs/index.html 
Information on NSA configuration guides may be found at http://www.nsa.gov/ia/mitigation_guidance/security_configuration_guides/index.shtml
 requirements derived from CTOs and DTMs will be provided via the customer's CNDSP] 

FedRAMP baseline parameter: [United States Government Configuration Baseline (USGCB)]. 


	CM-6 a
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	CM-6 a What is the solution and how is it implemented?

		
	

                  


CM-7 Least Functionality:
The organization configures the information system to provide only essential capabilities and specifically prohibits or restricts the use of the following functions, ports, protocols, and/or services: 
[Assignment: organization-defined list of prohibited or restricted functions, ports, protocols, and/or services]. 

Parameter: [United States Government Configuration Baseline (USGCB) and/or the DoDI 8551.1 PPSM VAs and CAL ] 

Requirement: The service provider shall use the along with the DoDI 8551.1 PPSM VAs and CAL and Center for Internet Security guidelines (Level 1) to establish list of prohibited or restricted functions, ports, protocols, and/or servicesor establishes its own list of prohibited or restricted functions, ports, protocols, and/or services if USGCB is not available. The list of prohibited or restricted functions, ports, protocols, and/or services are approved and accepted by the ECSB DAA.

 Guidance: Information on the USGCB checklists can be found at: http://usgcb.nist.gov/usgcb_faq.html#usgcbfaq_usgcbfdcc. Information on the DoDI 8551.1 PPSM VAs and CAL may be obtained from the ECSB as DoD CAC/PKI is required for access to http://iase.disa.mil/ports/index.html 

FedRAMP baseline parameter: [United States Government Configuration Baseline (USGCB)]

	CM-7
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below) 
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	CM-7 What is the solution and how is it implemented?

		
	

                  



CM-7(1) – Least Functionality:
The organization reviews the information system [Assignment: organization-defined frequency], to identify and eliminate unnecessary functions, ports, protocols, and/or services. 

Parameter: [every 30 days] 

FedRAMP baseline parameter: [at least quarterly]

	CM-7(1)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	CM-7(1) What is the solution and how is it implemented?

		
	

                  


[bookmark: _Toc369254304]Contingency Planning (CP) – different parameters
CP-9(1) – Least Functionality:
The organization tests backup information [Assignment: organization-defined frequency] to verify media reliability and information integrity. 

Parameter: [not less than monthly, or as defined in the contingency plan] 

FedRAMP baseline parameter: [at least annually]

	CP-9(1)
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	CP-9(1) What is the solution and how is it implemented?

		
	

                  


[bookmark: _Toc369254305]Identification and Authentication (IA) – additional controls
IA-2 (5) – Identification and Authentication (Organizational Users)
The organization:
(a) Allows the use of group authenticators only when used in conjunction with an individual/unique authenticator; and
(b) Requires individuals to be authenticated with an individual authenticator prior to using a group authenticator.

	IA-2 (5)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	  



	IA-2 (5) What is the solution and how is it implemented?

	Part a
		
	

                  

	Part b
	




IA-2 (9) – Identification and Au thentication (Organizational Users)
The information system uses [Assignment: organization-defined replay-resistant authentication mechanisms] for network access to non-privileged accounts.

Parameter: [Replay-resistant authentication mechanisms (e.g. Time Stamp Cryptographic mechanisms, Protected incremented Counters, Nonces, Cnonce)] 

	IA-2 (9)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	    
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             



	IA-2 (9) What is the solution and how is it implemented?

	

                  



[bookmark: _Toc369254306]Identification and Authentication (IA) – different parameters
IA-3 – Device Identification and Authentication

The information system uniquely identifies and authenticates [Assignment: organization-defined list of specific and/or types of devices] before establishing a connection . 

Parameter: The service provider defines a list a specific devices and/or types of devices. The list of devices and/or device types is approved and accepted by the ECSB DAA. The list should include: All network connected endpoint devices (including but not limited to: workstations, printers, servers (outside a datacenter), VoIP Phones, VTC CODECs). ] 

FedRAMP baseline parameter: [The service provider defines a list a specific devices and/or types of devices.  The list of devices and/or device types is approved and accepted by the JAB.]


	IA-3
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	IA-3 What is the solution and how is it implemented?

		
	

                  



IA-4d – Identifier Management

The organization manages information system identifiers for users and devices by: … 
d. Preventing reuse of user or device identifiers for [Assignment: organization-defined time period]; and 

Parameter: [at least 1 year for user identifiers (DoD is not going to specify value for device identifier)] 

Requirement: The service provider defines time period of inactivity for device identifiers. The time period is approved and accepted by the ECSB DAA. 

FedRAMP baseline parameter: [The service provider defines a list a specific devices and/or types of devices.  The list of devices and/or device types is approved and accepted by the JAB.]


	IA-4d
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	IA-4d What is the solution and how is it implemented?

		
	

                  



IA-5g – Authenticator Management

The organization manages information system authenticators for users and devices by: … 
g. Changing/refreshing authenticators [Assignment: organization-defined time period by authenticator type] 

Parameter: [sixty days for passwords; 3 years for CAC/PKI certificate; 3 years for biometrics if applicable.] 

FedRAMP baseline parameter: [sixty days]

	IA-5g
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	IA-5g What is the solution and how is it implemented?

		
	

                  



IA-5(3) – Authenticator Management

The organization requires that the registration process to receive [Assignment: organization-defined types of and/or specific authenticators] be carried out in person before a designated registration authority with authorization by a designated organizational official (e.g., a supervisor). 

Parameter: [HSPD12 smartcards tokens, ECA PKI certificates or tokens (smartcard or USB), onetime password tokens] 

FedRAMP baseline parameter: [HSPD smart cards]

	IA-5 (3)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	IA-5 (3) What is the solution and how is it implemented?

		
	

                  



[bookmark: _Toc369254307]Incident Response (IR) - additional controls
IR-4 (3) - Incident Handling
The organization identifies classes of incidents and defines appropriate actions to take in response to ensure continuation of organizational missions and business functions.

Requirement:  The CSP defines incident categories consistent with the CND Tier II processing and includes the following:

Incident Category Description
1-Root Level Intrusion
2-User Level Intrusion
3-Denial of Service
7-Malicious Logic


	IR-4 (3)
	Control Summary Information

	Responsible Role:

	Implementation Type (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation  - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                       



	IR-4 (3) What is the solution and how is it implemented?

	

                  



[bookmark: _Toc369254308]Incident Response (IR) - different parameters

IR-3 – Incident Response Testing and Exercises

The organization tests and/or exercises the incident response capability for the information system [Assignment: organization-defined frequency] using [Assignment: organization-defined tests and/or exercises] to determine the incident response effectiveness and documents the results. 

Parameter 1: [annually for low/med availability systems; minimally every six months for high availability systems] 
Parameter 2: [The service provider provides test plans to DoD annually. Test plans are approved and accepted by the ECSB DAA prior to test commencing.] 

FedRAMP baseline parameter: 
Parameter 1: [annually] 
Parameter 2: [The service provider defines tests and/or exercises in accordance with NIST Special Publication 800-61 (as amended). The service provider provides test plans to FedRAMP annually. Test plans are approved and accepted by the JAB prior to test commencing.

	IR-3
	Control Summary Information

	Responsible Role:

	Parameter 1:

	Parameter 2: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   




	IR-3 What is the solution and how is it implemented?

	Parameter 1
		
	

                  

	Parameter 2
	





IR-6a – Incident Response Testing and Exercises
The organization 
a. Requires personnel to report suspected security incidents to the organizational incident response capability within [Assignment: organization-defined time-period]; and … 

Parameter: [The timeframes specified by CJCSM 6510.01A (Table C-A-1) and IAW DoDI O-8530.2, unless the data owner provides more restrictive guidance. ] 

FedRAMP baseline parameter: [US-CERT incident reporting timelines as specified in NIST Special Publication 800-61 (as amended)]

	IR-6a
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	IR-6a What is the solution and how is it implemented?

		
	

                  



[bookmark: _Toc369254309]Maintenance (MA) – additional controls
MA-4 (6) - Non-Local Maintenance
The organization employs cryptographic mechanisms to protect the integrity and confidentiality of non-local maintenance and diagnostic communications.

	MA-4 (6)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)	                                                                                   	          



	MA-4 (6) What is the solution and how is it implemented?

		
	

                  



[bookmark: _Toc369254310]Media Protection  (MP) – additional controls
[bookmark: _Toc346210895]MP-2 (2) – Media Access
The information system uses cryptographic mechanisms to protect and restrict access to information on portable digital media.

	MP-2 (2)
	Control Enhancement Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation  - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                               



	MP-2 (2) What is the solution and how is it implemented?

		
	

                  


MP-6 (3) - Media Sanitization
The organization sanitizes portable, removable storage devices prior to connecting such devices to the information system under the following circumstances: [Assignment: organization-defined list of circumstances requiring sanitization of portable, removable storage devices]. 

Parameter: [When such devices are first purchased from the manufacturer or vendor prior to initial use, when being considered for reuse, or when the organization loses a positive chain of custody for the device. Media obtained from unknown sources shall not be sanitized and reused. Furthermore, USB and portable/removable drives should be system specific and not used outside of that specific system or set of systems. Once used on a system, the media must not be connected to a system that could infect it and then be reconnected to the system it supports without sanitation.] 

	MP-6 (3)
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      	             	          



	MP-6 (3) What is the solution and how is it implemented?

		
	

                  



MP-6 (5) – Media Sanitization 
The organization sanitizes information system media containing classified information in accordance with NSA standards and policies

Note: The CSP may be called upon to sanitize media in the case of sensitive data spillage during operations. This control establishes the procedures and parameters for handling such spillages. 
 
	MP-6 (5)
	Control Enhancement Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                           



	MP-6 (5) What is the solution and how is it implemented?

		
	

                  


MP-6 (6) – Media Sanitization 
The organization destroys information system media that cannot be sanitized.
 
	MP-6 (6)
	Control Enhancement Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                           



	MP-6 (6) What is the solution and how is it implemented?

		
	

                  



[bookmark: _Toc369254311]Media Protection  (MP)– different parameters
MP-5a  – Media Transport
The organization: a. Protects and controls [Assignment: organization-defined types of digital and non-digital media] during transport outside of controlled areas using [Assignment: organization-defined security measures]; … 

Parameter 1: [all digital and non-digital media containing sensitive, controlled, and/or classified information. (e.g., printouts, magnetic tapes, external/removable hard drives, flash/thumb drives, diskettes, compact disks, digital video disks, and other forms of digital or non-digital media as are developed inthe future] 

Parameter 2: [FIPS 140-2 validated encryption] 

Requirement: The service provider defines security measures to protect digital and non-digital media in transport. The security measures are approved and accepted by the ECSB DAA. ] 

FedRAMP baseline parameter: 
Parameter 1: [magnetic tapes, external/removable hard drives, flash/thumb drives, diskettes, compact disks and digital video disks] 

Parameter 2: [for digital media, encryption using a FIPS 140-2 validated encryption module]

Requirement: The service provider defines security measures to protect digital and non-digital media in transport.  The security measures are approved and accepted by the JAB.


	MP-5a
	Control Enhancement Summary Information

	Responsible Role:

	Parameter: 

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                               




	MP-5a What is the solution and how is it implemented?

	Parameter 1
		
	

                  

	Parameter 2
	





[bookmark: _Toc369254312][bookmark: _Toc149090446][bookmark: _Toc346210910]Physical and Environmental Protection (PE) – additional controls
PE-3 (2) - Physical Access Control
The organization performs security checks at the physical boundary of the facility or information system for unauthorized exfiltration of information or information system components.

	PE-3 (2)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                                 



	PE-3 (2) What is the solution and how is it implemented?

	

                  



PE-3 (3) - Physical Access Control
The organization guards, alarms, and monitors every physical access point to the facility where the information system resides 24 hours per day, 7 days per week. 

	PE-3 (3)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                                 



	[bookmark: _Toc346210939]PE-3 (3) What is the solution and how is it implemented?

	

                  



[bookmark: _Toc369254313]Physical and Environmental Protection (PE) – different parameters
PE-2c  – Physical Access Authorizations
The organization: … 
c. Reviews and approves the access list and authorization credentials [Assignment: organization-defined frequency], removing from the access list, personnel no longer requiring access. 

Parameter: [monthly] 

FedRAMP baseline parameter: [at least annually] 


	PE-2c
	Control Enhancement Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                               



	PE-2c  What is the solution and how is it implemented?

		
	

                  



PE-3 – Physical Access Control
The organization: … 
f. Inventories physical access devices [Assignment: organization-defined frequency]; and
Parameter: [at least bi-annually] 

FedRAMP baseline parameter: [at least annually] 

g. Changes combinations and keys [Assignment: organization-defined frequency] and when keys are lost, combinations are compromised, or individuals are transferred or terminated. 

Parameter: [at least annually and as required by security relevant events] 

FedRAMP baseline parameter: [at least annually] 


	PE-3
	Control Enhancement Summary Information

	Responsible Role:

	Parameter f:

	Parameter g: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                               



	PE-3 What is the solution and how is it implemented?

	PE-3f
		
	

                  

	PE-3g
	


PE-6b – Monitoring Physical Access
The organization: … 
b. Reviews physical access logs [Assignment: organization-defined frequency];  

Parameter: [monthly] 

FedRAMP baseline parameter: [at least semi-annually] 


	PE-6b
	Control Enhancement Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                               



	PE-6b What is the solution and how is it implemented?

		
	

                  


[bookmark: _Toc369183548][bookmark: _Toc369254314]Personnel Security (PS) – different parameters
PS-2c – Position Categorization
The organization: …
c. Reviews and revises position risk designations [Assignment: organization-defined frequency].

Parameter: [at least annually] 

FedRAMP baseline parameter: [at least every three years] 


	PS-2c
	Control Enhancement Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                               



	PS-2c What is the solution and how is it implemented?

		
	

                  



PS-5 – Personnel Transfer
The organization reviews logical and physical access authorizations to information systems/facilities when personnel are reassigned or transferred to other positions within the organization and initiates [Assignment: organization-defined transfer or reassignment actions] within [Assignment: organization-defined time period following the formal transfer action].

Parameter1: [actions to ensure all system accesses no longer required are removed]
Parameter 2: [ 24 hours]

Requirement: The service provider defines transfer or reassignment actions.  Transfer or reassignment actions are approved and accepted by the ECSB DAA.

FedRAMP baseline parameter: 
Parameter 1: See additional requirements and guidance.

Requirement: The service provider defines transfer or reassignment actions.  Transfer or reassignment actions are approved and accepted by the JAB.

Parameter 2: [within five days]  


	PS-5
	Control Enhancement Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                               




	PS-5 What is the solution and how is it implemented?

	Parameter 1
		
	

                  

	Parameter 2
	


[bookmark: _Toc369254315]Risk Assessment (RA) – additional controls
RA-5 (4) - Vulnerability Scanning
The organization attempts to discern what information about the information system is discoverable by adversaries.

	RA-5 (4)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                 



	RA-5 (4) What is the solution and how is it implemented?

		
	

                  




[bookmark: _Toc346210960][bookmark: _Toc369254316]System and Services Acquisition  (SA) - additional controls
[bookmark: _Toc149090424][bookmark: _Toc346210981]SA-12 (2) - Supply Chain Protection
The organization conducts a due diligence review of suppliers prior to entering into contractual agreements to acquire information system hardware, software, firmware, or services.

	SA-12 (2)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)	                                                                      
|_| Configured by Customer (Customer System Specific)
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                                 



	SA-12 (2) What is the solution and how is it implemented?

		
	

                  



[bookmark: _Toc369254317]System and Communications Protection  (SC) – additional controls
SC-13 (4) – Use of Cryptography
The organization employs [Selection: FIPS- validated; NSA-approved] cryptography to implement digital signatures. 

Parameter: [NIST FIPS-Validated Unclassified systems] 


	SC-13  (4)
	Control Enhancement Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)	                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	             



	SC-13 (4)  What is the solution and how is it implemented?

		
	

                  




SC-18 (2) – Mobile Code
The organization ensures the acquisition, development, and/or use of mobile code to be deployed in information systems meets [Assignment: organization-defined mobile code requirements]. 

Parameter: 

Requirement 1: The service provider defines a list of mobile code technologies to be deployed in information systems along with a list of specific mobile code used or planned for use; or provides a reference to source for current list. The list of mobile code and mobile code technologies is approved and accepted by ECSB DAA .

Requirement 2: Mobile code is further addressed as follows: 

(a) Emerging mobile code technologies that have not undergone a risk assessment and been assigned to a Risk Category by the CIO are not used. 

(b) Category 1 mobile code is signed with a code-signing certificate; use of unsigned Category 1 mobile code is prohibited; use of Category 1 mobile code technologies that cannot block or disable unsigned mobile code (e.g., Windows Scripting Host) is prohibited. 

(c) Category 2 mobile code, which executes in a constrained environment without access to system resources (e.g., Windows registry, file system, system parameters, and network connections to other than the originating host) may be used. 

(d) Category 2 mobile code that does not execute in a constrained environment may be used when obtained from a trusted source over an assured channel (e.g., SIPRNet, SSL connection, S/MIME, code is signed with an approved code signing certificate). 

(e) Category 3 (mobile code having limited functionality, with no capability for unmediated access to the services and resources of a computing platform) mobile codes may be used. 

	SC-18 (2)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)	                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                       



	SC-18 (2) What is the solution and how is it implemented?

	Req. 1
		
	

                  

	Req. 2
	

	Part a
	

	Part b
	

	Part c
	

	Part d
	

	Part e
	


SC-23 (1) - Session Authenticity
The information system invalidates session identifiers upon user logout or other session termination. 

	SC-23 (1)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SC-23 (1) What is the solution and how is it implemented?

		
	

                  


SC-23 (2) - Session Authenticity
The information system provides a readily observable logout capability whenever authentication is used to gain access to web pages.

	SC-23 (2)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SC-23 (2) What is the solution and how is it implemented?

		
	

                  


SC-23 (3) - Session Authenticity
The information system generates a unique session identifier for each session and recognizes only session identifiers that are system-generated (applies to privileged access).

	SC-23 (3)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SC-23 (3) What is the solution and how is it implemented?

		
	

                  


SC-23 (4) - Session Authenticity
The information system generates unique session identifiers with  [ASSIGNMENT: organization-defined randomness requirements].

Parameter: [FIPS 140-2 Approved Random Number Generators that uses the largest character set; expire and destroy session identifiers upon logout; will never be logged.]	

	SC-23 (4)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SC-23 (4) What is the solution and how is it implemented?

		
	

                  





[bookmark: _Toc369254318]System and Communications Protection (SC) – different parameters
SC-5 – Denial of Service Protection
The information system protects against or limits the effects of the following types of denial of service attacks: [Assignment: organization-defined list of types of denial of service attacks or reference to source for current list]. 

Parameter: [The service provider defines a list of types of denial of service attacks (including but not limited to flooding attacks and software/logic attacks) or provides a reference to source for current list. The list is approved and accepted by ECSB DAA ] 

NOTE: The list of denial of service attacks also includes but is not limited to: - consumption of scarce, limited, or non-renewable resources - destruction or alteration of configuration information - physical destruction or alteration of network components 

FedRAMP baseline parameter: [The service provider defines a list of types of denial of service attacks (including but not limited to flooding attacks and software/logic attacks) or provides a reference to source for current list.  The list of denial of service attack types is approved and accepted by JAB]


	SC-5
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	SC-5 What is the solution and how is it implemented?

		
	

                  



SC-7 (4)e – Boundary Protection
The organization: … (e) Reviews exceptions to the traffic flow policy [Assignment: organization-defined frequency] 

Parameter: [monthly] 

FedRAMP baseline parameter: [at least annually]


	SC-7 (4)e
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	SC-7(4)e What is the solution and how is it implemented?

		
	

                  



SC-10 – Network Disconnect
The information system terminates the network connection associated with a communications session at the end of the session or after [Assignment: organization-defined time period] of inactivity. 

Parameter: [10 minutes in band management, 15 minutes for user sessions, except to fulfill documented and validated mission requirements ] 

FedRAMP baseline parameter: [thirty minutes for all RAS-based sessions; thirty to sixty minutes for non-interactive users]


	SC-10
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	SC-10 What is the solution and how is it implemented?

		
	

                  



SC-12 – Cryptographic Key Establishment and Management
The organization produces, controls, and distributes symmetric cryptographic keys using [Selection: NIST-approved, NSA-approved] key management technology and processes. 

Parameter: [NIST FIPS-Validated Unclassified systems] 

FedRAMP baseline parameter: [NIST approved]


	SC-12
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	SC-12 What is the solution and how is it implemented?

		
	

                  



[bookmark: _Toc369254319]System and Information Integrity (SI) – additional controls
SI-4 (1) – Information System Monitoring
The organization interconnects and configures individual intrusion detection tools into a system wide intrusion detection system using common protocols.

	SI-4 (1)
	Control Enhancement Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SI-4 (1) What is the solution and how is it implemented?

		
	

                  


SI-4 (7) – Information System Monitoring
The information system notifies [Assignment: organization-defined list of incident response personnel (identified by name and/or by role)] of suspicious events and takes [Assignment: organization-defined list of least-disruptive actions to terminate suspicious events].

Parameter 1: [Organization defined incident response personnel (by name and/ or by role)] 

Parameter 2: [A list of least disruptive actions to terminate suspicious events defined at the system or program level.] 

	SI-4 (7)
	Control Enhancement Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SI-4 (7) What is the solution and how is it implemented?

	Parameter 1
		
	

                  

	Parameter 2
	


SI-4 (8) – Information System Monitoring
The organization protects information obtained from intrusion-monitoring tools from unauthorized access, modification, and deletion. 

	SI-4 (8)
	Control Enhancement Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SI-4 (8) What is the solution and how is it implemented?

		
	

                  


SI-4 (9) – Information System Monitoring
The organization tests/exercises intrusion-monitoring tools [Assignment: organization-defined time-period]. 

SI-4 (9) Parameter:  [weekly] 

	SI-4 (9)
	Control Enhancement Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SI-4 (9) What is the solution and how is it implemented?

		
	

                  




[bookmark: _Toc369254320]System and Information Integrity (SI) – different parameters
SI-2 (2) – Flaw Remediation
The organization employs automated mechanisms [Assignment: organization-defined frequency] to determine the state of information system components with regard to flaw remediation. 

Parameter: [daily] 

FedRAMP baseline parameter: [at least monthly]

	SI-2(2)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	SI-2(2) What is the solution and how is it implemented?

		
	

                  



SI-3c – Malicious Code Protection
The organization: … 
c. Configures malicious code protection mechanisms to: 
- perform periodic scans of the information system 
[Assignment: organization-defined frequency] and real-time scans of files from external sources as the files are downloaded, opened, or executed in accordance with organizational security policy; and 
- [Selection (one or more): block malicious code; quarantine malicious code; send alert to administrator; [Assignment: organization-defined action]] in response to malicious code detection; 

Parameter 1: [daily] 
Parameter 2 : [block malicious code; quarantine malicious code; send alert to administrator] Parameter 3 : [send alert to USCYBERCOM via DoD customer's CNDSP, and send alert to ECSB] 

FedRAMP baseline parameter: 
Parameter 1: [at least weekly] 
Parameter 2 : [block malicious code; quarantine malicious code; send alert to administrator] Parameter 3 : [block or quarantine malicious code, send alert to administrator, send alert to FedRAMP] 


	SI-3c
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   




	SI-3c What is the solution and how is it implemented?

	Parameter 1
		
	

                  

	Parameter 2
	

	Parameter 3
	



SI-4a – Information System Monitoring
The organization: 
a. Monitors events on the information system in accordance with [Assignment: organization-defined monitoring objectives] and detects information system attacks; …
 Parameter 1: [CSP defines monitoring objectives and processes which ensure the proper functioning of internal processes and controls in furtherance of regulatory and compliance requirements; examine system records to confirm that the system is functioning in an optimal, resilient, and secure state; identify irregularities or anomalies that are indicators of a system malfunction or compromise. The monitoring objectives and processes are approved and accepted by the ECSB DAA. ]

NOTE: DoD Sensor placement and monitoring requirements are found in CJCSI 6510.01F 

FedRAMP baseline parameter:  [ensure the proper functioning of internal processes and controls in furtherance of regulatory and compliance requirements; examine system records to confirm that the system is functioning in an optimal, resilient, and secure state; identify irregularities or anomalies that are indicators of a system malfunction or compromise] 


	SI-4a
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	SI-4a What is the solution and how is it implemented?

		
	

                  



SI-6 – Security Functionality Verification
The information system verifies the correct operation of security functions 
[Selection (one or more): [Assignment: organization-defined system transitional states]; upon command by user with appropriate privilege; periodically every [Assignment: organization-defined time-period]] and [Selection (one or more): notifies system administrator; shuts the system down; restarts the system; [Assignment: organization-defined alternative action(s)]] when anomalies are discovered. 

Parameter 1: [upon system startup and/or restart, upon command by user with appropriate privileges, and periodically every] 
Parameter 2 : [monthly] 
Parameter 3 : [notifies system administrator] 

FedRAMP baseline parameters:  
Parameter 1: [upon system startup and/or restart, upon command by user with appropriate privileges, and periodically every] 
Parameter 2 : [ninety days] 
Parameter 3 : [notifies system administrator] 


	SI-6
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   




	SI-6 What is the solution and how is it implemented?

	Parameter 1
		
	

                  

	Parameter 2
	

	Parameter 3
	





[bookmark: _Toc369254321]Attachment A: DISA ECSB cloud service provider role in the assessment process

The ECSB Cloud Security Model provides an overview of the full process for obtaining provisional authorization for handling DoD information and services. In general, there are several phases in the interactions between the CSP and DISA in the assessment and fielding of CSP services to the DoD. However, these steps are not necessarily serial in nature  - several may run in parallel or in an iterative fashion
· Pre-engagement: 
· Description: the CSP determines the type of desired authorization and performs the prerequisites for application (including completion of FedRAMP assessment).  This includes obtaining the ECSB Cloud Security Model, SSP Addendum template(s) and other guidance documentation in order to make an informed decision as to the type of offering that will be assessed. This step may include informal discussions with the ECSB (or FSO technical assessors) for the CSP to gain the information needed to make the informed decisions to scope the assessment and understand the resources that will be expected from the CSP but is all outside the scope of the FSO assessment process.
· Milestone/artifact:
· Application completed and submitted for ECSB approval 
· Exit criteria:  submittal of application or decision not to pursue 
· Assessment Initiation:  
· Description:  the CSP indicates to the ECSB the intent to support the DISA assessment for inclusion in the catalog of provisional CSP ATOs. The ECSB prioritizes the assessment and assigns resources to the assessment, based on perceived DoD need, the readiness of the CSP, and available assessment resources. This step is complete when an agreed assessment approach and schedule is established. 
· Milestones/artifacts
· CSP has applied to the ECSB
· ECSB has accepted the application and assigned a priority (with resources) to the assessment
· CSP has received materials, including SSP Addendum template
· ECSB has given the CSP assessment priority
· An FSO (FS12) assessment team lead has been assigned
· An initial meeting has taken place that establishes the cooperation and coordination approach
· An agreed schedule and plan is established
· Exit criteria: 
· The FSO Team and CSP has conducted an assessment kick-off meeting  and agreed a schedule of milestones
· Security Control definition:  
· Description: The CSP completes the SSP Addendum definition of the additional/changed security controls, building on the SSP(s) and assessment results from FedRAMP provisional ATOs. 
· Milestones/artifacts
· The CSP has provided the SSP 
· The assessment Team Lead has established a repository in eMass for the assessment artifacts (and placed the documentation received to date) in the respository
· Exit criteria
· The CSP and FSO Team agree that the SSP Addendum is complete and can therefore be used as the basis for review and testing

· Support  review of existing FedRAMP documentation:
·  Description:The FSO team assessors review and analyze the FedRAMP SSP and the associated artifacts from the 3PAO involved. In addition, the assessors review the Security Assessment Report (SAR) and the resulting Program of Actions and Milestones (POA&M) for the determination of risk per the FedRAMP process as it relates to DoD needs. The assessors generally trust the results of the 3PAO in this analysis. However, the assessors consider the actions and conclusions as they relate to DoD needs and so questions may arise. Of particular interest will likely be system scans and vulnerability analysis. 
· Milestones/artifacts:
· The FSO assessment team has requested specific artifacts from past assessments as well as any updates since the assessment (e.g. POA&M updates, detailed testing info). 
· The CSP has provided the requested artifacts.  This may be obtained from the FedRAMP repository or from the CSP (including the 3PAO).
· The FSO has completed the analysis of FedRAMP materials for risk to DoD environments, identifying additional artifacts or materials needed
· Exit criteria: Completion of FSO assessment of FedRAMP materials in DRAFT Interim Certification Recommendation and identification of further materials needed to complete DoD overlay requirements
· Support FSO Assessor review of the provided DoD SSP Errata:
· Description:   The assessors review and analyze the provided Errata for compliance with the additional controls.  There may be iterative technical exchanges via teleconference or meetings if questions arise during this process if clarification is needed. 
· Milestones/artifacts:
· CSP provides all requested additional material and artifacts
· FSO Assessment team completes(draft)  risk report based on documentation, including any recommended adjustment of risk from the FedRAMP assessment
· Exit criteria
· FSO Assessment team completes  verification/test plan based on the information in the documentation.  This plan identifies some security controls to investigate further, either via meetings (either during a site visit or telephone conferencing) or through direct inspection or testing. 

· Support verification/test plan
· Description: The assessment team will need to at least verify the additional security controls. This might be performed onsite or offsite of the CSP or 3PAO.  In addition, the FSO assessment team may choose to reaffirm some of the 3PAO findings, especially if the POA&M has items that were scheduled to be completed by this activity. 
· Milestones/artifacts: 
· Assessment team completes site visit (if deemed necessary)
· Assessment team completes test report: an interim report that captures the results of the testing activity
· Assessment team completes Draft system risk report (SRR)
· Assessment team completes Draft Plan of Action and Milestones (POA&M) 
· Assessment team completes draft Authorization Recommendation
· Exit criteria: outbrief containing the findings
· Receive  outbrief 
· Description: before the assessment team finalizes the recommendation and supporting documentation, they explain the findings to the CSP and (perhaps) solicit any changes
· Milestones/artifacts:
· Outbrief POA&M between FSO assessment team and CSP

· Exit criteria: Outbrief completed and POA&M agreed
· Obtain final set of results from the assessment
· Description: The FSO assessment team completes their reporting 
· Milestones/artifacts:
· FSO Assessment team Final SRR
· FSO Assessment team Final testing artifacts
· FSO Assessment team Final Authorization recommendations 
· Exit criteria: Authorization recommendation sent to ECSB 

· DISA ECSB DAA Provisional Authorization
· Description: Once the Assessment Team completes its work, the package is forwarded up the DISA chain to the ECSB DAA
· Milestones/artifacts
· ECSB briefs and coordinates assessment results with the DSAWG
· DAA issues final Provisional Authorization
· ECSB places the CSP in the catalog 
· Exit criteria: ECSB places the CSP offering in the DoD catalog
· Continuous Monitoring and maintenance of the CSP offering
· Description: The CSP operates their service offering per the agreed POA&M and security controls for maintaining the security of the cloud environment. 
· Milestones/artifacts
· Change management and implementation of POA&M items per the agreed remediation schedule
· Updated POA&M list 
· Continuous monitoring and incident management interface with the DoD CNDSP Tier II per the security controls assessed
· Exit criteria: end of authorization period or end of life
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