

<Information System Name> System Security Plan
Version <0.00> / <Date>		



[bookmark: _Toc270583319]
Department of Defense (DoD) Addendum to the FedRAMP System Security Plan
Impact Level 5:  Software as a Service (SaaS)
Template (Version 1.0)

[image: http://t0.gstatic.com/images?q=tbn:KQ84uxGLPyE-HM:http://www.thelivingmoon.com/45jack_files/04images/Intel/dod.png]











<Company>
<Information System Name>
<Version of System 1.0>
<date>


System Security Plan
<Information System Name>, <Date>

UNCLASSIFIED[footnoteRef:1] [1:  This document is UNCLASSIFIED and is a template. Once completed, the Cloud Security Provider should change the footers and other references to classification to reflect their company policy on the material herein. ] 



                                                           UNCLASSIFIED                                                  Page 4


[bookmark: _Toc361738525]System Security Plan Addendum
[bookmark: _Toc361738526]Prepared by


	Identification of Organization that Prepared this Document

	

<insert logo>
	Organization Name
	

	
	Street Address
	

	
	Suite/Room/Building
	

	
	City, State Zip
	





[bookmark: _Toc361738527]Prepared for


	Identification of Cloud Service Provider

	

<insert logo>
	Organization Name
	

	
	Street Address
	

	
	Suite/Room/Building
	

	
	City, State Zip
	





 



[bookmark: _Toc380483871]Executive Summary

This document details the additional and changed materials to the System Security Plan (SSP) for the <Cloud service  Name> in order to satisfy the Department of Defense (DoD) security controls for an Impact Level 5 cloud Software as a Service (SaaS). This System Security Plan Addendum was written in accordance with National Institute of Standards and Technology (NIST) Special Publication (SP) 800-18, Revision 1, Guide for Developing Security Plans for Information Technology Systems and the DoD Enterprise Cloud Service Broker Cloud Service Model (version 2.1) which may be found at http://iase.disa.mil/cloud_security/ .  
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[bookmark: _Toc380483873]Introduction
[bookmark: _Toc380483874]The purpose of this template is to help determine the readiness of a Cloud Service Provider (CSP) capability to meet DoD information assurance (IA) requirements for Impact Level 5 cloud services. This SSP addendum is designed for a CSP pursuing compliance with the additional (Beyond FedRAMP) DoD security controls required to be listed as an Impact Level 5 Software as a Service (SaaS) in the Department of Defense (DoD) Enterprise Cloud Services Broker (ECSB) catalog of CSPs.  However, the FedRAMP Moderate baseline must still be met, using an accredited Third Party Assessment Organization (3PAO), and can take place in parallel with the DoD Beyond FedRAMP assessment.  To the extent possible, the CSP will employ an accredited 3PAO to perform all security assessment activities. 

Per the DoD Cloud Security Model (CSM), a cloud service categorized at Impact Level 5 must be deployed as a DoD private cloud. Therefore,   the FedRAMP portion of the authorization will need to be achieved via a Category W (Agency ATO with FedRAMP Third Party Assessment Organization (3PAO)) with the DoD acting as the sponsoring Agency.   

 As such, this SSP addendum contains only those security requirements that:
· Are general security requirements for DoD needs,
· Are NIST Special Publication 800-53 additional security controls to the FedRAMP Moderate baseline, and/or
· Have different (usually more stringent) requirements as represented in parameters or refinements within the NIST SP 800-53 security controls

Wherever possible, DoD will accept and build upon any assessment activities that the accredited 3PAO performed (and the resulting findings thereof) during a FedRAMP assessment. This might include assessments from other instantiations of the cloud services provided for general government use under FedRAMP as well as security assessment activities performed on the subject cloud service. Although the DoD will seek to reuse as many assessments results as possible, the cloud offering will need to meet all the FedRAMP baseline controls and Beyond FedRAMP  Impact Level 5 security requirements and controls contained herein in its own right. 

If the CSP does not have an approved FedRAMP SSP, then this document is not sufficient because it implies an accepted baseline SSP on which to build further analysis.   However, DoD strongly encourages performing the DoD assessment in parallel with the FedRAMP assessment with the CSP and its 3PAO supporting this close interaction.  It is acceptable for the CSP to include both the FedRAMP security controls and the DoD additional controls in the same System Security Plan (SSP) document.   
DoD Impact Levels

Per the DoD ECSB Cloud Security Model, the DoD has established six impact levels based on information sensitivity level and the potential impact should the confidentiality or integrity of the information be compromised. This document covers those additional security controls for Impact Level 5 as defined in the DoD ECSB Cloud Security Model.  Impact Level 5 cloud offerings house controlled unclassified information (CUI) deemed to require a high level of security protections. Using the IA model of confidentiality, integrity, and availability (C-I-A), the Impact Level 5 data has a high confidentiality level of impact and a high integrity level.    The availability level of impact is open for this (as it is for all) impact levels because it is subject to determination by the data owner or customer, and may be specified in the service level agreement (SLA) between the CSP and the specific customer of the cloud service. However, the capability of the CSP to meet availability controls are covered by some of the NIST SP800-53 controls included in the FedRAMP baseline assessment as well as the DOD beyond-FedRAMP assessment. Therefore, the ECSB assessment considers the capability of the CSP to meet the levels of service that might be in these SLAs through applicable security controls.
[bookmark: _Toc380483875]Introductory Questionnaire
[bookmark: _Toc380483876]General Readiness (GR) CSP Questions

The Department of Defense (DoD) has determined a set of general IA requirements for CSPs that indicates  general readiness to address DoD unique security needs. These are presented in the same general form as the security controls in the FedRAMP SSP to ease integration with those security controls.  The CSP should answer the questions below and then elaborate in the responses to the security control implementation descriptions in the next section, where applicable.  

2.1.1 GR-1A.1 FedRAMP compliance standard
Has this system, or another instantiation of this system , undergone a FedRAMP cloud assessment at the Moderate level?
 If so, 
a.) provide status information of that evaluation(s) and any information pertaining to the assessment that the DoD could use as an input to this assessment
b.) which FedRAMP baseline controls (if any) do you NOT meet for any reason? 

Requirement:  Provide a summary of any Plan of Action & Milestones (POA&M) items, controls with alternate implementations, future implementations, or any other deviation from fully meeting the FedRAMP baseline security controls. 

If not, what are your plans (if any) and schedule for FedRAMP participation?


	GR-1A.
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented (Yes)
|_| Partially implemented 			                   
|_| Planned
|_| Alternative implementation – equivalent (explain below)
|_| Not applicable (No) 



	GR-1A.1 What is the solution and how is it implemented?

	

                  



[bookmark: _Toc380483877]GR-1A.2 Use of other CSP resources
Does your cloud offering(s) include any IaaS, PaaS, or SaaS provided by another CSP and/or managed by a different organization?  If so, what CSP(s) are they and what services are provided? 

Guidance: If any other CSPs are used, or relied upon, these may be included below and/or in the response to the SA-9 (External Information System Services) security control (including enhancements). 

Guidance: this is any portion of the service offered by an organization outside the boundary of this offering, even if it is provided by another portion of the corporation. 

	GR-1A.2
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented (Yes)
|_| Partially implemented 			                   
|_| Planned
|_| Alternative implementation – equivalent (explain below)
|_| Not applicable (No) 



	GR-1A.2 What is the solution and how is it implemented?

	

                  



[bookmark: _Toc380483878]GR-1A.3 Requirement for mission system inclusion
Does your cloud service offering require anything be installed at the customer site (e.g. hardware appliance, software, client, agent, etc?) If so, what are they and what is the role of each? How is the security of these validated? [footnoteRef:2] [2:  There is no requirement per se in the CSM for this  general readiness question. However, the information is required so that the authorization boundary can be fully understood and so that the mission owners understand what is required to use the cloud service.  ] 



	GR-1A.3
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented (Yes)
|_| Partially implemented 			                   
|_| Planned
|_| Alternative implementation – equivalent (explain below)
|_| Not applicable (No) 



	GR-1A.3 What is the solution and how is it implemented?

	

                  



[bookmark: _Toc380483879]GR-1A.4 Access Controls - passwords[footnoteRef:3] [3:  Reflects ECSB CSM section E.4.5.2] 

Does the CSP use DoD PKI and enforce the use of the DoD Common Access Card (“CAC”) for the authentication of end users, as well as the DoD OCSP or CRL for checking the revocation of DoD certificates? 

Requirement: Whenever a CSP is responsible for authentication of entities and/or identifying a hosted DoD information system, the CSP will use DoD PKI in compliance with DoDI 8520.02, and enforce the use of a physical token referred to as the “Common Access Card (CAC)” for the authentication of end users. CSPs must make use of DoD OCSP or CRL resources for checking revocation of DoD certificates, DoD Certificate Authorities, and follow DoD instructions and industry best practices for the management and protection of cryptographic keys. DoD issued PKI certificates will be used to identify applications and service contracted by the DoD. 


	GR-1A.4
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented (Yes)
|_| Partially implemented 			                   
|_| Planned
|_| Alternative implementation – equivalent (explain below)
|_| Not applicable (No) 



	GR-1A.4 What is the solution and how is it implemented?

	

                  



[bookmark: _Toc380483880]GR-1A.5 DoDIN connectivity
a. Does the CSP participate in the Defense Industrial base (DIB)  Cyber Security/Information Assurance (CS/IA) Program? 
b. Does the CSP meet the requirements to access DIBNet-U as specified by the DIB CS/IA Program? 
c. Does the CSP system connect to DoDIN for all external connections? [footnoteRef:4] [4:  Reflects ECSB CSM section E.4.5.3  This replaces previous requirement to have NIPRNet-only connectivity – which is still in the Security Model Figure 3 for Impact level 3 and above. ] 


Guidance: Information on the DIB CS/IA Program can be found at http://dibnet.dod.mil/.  Further instruction on connection to the DoDIN can be found in Chairman of the Chief of Staff (CJCS) Instruction 6211.02D at http://www.dtic.mil/cjcs_directives/cdata/unlimit/6211_02.pdf 

	GR-1A.5
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented (Yes)
|_| Partially implemented 			                   
|_| Planned
|_| Alternative implementation – equivalent (explain below)
|_| Not applicable (No) 




	GR-1A.5 What is the solution and how is it implemented?

	Part a
		
	

                  

	Part b
	



	Part c
	



[bookmark: _Toc380483881]GR-1A.6 Separation of DoD Data[footnoteRef:5] [5:  Reflects ECSB E.4.5.4] 

How does the CSP plan to provide adequate separation between DoD and non-DoD resources (physical and/or logical)? 

Requirement 1: CSPs are required at this level to provide DoD Community Clouds with direct connection to DoDIN. To obtain those connections, CSPs are required to follow the DoDIN Non-DoD Partner connection process, which requires consent to monitoring.

Requirement 2: CSP systems that contain DoD data must provide appropriate separation among CSP resources. Resources include any components providing compute, storage, or network. As a baseline, physical separation of resources providing DoD Community Clouds from resources supporting services for non-DoD customers is sufficient. DoD resources would be physically secured from access by personnel not authorized to administer DoD systems and there would be an air-gap between the DoD resources and all other resources. The DoD recognizes that CSPs may employ innovative solutions to the separation of customer data and supporting resources that do not rely on physical separation and will consider such solutions for equivalence to physical separation. Any logical separation must provide a sufficient degree of assurance and the CSP implementation will ensure a clear, manageable boundary between the DoD data and the non-DoD data. 

Requirement 3: If government data is co-mingled with the data of another party, the CSP will isolate the government data into an environment where it may be reviewed, scanned, or forensically evaluated by Federal officials.[footnoteRef:6] [6:  Reflects fourth paragraph or section E.4.6.2.1 of the CSM
] 


	GR-1A.6
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented (Yes)
|_| Partially implemented 			                   
|_| Planned
|_| Alternative implementation – equivalent (explain below)
|_| Not applicable (No) 




	GR-1A.6 What is the solution and how is it implemented?

	
		
	

                  

	Requirement 1
	



	Requirement 2
	

	Requirement 3
	



[bookmark: _Toc380483882]GR-1A.7 Data Locations[footnoteRef:7] [7:  Reflects ECSB E.4.6.2.6] 

Does the CSP ensure that all DoD data remains in the States, districts, territories, and outlying areas of the United States? Provide a list of the locations and how it is ensured that the data remains within these boundaries.

Requirement: The CSP provides a list of the physical locations where the data could be stored at any given time. 


	GR-1A.7
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented (Yes)
|_| Partially implemented 			                   
|_| Planned
|_| Alternative implementation – equivalent (explain below)
|_| Not applicable (No) 



	GR-1A.7 What is the solution and how is it implemented?

	

                  


[bookmark: _Toc380483883]GR-1A.8 Data spill incident handling[footnoteRef:8] [8:  Reflects ECSB E.4.6.3.1] 

How will the CSP handle a data spill security incident ? 

Guidance: Although data spillage is usually related to classified information being released in the unclassified environment, it also includes the unauthorized release of sensitive information (e.g. PII). 

Requirement: Data spills are security incidents.  If a data spill is discovered by a CSP, the CSP shall:
1. Report the incident in accordance with incident reporting guidelines.  
1. Take reasonable steps to contain data contamination.
1. Take reasonable steps to identify scope of contamination, including all systems, networks, and storage hardware that are affected.
1. Await response instructions from DoD before taking further action.


	GR-1A.8
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented (Yes)
|_| Partially implemented 			                   
|_| Planned
|_| Alternative implementation – equivalent (explain below)
|_| Not applicable (No) 



	GR-1A.8 What is the solution and how is it implemented?

	

                  



[bookmark: _Toc380483884]Computer Network Defense questions

The Department of Defense (DoD) has determined a set of general requirements for cloud service providers (CSPs) that indicates the CSP general ability to address DoD unique computer network defense requirements. These are presented in the same general form as the security controls in the FedRAMP SSP to ease integration with the security controls.  

[bookmark: _Toc380483885]CND-1B.1 Communication with CND Tier II Service Provider[footnoteRef:9] [9:  Reflects DoD ECSB CSM section E.4.4.2] 

Is there secure bidirectional communications between the CSP and DoD CND Tier II? 

Guidance: If the CSP has a mechanisms in place to communicate with DoD CND Tier II, explain that below or indicate where that communication path is explained. 

Guidance: Impact level 5 CSPs can communicate with CND Tier II through encrypted VPNs, encrypted web connections, DoD PKI encrypted email, or secure phone. Level 5 CSPs may communicate with CND Tier II via Defense Industrial Base (DIB) Net-U if available to the CSP and may communicate classified information through DIB-Net-S. 


	CND-1B.1
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented (Yes)
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation (Equivalent) 
|_| Not applicable (No) 

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	CND-1B.1 What is the solution and how is it implemented?

	

                  



[bookmark: _Toc380483886]CND-1B.2 Notice of scheduled outages[footnoteRef:10] [10:  Reflects section E.4.4.6 of the ECSB CSM] 

What is the notification process for scheduled outages? 

Requirement: All CSPs must notify Tier II CND of planned system outages in advance and provide details on planned activities during the outage. 

	CND-1B.2
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented (Yes)
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation (Equivalent) 
|_| Not applicable (No) 

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	CND-1B.2 What is the solution and how is it implemented?

	

                  



[bookmark: _Toc380483887]CND-1B.3 Support for DoD installed HBSS[footnoteRef:11] [11:  Reflects section E.4.5.1. of the ECSB CSM. ] 


Will the CSP architecture or policies interfere with a customer installation of HBSS components hosted within the CSP boundary i.e.,

a. Does the CSP permit  DoD mission owners to install HBSS components on their systems hosted within the CSP boundary? 
b. Does the CSP permit secure communications between Host Based Security System (HBSS) components and any secure communication required between those components and HBSS components hosted outside the CSP boundary
c. Would the CSP architecture interfere with secure communications between Host Based Security System (HBSS) components and any secure communication required between those components and HBSS components hosted outside the CSP boundary

Requirement: CSPs must permit and not interfere with HBSS secure communications between Host Based Security System (HBSS) components and any secure communication required between those components and HBSS components hosted outside the CSP boundary.   

	CND-1B.3
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented (Yes)
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation (Equivalent) 
|_| Not applicable (No) 

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	CND-1B.3 What is the solution and how is it implemented?

	

                  







[bookmark: _Toc380483888]Impact Level 5 Additional DoD Controls to FedRAMP Moderate
The Department of Defense (DoD) has established a set of IA requirements for cloud service providers (CSPs) by extending the FedRAMP baselines with additional CNSS Instruction 1253 requirements Unlike the FedRAMP assessments, there are additional security controls for Software as a Service (SaaS) providers to those for Infrastructure as a Service (IaaS) and Platform as a Service (PaaS) providers. This addendum contains the full set of additions and changes for the FedRAMP SSP to meet DoD SaaS requirements at Impact Level 5. 
 
There are two types of additional security controls for DoD use of a CSP. In order to meet the requirements outlined in CNSS 1253, the first type of additional controls are from the NIST SP 800-53 catalog of security controls, as outlined in the Cloud Security Model.  The second type is the more subtle differences relating to changes in the security control requirements, e.g. the  security control parameters (i.e., assignments and selection statements).  The remaining of the main body of this document is organized by security control families, first presenting any additional controls and then any changed security controls from the FedRAMP baseline. 

In addition, the DISA AO is the authorization official (AO) for risks associated with the cloud services. Therefore, all FedRAMP baseline controls that reference approval or acceptance by the JAB are adjusted to be “approved and accepted by the DISA AO.” Table 1 below provides a list of the controls where the only DoD CSM change is the acceptance and approval of a cloud service’s approach to meeting a security control.  This means that the CSP does not necessarily need to meet the requirement differently but just that the implementation is subject to DISA AO review. [footnoteRef:12] [12:  The ECSB assessment team will extract the SSP response for these security controls and assess the applicability to DoD environments in its recommendation to the DISA AO. Because there is no JAB decision in these assessments, the DISA AO will likely approve these values as part of the FedRAMP baseline assessment as the “Agency” authority. ] 


Table 1: DISA AO approval of implementation
	Control
	Parameter
	Requirement

	AC-6(1)
	[bookmark: _GoBack][Assignment: organization-defined list of security functions (deployed in hardware, software, and firmware) and security-relevant information]
	The service provider defines the list of security functions.  The list of functions is approved and accepted by the DISA AO.

	AC-17(8)
	[Assignment: organization-defined networking protocols within the information system deemed to be non-secure]
	Networking protocols implemented by the service provider are approved and accepted by DISA AO.

	CM-2(5)a
	[Assignment: organization-defined list of software programs authorized to execute on the information system]
	The service provider defines and maintains a list of software programs authorized to execute on the information system.  The list of authorized programs is approved and accepted by the DISA AO

	CM-8d
	[Assignment: organization-defined information deemed necessary to achieve effective property accountability] 
	Property accountability information are approved and accepted by the DISA AO 


	CP-2b,f
	[Assignment: organization-defined list of key contingency personnel (identified by name and/or by role) and organizational elements]. 
	The service provider defines a list of key contingency personnel (identified by name and/or by role) and organizational elements. 
The contingency list includes designated DoD personnel. The list is approved and accepted by the DISA AO and customer 

	CP-4a
	[Assignment: organization-defined tests and/or exercises] 
	The service provider develops test plans in accordance with NIST Special Publication 800-34 (as amended) and provides plans to DoD prior to initiating testing. Test plans are approved and accepted by the DISA AO. 

	CP-7a
	[Assignment: organization-defined time period consistent with recovery time objectives] 
	The time period is approved and accepted by the DISA AO. 
DoD preferred values are: [12 hours (Availability Moderate) OR 1 hour (Availability High) as defined in the contingency plan] 

	CP-8
	 [Assignment: organization-defined time period] 
	The service provider defines a time period consistent with the business impact analysis. The time period is approved and accepted by the DISA AO. 

DoD preferred values are:  [12 hours (Availability Moderate) OR 1 hour (Availability High) as defined in the contingency plan] 

	IA-2 (8) 
	[Assignment: organization-defined replay resistant authentication mechanisms]
	The mechanisms are approved and accepted by the DISA AO 

	IA-4e
	[Assignment: organization-defined time period of inactivity].
	The time period is approved and accepted by the DISA AO.

	MP-2
	[Assignment: organization-defined types of digital and non-digital media] to 
[Assignment: organization-defined list of authorized individuals] using
 [Assignment: organization-defined security measures]. 
	The media types are approved and accepted by the DISA AO. 
The service provider defines a list of individuals with authorized access to defined media types. The list of authorized individuals is approved and accepted by the DISA AO. 
The service provider defines the types of security measures to be used in protecting defined media types. The security measures are approved and accepted by the DISA AO. 


	PE-10
	[Assignment: organization-defined location by information system or system component] 
	The service provider defines emergency shutoff switch locations. The locations are approved and accepted by the DISA AO. 

	PE-17
	[Assignment: organization-defined management, operational, and technical information system security controls]
	The service provider defines management, operational, and technical information system security controls for alternate work sites.  The security controls are approved and accepted by the DISA AO.

	SA-9 (1)
	[Assignment: organization-defined senior organizational official]. 

	[DISA AO] 
Future, planned outsourced services are approved and accepted by the DISA AO.
Requirement:  Outsource security services include any cloud services (IaaS, PaaS or SaaS) provided by another cloud service provider as part of the CSP offering. 
 

	SA-12
	[Assignment: organization-defined list of measures to protect against supply chain threats] 
	The list of protective measures is approved and accepted by DISA AO. 

	SC-7 (8)
	[Assignment: organization-defined internal communications traffic] to [Assignment: organization-defined external networks] 
	The internal communications traffic and external networks are approved and accepted by DISA AO. 

	SC-11
	[Assignment: organization-defined security functions to include at a minimum, information system authentication and re-authentication]. 
	The list of security functions requiring a trusted path is approved and accepted by DISA AO. 


	SC-17
	[Assignment: organization-defined certificate policy] 
	The certificate policy is approved and accepted by the DISA AO. 




[bookmark: _Toc380483889]Access Control (AC) 
[bookmark: _Toc380483890]Access Control (AC) - Additional controls
AC-3 (4) – Access Enforcement
The information system enforces a Discretionary Access Control (DAC) policy that:

(a) Allows users to specify and control sharing by named individuals or groups of individuals, or by both; 

(b) Limits propagation of access rights; and

(c) Includes or excludes access to the granularity of a single user

	AC-3 (4)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-3 (4) What is the solution and how is it implemented?

	Part a
		
	

                  

	Part b
	

	Part c
	


AC-3 (6) – Access Enforcement
The organization encrypts or stores off-line in a secure location 
[Assignment: organization-defined user and/or system information].

DoD parameter: [Sensitive, Controlled Unclassified Information (CUI) and classified non-SAMI information]

	AC-3 (6)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-3 (6) What is the solution and how is it implemented?

	

                  


AC-6 (5) – Least Privilege 
The organization limits authorization to super user accounts on the information system to designated system administration personnel. 

	AC-6 (5)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-6 (5) What is the solution and how is it implemented?

	

                  



AC-6 (6) – Least Privilege 
The organization prohibits privileged access to the information system by non-organizational users. 

	AC-6 (6)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-6 (6) What is the solution and how is it implemented?

	

                  



AC-7 (1) – Unsuccessful Login Attempts
The information system automatically locks the account/node until released by an administrator when the maximum number of unsuccessful attempts is exceeded. 

	AC-7 (1)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-7(1) What is the solution and how is it implemented?

	

                  



AC-9 – Previous Logon (Access) Notification:
The information system notifies the user, upon successful logon (access), of the date and time of the last logon (access). 

	AC-9
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-9 What is the solution and how is it implemented?

	

                  



AC-17(6) – Remote Access Enhancement:
The organization ensures that users protect information about remote access mechanisms from unauthorized use and disclosure. 

	AC-17(6)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-17(6) What is the solution and how is it implemented?
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AC-2j – Account management 
The organization manages information system accounts, including: …
j. Reviewing accounts [Assignment: organization-defined frequency].

DoD parameter: [30 days]
FedRAMP baseline parameter: [at least annually]

	AC-2j
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-2j What is the solution and how is it implemented?

	

                  



AC-2(2) – Account management 
The information system automatically terminates temporary and emergency accounts after [Assignment: organization-defined time period for each type of account].

DoD parameter: [24 hours]

FedRAMP baseline parameter: [no more than ninety days for temporary and emergency account types]

	AC-2 (2)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-2(2) What is the solution and how is it implemented?

	

                  



AC-2(3) – Account management 
The information system automatically disables inactive accounts after [Assignment: organization-defined time period]. 

DoD parameter: [: 
· CSP to limit DoD customer’s user accounts to 35 days per DoD policy for access to SaaS
· CSP to limit  DoD SA's admin accounts to 35 days per DoD policy for access to IaaS & PaaS
· CSP defines the time period for non-user accounts (e.g., accounts associated with CSP infrastructure).  
The time periods are approved and accepted by the DISA AO]

FedRAMP baseline parameter: [The service provider defines the time period for non-user accounts (e.g., accounts associated with devices).  The time periods are approved and accepted by the JAB.]

	AC-2 (3)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-2(3) What is the solution and how is it implemented?

	

                  


AC-16 – Security attributes
The information system supports and maintains the binding of [Assignment: organization-defined security attributes] to information in storage, in process, and in transmission. 

DoD parameter: [If the capability is available, attribute markings should include items such as classification, compartments, and handling instructions, for classified and CUI data] 

Requirement: If the service provider offers the capability of defining security attributes, then the security attributes need to be approved and accepted by the DISA AO. 

FedRAMP baseline parameter: If the service provider offers the capability of defining security attributes, then the security attributes need to be approved and accepted by JAB.

	AC-16
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-16 What is the solution and how is it implemented?

	

                  



AC-17 (7): Remote Access
The organization ensures that remote sessions for accessing [Assignment: organization-defined list of security functions and security-relevant information] employ [Assignment: organization-defined additional security measures] and are audited. 

DoD parameter 1: [security functions and security relevant configuration settings] 
DoD parameter 2: [session encryption (e.g., SSH or encrypted VPN) and session transcripts] 

Guidance: Security functions include but are not limited to: establishing system accounts; configuring access authorizations; performing system administration functions; and auditing system events or accessing event logs. 

Requirement: The service provider defines the list of security functions and security relevant information available. Security functions and the implementation of such functions are approved and accepted by the DISA AO. 
 
FedRAMP baseline parameter: The service provider defines the list of security functions and security relevant information.  Security functions and the implementation of such functions are approved and accepted by the JAB.

Guidance: Security functions include but are not limited to: establishing system accounts; configuring access authorizations; performing system administration functions; and auditing system events or accessing event logs; SSH, and VPN.

	AC-17(7)
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	IA-17 (7) What is the solution and how is it implemented?

	Parameter 1
		
	

                  

	Parameter 2
	





AC-18 (2): Wireless Access
The organization monitors for unauthorized wireless connections to the information system, including scanning for unauthorized wireless access points [Assignment: organization-defined frequency], and takes appropriate action if an unauthorized connection is discovered. 

DoD parameter: [continuously] 

FedRAMP baseline parameter: [at least quarterly] 


	AC-18(2)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-18(2) What is the solution and how is it implemented?

	

                  



AC-19g: Access Control for Mobile Devices
The organization: … 
g. Applies [Assignment: organization-defined inspection and preventative measures] to mobile devices returning from locations that the organization deems to be of significant risk in accordance with organizational policies and procedures. 

DoD parameter: [physical / logical inspection, and remediation measures (before connection to the network)] 

NOTE: Mobile devices in this case include but are not limited to laptops, tablets, and smart phones. Inspection and remediation must occur before connection to the network. 

Requirement: The service provider defines inspection and preventative measures. The measures are approved and accepted by DISA AO. 

FedRAMP baseline parameter: [The service provider defines inspection and preventative measures.  The measures are approved and accepted by JAB.] 


	AC-19g
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-19g What is the solution and how is it implemented?

	

                  



AC-22d: Publicly Accessible Content
The organization: … 
d. Reviews the content on the publicly-accessible information for non-public information [Assignment: organization-defined frequency]; and ... 

DoD parameter: [at least quarterly or as new information is posted] 

FedRAMP baseline parameter: [at least quarterly] 

	AC-22d
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AC-22d What is the solution and how is it implemented?
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AT-3: Security Training
The organization provides role-based security-related training: 
(i) before authorizing access to the system or performing assigned duties; 
(ii) when required by system changes; and 
(iii) [Assignment: organization-defined frequency] thereafter. 

DoD parameter: [at least annually] 

FedRAMP baseline parameter: [at least three years] 


	AT-3
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AT-3 What is the solution and how is it implemented?

	

                  



AT-4: Security Training

The organization: 
a. Documents and monitors individual information system security training activities including basic security awareness training and specific information system security training; and 
b. Retains individual training records for [Assignment: organization-defined time period]. 

DoD parameter: [Five years or 5 years after completion of a specific training program] 

FedRAMP baseline parameter: [at least three years] 


	AT-4
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AT-4 What is the solution and how is it implemented?
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AU-5(1): Response To Audit Processing Failures Enhancement:
The information system provides a warning when allocated audit record storage volume reaches  [Assignment: organization-defined percentage] of maximum audit record storage capacity.

DoD parameter: [a maximum of 75 percent]


	AU-5(1)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AU-5(1) What is the solution and how is it implemented?

	

                  


AU-5(2): Response To Audit Processing Failures Enhancement:
The information system provides a real-time alert when the following audit failure events occur [Assignment: organization-defined audit failure events requiring real-time alerts].

DoD parameter: [auditing software/hardware errors; failures in the audit capturing mechanisms; and audit storage capacity being reached or exceeded]

	AU-5(2)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AU-5(2) What is the solution and how is it implemented?

	

                  



AU-9(3): Protection Of Audit Information Enhancement:
The information system uses cryptographic mechanisms to protect the integrity of audit
information and audit tools.

	AU-9(3)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AU-9(3) What is the solution and how is it implemented?

	

                  



AU-9(4): Protection Of Audit Information Enhancement:
The organization:
(a) Authorizes access to management of audit functionality to only a limited subset of privileged users; and
(b) Protects the audit records of non-local accesses to privileged accounts and the execution of privileged functions.

	AU-9(4)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              




	AU-9(4) What is the solution and how is it implemented?

	Part a
		
	

                  

	Part b
	





AU-12(1): Protection Of Audit Information Enhancement:
The information system compiles audit records from [Assignment: organization-defined information system components] into a system-wide (logical or physical) audit trail that is time-correlated to within [Assignment: organization-defined level of tolerance for relationship between time stamps of individual records in the audit trail].

DoD parameter 1: [ All information system and network components]
DoD parameter 2: [200ms (two hundred milliseconds) within accreditation boundary]

	AU-12(1)
	Control Summary Information

	Responsible Role:

	Parameter 1:

	Parameter 2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              




	AU(12(1) What is the solution and how is it implemented?

	Parameter 1
		
	

                  

	Parameter 2
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AU-2(3): Audited Events
The organization reviews and updates the list of auditable events [Assignment: organization-defined frequency]. 

DoD parameter: [annually or whenever there is a change in the threat environment] 

Guidance: Changes in the threat environment may be detected by the CSP and communicated to the ECSB and/or customer’s CNDSP or is communicated to the service provider by the ECSB and/or customer's CNDSP in conjunction with USCYBERCOM.[footnoteRef:13]  [13:  Although the parameter value is the same as FedRAMP, the definition of “changes in the threat environment” has been further defined for DoD use. ] 


FedRAMP baseline parameter: [annually or whenever there is a change in the threat environment] 

Guidance: Annually or whenever changes in the threat environment are communicated to the service provider by the JAB.


	AU-2(3)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AU-2(3) What is the solution and how is it implemented?

	

                  


AU-3(1): Content of Audit Records[footnoteRef:14] [14:  Added to address specific log contents in ECSB CSM section E.4.6.2.1. ] 


The information system includes [Assignment: organization-defined additional, more detailed information] in the audit records for audit events identified by type, location, or subject.

DoD parameter: [session, connection, transaction, or activity duration; for client-server transactions, the number of bytes received and bytes sent; additional informational messages to diagnose or identify the event; characteristics that describe or identify the object or resource being acted upon and, if known,  the name of the individual, the account name, their role, the time they began accessing the government data, the time they concluded accessing the government data, and the purpose for accessing the government data] 

Requirement: The CSP will log all access to the government data. The log will contain, if known the name of the individual, the account name, their role, the time they began accessing the government data, the time they concluded accessing the government data, and the purpose for accessing the government data.

FedRAMP baseline parameter: [session, connection, transaction, or activity duration; for client-server transactions, the number of bytes received and bytes sent; additional informational messages to diagnose or identify the event; characteristics that describe or identify the object or resource being acted upon]

Requirement: The service provider defines audit record types.  The audit record types are approved and accepted by the JAB.]

Guidance: For client-server transactions, the number of bytes sent and received gives bidirectional transfer information that can be helpful during an investigation or inquiry. 


	AU-3(1)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AU-3(1) What is the solution and how is it implemented?

	

                  



AU-6a: Audit Review, Analysis, and Reporting
The organization: 
a. Reviews and analyzes information system audit records [Assignment: organization-defined frequency] for indications of inappropriate or unusual activity, and reports findings to designated organizational officials; and … 

DoD parameter: [every seven days or more frequently if required by an alarm event or anomaly][footnoteRef:15] [15:  Although the DoD appears to be the same as for FedRAMP, there is an added requirement to look at audit records when alarms or anomalies are detected. ] 


FedRAMP baseline parameter: [at least weekly] 


	AU-6a
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AU-6a What is the solution and how is it implemented?

	

                  



AU-10(5): Non-repudiation
The organization employs [Selection: FIPS-validated; NSA-approved] cryptography to implement digital signatures. 

DoD parameter: [FIPS-Validated or NSA-approved cryptography as required by the classification level of the information system] 

Requirement: The service provider minimally implements FIPS-140-2 validated cryptography (e.g., DOD PKI Class 3 or 4 tokens) for service offerings that include Software-as-a-Service (SaaS) with unclassified email and other applications requiring digital signatures. 

Requirement: The service provider implements FIPS-140-2 validated or NSA approved cryptography for service offerings that include Software-as-a-Service (SaaS) with email and applications (other than email) requiring digital signatures. The type of cryptography is dependent on the classification of the data and the hosting environment. 

Requirement: The service provider implements FIPS-140-2 validated or NSA approved cryptography for service offerings that include Software-as-a-Service (SaaS) with email and applications (other than email) requiring digital signatures. The type of cryptography is dependent on the classification of the data and the hosting environment. 

FedRAMP baseline parameter: [The service provider implements FIPS-140-2 validated cryptography (e.g., DOD PKI Class 3 or 4 tokens) for service offerings that include Software-as-a-Service (SaaS) with email.] 


	AU-10(5)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AU-10 (5) What is the solution and how is it implemented?

	

                  



AU-11: Audit record Retention
The organization retains audit records for [Assignment: organization-defined time period] to provide support for after-the-fact investigations of security incidents and to meet regulatory and organizational information retention requirements. 

DoD parameter: [a minimum of 5 years for Sensitive Compartmented Information and Sources And Methods Intelligence information …a minimum of 1 year for all other information (Unclassified through Collateral Top Secret)] 

Requirement: A CSP affords federal law enforcement agents, investigators, and auditors, including but not limited to personnel of the U.S. Department of Justice, the Offices of the various DoD Inspectors General, and the U.S. Department of Homeland Security, access to the Data Center and Data, as well as to make copies or extracts therefrom. A CSP segregates the Data and affords access to such information in a secure and private space, and without CSP presence, if requested. 

The CSP will retain a copy per the records disposition schedule and will make it accessible to the agency or any other federal law enforcement, investigative, or auditing entity immediately upon request. 

Requirement: Unless otherwise exempt from doing the same by law, the CSP must provide all federal law enforcement, investigative, or auditing officials including but not limited to agency inspectors general with access to all government data to review, scan, or conduct a forensic evaluation immediately upon request without a warrant or subpoena. If government data is co-mingled with the data of another party, the CSP will isolate the government data into an environment where it may be reviewed, scanned, or forensically evaluated by Federal officials.

FedRAMP baseline parameter: [at least ninety days]

Requirement: The service provider retains audit records on-line for at least ninety days and further preserves audit records off-line for a period that is in accordance with NARA requirements.


	AU-11
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	              



	AU-11 What is the solution and how is it implemented?

	

                  



[bookmark: _Toc380483897]Assessment and Authorization (CA) 
[bookmark: _Toc380483898]Assessment and Authorization (CA) – Additional controls
CA-2(2) – Security Assessments Enhancement
The organization includes as part of security control assessments, [Assignment: organization-defined frequency], [Selection:    announced;  unannounced], [Selection:  in-depth monitoring;  malicious user testing;  penetration testing;  red team exercises];  OR   [Assignment: organization-defined other forms of security testing].

DoD parameter 1: [Annually or more frequently as required by the security plan]
DoD parameter 2: [announced]
DoD parameter 3: [in-depth monitoring; malicious user testing; penetration testing; red team exercises; and/or other forms of security testing (e.g. vulnerability scans, integrity checks, security readiness reviews) as necessary.)] 

	CA-2(2)
	Control Summary Information

	Responsible Role:

	Parameter 1:

	Parameter 2:

	Parameter 3:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	    
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             




	CA-2(2) What is the solution and how is it implemented?

	Parameter 1
		
	

                  

	Parameter 2
	



	Parameter 3
	




CA-7 (1) – Continuous Monitoring
The organization employs an independent assessor or assessment team to monitor the security controls in the information system on an ongoing basis.

	CA-7 (1)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	    
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             



	CA-7 (1) What is the solution and how is it implemented?

	

                  



[bookmark: _Toc380483899]Assessment and Authorization (CA) – changed controls
CA-5b Plan of Action and Milestones 
The organization: 
b. Reporting the security state of the information system to appropriate organizational officials [Assignment: organization-defined frequency]. 

DoD parameter: [at least quarterly or more frequently as required upon an event or anomaly] 

Requirement: The ECSB and the DoD CND Tier II are included in the list of appropriate organizational officials receiving the POA&Ms. As such, All CSPs must send current versions of system vulnerability POA&Ms to the ECSB and CND Tier II. CND Tier II will provide support as needed.

Guidance: The CSP may have additional POA&M items from the DoD beyond-FedRAMP controls. The CSP should explain how they plan to address and track the POA&M (e.g. integrated into one plan or separate from FedRAMP or other assessments). 


FedRAMP baseline parameter: [at least quarterly] 

	CA-5b
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	    
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             



	CA-5b What is the solution and how is it implemented?

	

                  



CA-6c Security Authorization
The organization: 
c. Updates the security authorization [Assignment: organization-defined frequency]

DoD parameter: [at least every three years, or whenever there is a significant change to the system, or whenever there is a change to the environment in which the system operates, or when significant security breaches occur] 

Guidance: Significant change is defined in NIST Special Publication 800-37 Revision 1, Appendix F.  The service provider describes the types of changes to the information system or the environment of operations that would require a reauthorization of the information system.  The types of changes are approved and accepted by the DISA AO.

FedRAMP baseline parameter: [at least every three years or when a significant change occurs] 

	CA-6c
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	    
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             



	CA-6c What is the solution and how is it implemented?

	

                  



CA-7(2) – Continuous Monitoring
The organization plans, schedules, and conducts assessments 
[Assignment: organization-defined frequency], 
[Selection: announced; unannounced], 
[Selection: in-depth monitoring; malicious user testing; penetration testing; red team exercises; 
[Assignment: organization-defined other forms of security assessment]] to ensure compliance with all vulnerability mitigation procedures. 

DoD parameter 1: [annually] 
Selection DoD parameter 2: [unannounced] 
Selection DoD parameter 3: [penetration testing] 
DoD parameter 4: [in-depth monitoring
PLUS monthly announced scans]

FedRAMP baseline parameter: 
Parameter: [annually] 
Selection Parameter: [unannounced] 
Selection Parameter: [penetration testing] 
Parameter: [in-depth monitoring]

	CA-7(2)
	Control Summary Information

	Responsible Role:

	Parameter 4:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	    
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             



	CA-7(2) What is the solution and how is it implemented?

	

                  


[bookmark: _Toc380483900]Configuration Management (CM) 
[bookmark: _Toc380483901][bookmark: _Toc149090475][bookmark: _Toc346210788]3.5.1 Configuration Management (CM) - Additional controls
CM-2(2) - Baseline Configuration
The organization employs automated mechanisms to maintain an up-to-date, complete, accurate, and readily available baseline configuration of the information system.

	CM-2(2)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                



	CM-2(2) What is the solution and how is it implemented?

		
	

                  


CM-3(1) - Configuration Change Control:
The organization employs automated mechanisms to: 
(a) Document proposed changes to the information system;
(b) Notify designated approval authorities;
(c) Highlight approvals that have not been received by [Assignment: organization-defined time period];
(d) Inhibit change until designated approvals are received; and
(e) Document completed changes to the information system.

DoD parameter (c): [7 days or as negotiated in the SLA]


	CM-3(1)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                



	CM-3(1) What is the solution and how is it implemented?

	Part a
		
	

                  

	Part b
	



	Part c
(Parameter)
	

	Part d
	

	Part e
	



CM-3(4) - Configuration Change Control
The organization requires an information security representative to be a member of the 
[Assignment: organization-defined configuration change control element (e.g., committee, board)].

DoD parameter: [the Configuration  Control Board]

	CM-3(4)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                



	CM-3 (4) What is the solution and how is it implemented?

		
	

                  


CM-4 (1) - Security Impact Analysis
The organization analyzes new software in a separate test environment before installation in an operational environment, looking for security impacts due to flaws, weaknesses, incompatibility, or intentional malice.

	CM-4 (1)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                



	CM-4 (1) What is the solution and how is it implemented?

		
	

                  


CM-4 (2) – Security Impact Analysis
The organization, after the information system is changed, checks the security functions to verify that the functions are implemented correctly, operating as intended, and producing the desired outcome with regard to meeting the security requirements for the system.

	CM-4 (2)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	CM-4 (2) What is the solution and how is it implemented?

		
	

                  


CM-5 (2) – Access Restrictions for Change
The organization conducts audits of information system changes [Assignment: organization-defined frequency] and when indications so warrant to determine whether unauthorized changes have occurred.

DoD parameter: [every 7 days]


	CM-5 (2)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	CM-5 (2) What is the solution and how is it implemented?

		
	

                  


CM-5 (3) – Access Restrictions for Change
The information system prevents the installation of  [Assignment: organization-defined critical software programs] that are not signed with a certificate that is recognized and approved by the organization.

DoD parameter: [patches, service packs, device drivers, and where applicable applications.]


	CM-5 (3)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	CM-5 (3) What is the solution and how is it implemented?

		
	

                  


CM-5 (6) – Access Restrictions for Change
The organization limits privileges to change software resident within software libraries (including privileged programs).

	CM-5 (6)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	CM-5 (6) What is the solution and how is it implemented?

		
	

                  



CM-6(2) – Configuration Settings
The organization employs automated mechanisms to respond to unauthorized changes to 
[Assignment: organization-defined configuration settings].

DoD parameter: [Security related configuration settings defined at the program/system level]


	CM-6(2)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	CM-6(2) What is the solution and how is it implemented?

		
	

                  



CM-8(2) – Information System Component Inventory
The organization employs automated mechanisms to help maintain an up-to-date, complete, accurate, and readily available inventory of information system components.


	CM-8(2)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	CM-8(2) What is the solution and how is it implemented?

		
	

                  



[bookmark: _Toc380483902]Configuration Management (CM) – changed controls
CM-2 (1) b – Baseline configuration
The organization reviews and updates the baseline configuration of the information system: … (b) When required due to [Assignment: organization-defined circumstances]; and … 

DoD parameter: [significant system or security relevant changes or security incidents/attacks occur, or upon receipt of USCYBERCOM tactical orders/ directives] 

Guidance: Significant change is defined in NIST Special Publication 800-37 Revision 1, Appendix F. The service provider describes the types of changes to the information system or the environment of operations that would require a review and update of the baseline configuration. The types of changes are approved and accepted by the DISA AO. 

FedRAMP baseline parameter: [a significant change]

Guidance: Significant change is defined in NIST Special Publication 800-37 Revision 1, Appendix F.  The service provider describes the types of changes to the information system or the environment of operations that would require a review and update of the baseline configuration.  The types of changes are approved and accepted by the JAB.


	CM-2 (1)b
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	CM-2 (1) b What is the solution and how is it implemented?

		
	

                  



CM-3f – Baseline configuration[footnoteRef:16] [16:   DoD ECSB CSM Appendix M requires that the CSP provide specific additional information for communications with DoD. The FedRAMP response is not sufficient because it addresses communications with non-DoD governmental organizations. ] 

The organization:

(f) Coordinates and provides oversight for configuration change control activities through [Assignment: organization-defined configuration change control element (e.g., committee, board] that convenes [Selection: (one or more): [Assignment: organization-defined frequency]; [Assignment: organization-defined configuration change conditions]]. 

DoD parameter 1: [The service provider defines the configuration change control element and the frequency or conditions under which it is convened. The change control element and frequency/conditions of use are approved and accepted by the DISA AO.] 

Guidance: DoD uses the term Configuration Control Board (CCB) Alternate terms are acceptable. 

DoD parameter 2: [See additional requirements and guidance.] 

Requirement: The service provider establishes a central means of communicating major changes to or developments in the information system or environment of operations that may affect its services to the DoD and associated service consumers (e.g., electronic bulletin board, web status page). The means of communication are approved and accepted by the  DISA AO. 

	CM-3f
	Control Summary Information

	Responsible Role:

	Parameter 1: 

	Parameter 2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   




	CM-3f What is the solution and how is it implemented?

	Parameter 1 
		
	

                  

	Parameter 2
	





CM-5 (5) b – Access restrictions for Change
The organization: … (b) Reviews and reevaluates information system developer/integrator privileges [Assignment: organization-defined frequency]. 

DoD parameter: [monthly] 

FedRAMP baseline parameter: [at least quarterly]


	CM-5 (5)b
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	CM-5 (5) b What is the solution and how is it implemented?

		
	

                  



CM-6 a – Configuration Settings:
The organization:
a. Establishes and documents mandatory configuration settings for information technology products employed within the information system using
 [Assignment: organization-defined security configuration checklists] that reflect the most restrictive mode consistent with operational requirements; … 
 
DoD parameter: [DoD security configuration and/or implementation guidance (e.g. DoD STIGs, NSA configuration guides, CTOs, DTMs etc.)] 


Guidance: STIGs are applicable only if the CSP utilizes the product the STIG addresses or the technology a Security Requirements Guide (SRG) addresses.  For instance, see Hypervisor SRG/STIGs and ESX STIGs (multiple versions). However, it is expected that the intent of the STIG will be addressed and documented by candidate CSPs. This might include equivalent standards for securing the enterprise.  Additional information regarding STIGs and SRGs can be found at http://iase.disa.mil/stigs/index.html. 

Requirement: The service provider shall ensure that checklists for configuration settings are Security Content Automation Protocol (SCAP) validated or SCAP compatible (if validated checklists are not available).  

Table 2 contains the list SRGs, STIGs and other  guidance applicable to Level 5. [footnoteRef:17] [17:  This reflects Table  48 (Section E4.6.1) in the ECSB CSM. ] 


[bookmark: _Toc365360351]Table 2 – Impact Level 5 SaaS SRGs/STIGs/Other
	SRGs/STIGs/Other

	Application Security

	Application-specific STIG Documents

	Desktop Application STIGs

	Host Based Security System

	McAfee Antivirus

	Application Services

	Directory Services SRG(s)/STIG(s)

	Microsoft Office STIGs (Multiple versions)

	Web Browser STIGs (Multiple vendors / versions)

	Microsoft Exchange STIGs

	Microsoft SharePoint 2010 STIG

	Google Chrome STIG

	Domain Name Service STIG

	Operating System

	Windows STIGs  (multiple Windows versions)

	Unix SRG & STIGs (multiple UNIX/Linux versions)

	Apple OS X STIG

	zOS STIG

	SUSE Linux Enterprise System v11 STIG

	Remote Computing

	Thin Client Server (SunRay STIG)

	Citrix XenApp Server STIGs

	Thin Client Client (SunRay STIG)

	Citrix XenApp Client STIGs

	Web/App/DB Server

	Web Server SRG(s)/STIG(s) (Multiple vendors / versions)

	Application Server SRG(s)/STIG(s) (Multiple vendors / versions)

	Database SRG(s)/STIG(s) (Multiple vendors / versions)

	.Net SRG(s)/STIG(s)

	JRE SRG(s)/STIG(s)

	Other Related STIGs

	ESX Server STIG Version 1, Release 1

	VMWare ESXi v5 STIG DRAFT, Version 1 (currently in draft status)

	HMC STIG

	Instant Messaging STIG

	VVoIP STIG

	VTC STIG

	Enterprise Resource Planning (ERP) STIG

	Enterprise System Management (ESM) STIG

	Other

	NIST SP 800-125 “Guide to Security for Full Virtualization Technologies”




Guidance: Information on the USGCB checklists can be found at: http://usgcb.nist.gov/usgcb_faq.html#usgcbfaq_usgcbfdcc  
Information on DoD STIGs and SCAP Benchmarks may be found at http://iase.disa.mil/stigs/ 
Information on NSA configuration guides may be found at http://www.nsa.gov/ia/mitigation_guidance/security_configuration_guides/
 requirements derived from CTOs and DTMs will be provided via the customer's CNDSP] 

FedRAMP baseline parameter: [United States Government Configuration Baseline (USGCB)]. 


	CM-6 a
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	CM-6 a What is the solution and how is it implemented?

		
	

                  


CM-7 Least Functionality:
The organization configures the information system to provide only essential capabilities and specifically prohibits or restricts the use of the following functions, ports, protocols, and/or services: 
[Assignment: organization-defined list of prohibited or restricted functions, ports, protocols, and/or services]. 

DoD parameter: [United States Government Configuration Baseline (USGCB) and/or the DoDI 8551.1 PPSM VAs and CAL] 

Requirement: The service provider shall use the USGCB along with the DoDI 8551.1 PPSM VAs and CAL and Center for Internet Security guidelines (Level 1) to establish list of prohibited or restricted functions, ports, protocols, and/or services or establishes its own list of prohibited or restricted functions, ports, protocols, and/or services if USGCB is not available. The list of prohibited or restricted functions, ports, protocols, and/or services are approved and accepted by the DISA AO.

 Guidance: Information on the USGCB checklists can be found at: http://usgcb.nist.gov/usgcb_faq.html#usgcbfaq_usgcbfdcc . Information on the DoDI 8551.1 PPSM VAs and CAL may be obtained from the ECSB as DoD CAC/PKI is required for access to http://iase.disa.mil/ports/


FedRAMP baseline parameter: [United States Government Configuration Baseline (USGCB)]


	CM-7
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below) 
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	CM-7 What is the solution and how is it implemented?

		
	

                  



CM-7(1) – Least Functionality:
The organization reviews the information system [Assignment: organization-defined frequency], to identify and eliminate unnecessary functions, ports, protocols, and/or services. 

DoD parameter: [every 30 days] 

FedRAMP baseline parameter: [at least quarterly]


	CM-7(1)
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	CM-7(1) What is the solution and how is it implemented?

		
	

                  


[bookmark: _Toc380483903]Contingency Planning (CP) – 
[bookmark: _Toc380483904]Contingency Planning (CP) – changed controls
CP-9(1) – Least Functionality:
The organization tests backup information [Assignment: organization-defined frequency] to verify media reliability and information integrity. 

DoD parameter: [not less than monthly, or as defined in the contingency plan] 

FedRAMP baseline parameter: [at least annually]


	CP-9(1)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	CP-9(1) What is the solution and how is it implemented?

		
	

                  


[bookmark: _Toc380483905]Identification and Authentication (IA) 
[bookmark: _Toc380483906]Identification and Authentication (IA) – additional controls
IA-2(4) – Identification and Authentication (Organizational Users):
The information system uses multifactor authentication for local access to non-privileged accounts. 


	IA-2(4)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	IA-2(4) What is the solution and how is it implemented?

		
	

                  


IA-2 (5) – Identification and Authentication (Organizational Users)
The organization:
(a) Allows the use of group authenticators only when used in conjunction with an individual/unique authenticator; and
(b) Requires individuals to be authenticated with an individual authenticator prior to using a group authenticator.

	IA-2 (5)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation – equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	  



	IA-2 (5) What is the solution and how is it implemented?

	Part a
		
	

                  

	Part b
	




IA-2 (9) – Identification and Authentication (Organizational Users)
The information system uses [Assignment: organization-defined replay-resistant authentication mechanisms] for network access to non-privileged accounts.

DoD parameter: [Replay-resistant authentication mechanisms (e.g. Time Stamp Cryptographic mechanisms, Protected incremented Counters, Nonces, Cnonce)] 

	IA-2 (9)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	    
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             



	IA-2 (9) What is the solution and how is it implemented?

	

                  


IA-3(1)– Device Identification and Authentication
The information system authenticates devices before establishing remote and wireless network connections using bidirectional authentication between devices that is cryptographically based.

	IA-3 (1)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	IA-3(1) What is the solution and how is it implemented?

		
	

                  


IA-3(2)– Device Identification and Authentication
The information system authenticates devices before establishing network connections using bidirectional authentication between devices that is cryptographically based.

	IA-3 (2)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	IA-3(2) What is the solution and how is it implemented?

		
	

                  


IA-3(3)– Device Identification and Authentication
The organization standardizes, with regard to dynamic address allocation, Dynamic Host Control Protocol (DHCP) lease information and the time assigned to devices, and audits lease information when assigned to a device.

	IA-3 (3)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	IA-3(3) What is the solution and how is it implemented?

		
	

                  


IA-5(4)– Authenticator Management
The organization employs automated tools to determine if authenticators are sufficiently strong to resist attacks intended to discover or otherwise compromise the authenticators.

	IA-5(4)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	IA-5(4) What is the solution and how is it implemented?

		
	

                  


[bookmark: _Toc380483907]Identification and Authentication (IA) – changed controls
IA-3 – Device Identification and Authentication
The information system uniquely identifies and authenticates [Assignment: organization-defined list of specific and/or types of devices] before establishing a connection. 

DoD parameter: The service provider defines a list a specific devices and/or types of devices. The list of devices and/or device types is approved and accepted by the DISA AO. The list should include: all network connected endpoint devices (including but not limited to: workstations, printers, servers (outside a datacenter), VoIP Phones, VTC CODECs). ] 

FedRAMP baseline parameter: [The service provider defines a list a specific devices and/or types of devices.  The list of devices and/or device types is approved and accepted by the JAB.]


	IA-3
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	IA-3 What is the solution and how is it implemented?

		
	

                  


IA-4d – Identifier Management
The organization manages information system identifiers for users and devices by: … 
d. Preventing reuse of user or device identifiers for [Assignment: organization-defined time period]; and 

DoD parameter: [at least 1 year for user identifiers (DoD is not going to specify value for device identifier)] 


FedRAMP baseline parameter: [The service provider defines a list a specific devices and/or types of devices.  The list of devices and/or device types is approved and accepted by the JAB.]


	IA-4d
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	IA-4d What is the solution and how is it implemented?

		
	

                  


IA-5g – Authenticator Management
The organization manages information system authenticators for users and devices by: … 
g. Changing/refreshing authenticators [Assignment: organization-defined time period by authenticator type] 

DoD parameter: [sixty days for passwords; 3 years for CAC/PKI certificate; 3 years for biometrics if applicable.] 

FedRAMP baseline parameter: [sixty days]

	IA-5g
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	IA-5g What is the solution and how is it implemented?

		
	

                  


IA-5(3) – Authenticator Management
The organization requires that the registration process to receive [Assignment: organization-defined types of and/or specific authenticators] be carried out in person before a designated registration authority with authorization by a designated organizational official (e.g., a supervisor). 

DoD parameter: [specific authenticators such as but not limited to HSPD12/CAC/ALT PKI smartcard tokens, ECA PKI certificates or tokens (smartcard or USB), onetime password tokens]

FedRAMP baseline parameter: [HSPD smart cards]

	IA-5 (3)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	IA-5 (3) What is the solution and how is it implemented?

		
	

                  


[bookmark: _Toc380483908]Incident Response (IR)
[bookmark: _Toc380483909]Incident Response (IR) - additional controls
IR-2(1) -  Incident Response Training
The organization incorporates simulated events into incident response training to facilitate effective response by personnel in crisis situations.  

	IR-2(1)
	Control Summary Information

	Responsible Role:

	Implementation Type (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation  - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                       



	IR-2(1) What is the solution and how is it implemented?

	

                  



IR-4 (3) - Incident Handling
The organization identifies classes of incidents and defines appropriate actions to take in response to ensure continuation of organizational missions and business functions.

Requirement: The following are the categories of information requirements relevant to CSP operations. These information requirements are fulfilled by the CSP through incident reporting, and further detail (CJCSM 6510.01B) on reporting requirements is dependent on impact level and service type: 

• Malware 
• Denial of Service attack 
• Targeted malicious activity 
• Significant vulnerabilities 
• System compromise 
• Service outage with mission impact (e.g., scheduled maintenance, natural disasters)[footnoteRef:18]  [18:  Per ECSB CSM section 5.2.4.1] 


Requirement:  The CSP defines incident categories consistent with CJCSM 6510.01B  and includes the following[footnoteRef:19]: [19:  The capability of categorizing incidents as needed by CNDSP Tier II (per ECSB CSM Section E.3.4.1) is captured in IR-4(3). The timeliness requirements for reporting those incidents are captured in IR-6 below] 



	Incident Category
	Description

	1
	Root Level Intrusion

	2
	User Level Intrusion

	3
	Unsuccessful Activity Attempt

	4
	Denial of Service

	5
	Non-Compliance Activity

	6
	Reconnaissance

	7
	Malicious Logic




	IR-4 (3)
	Control Summary Information

	Responsible Role:

	Implementation Type (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation  - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                       



	IR-4 (3) What is the solution and how is it implemented?

	

                  



IR-6(2) - Incident Reporting
The organization reports information system weaknesses, deficiencies, and/or vulnerabilities associated with reported security incidents to appropriate organizational officials.

Requirement: The CSP includes CNDSP Tier II and the ECSB in the list of “appropriate organization officials” in this control. 

	IR-6(2)
	Control Summary Information

	Responsible Role:

	Implementation Type (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation  - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                       



	IR-6(2) What is the solution and how is it implemented?

	

                  



[bookmark: _Toc380483910]Incident Response (IR) - changed controls
IR-1 -  Incident response Policy and Procedures[footnoteRef:20] [20:  Although this control (IR-1) is in the FedRAMP baseline, the content requirement extends beyond that for FedRAMP. The parameter is the same but the ECSB CSM adds additional requirements for the content of incident planning.  This addition is to address the requirement for an Incident Response Plan Addendum per Section 5.2.4 in the ECSB Cloud Security Model. In addition, the ECSB CSM requires that the CSP NOT report to FedRAMP or US-CERT so the required changes replace those from the FedRAMP baseline. ] 

The organization develops, disseminates, and reviews/updates [Assignment: organization-defined frequency]:
a. A formal, documented incident response policy that addresses purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance; and 
b. Formal, documented procedures to facilitate the implementation of the incident response policy and associated incident response controls. 

DoD parameter: [at least annually]

Requirement: The CSP provides an Incident Response Plan Addendum  to the Incident Response Plan submitted to FedRAMP. A CSP’s plan addendum must specifically address data breaches, where a “breach” includes the loss of control, compromise, unauthorized acquisition, unauthorized access, or any similar term referring to situations where any unauthorized person has access or potential access to Government data, whether in electronic or non-electronic form, for any unauthorized purpose. CSPs must ensure that the plan addendum addresses all breaches regardless of the time, day, or location of the breach, and must provide for immediate (within 60 minutes) notice to the Government of any breach of its restricted data. The plan addendum must incorporate any other policies or procedures that the Government may require to be followed in the event of a breach, including, but not limited to: 
· How and to whom within the Government, the breach will be reported; 
· Specific steps to be taken in order to mitigate or remedy the breach, including time periods for taking such steps (e.g., reporting of Personally Identifiable Information (PII) data breaches within one hour); 
· How and under what circumstances any affected individuals or entities by a breach will be notified, and by whom; and  
· Any other special instructions for handling computer security incidents affecting, or potentially affecting, U.S. Government data, consistent with guidance and policy directives issued by NIST and US-CERT for incident management, classification, and remediation, National Instruction on Classified Information Spillage issued by the CNSS, or other applicable law, regulation, order or policy. 



	IR-1
	Control Summary Information

	Responsible Role:

	Implementation Type (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation  - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                       



	IR-1 What is the solution and how is it implemented?

	

                  



IR-3 – Incident Response Testing and Exercises

The organization tests and/or exercises the incident response capability for the information system [Assignment: organization-defined frequency] using [Assignment: organization-defined tests and/or exercises] to determine the incident response effectiveness and documents the results. 

DoD parameter 1: [annually for low/med availability systems; minimally every six months for high availability systems] 
DoD parameter 2: [The service provider provides test plans to DoD annually. Test plans are approved and accepted by the DISA AO prior to test commencing.] 

FedRAMP baseline parameter: 
Parameter 1: [annually] 
Parameter 2: [The service provider defines tests and/or exercises in accordance with NIST Special Publication 800-61 (as amended). The service provider provides test plans to FedRAMP annually. Test plans are approved and accepted by the JAB prior to test commencing.]

	IR-3
	Control Summary Information

	Responsible Role:

	Parameter 1:

	Parameter 2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   




	IR-3 What is the solution and how is it implemented?

	Parameter 1
		
	

                  

	Parameter 2
	





IR-6 – Incident Reporting
The organization 
a. Requires personnel to report suspected security incidents to the organizational incident response capability within [Assignment: organization-defined time-period]; and

DoD parameter: [The timeframes specified in CJCSM 6510.01B  (outlined in the Table below) for the different incident types defined in IR-4(3)][footnoteRef:21] [21:  Per ECSB CSM Section E.4.4.1] 


	Incident Category
	Description
	Level 5 Impact
	Notification Time Requirement

	1
	Root Level Intrusion
	Moderate
	2 Hours

	2
	User Level Intrusion
	Moderate
	2 Hours

	3
	Unsuccessful Activity Attempt
	N/A
	4 Hours

	4
	Denial of Service
	Mod/High
	15 Minutes

	5
	Non-Compliance Activity
	N/A
	4 Hours

	6
	Reconnaissance
	N/A
	4 Hours

	7
	Malicious Logic
	Moderate
	2 Hours




b. Reports security incident information to designated authorities. 

Requirement: The CSP defines “designated authorities” as CND Tier II. CSPs will not report incidents to US-CERT, as FedRAMP dictates in certain cases. CSP will exclusively report incidents to CND Tier II, which will forward reports to other agencies as appropriate.

FedRAMP baseline parameter: [US-CERT incident reporting timelines as specified in NIST Special Publication 800-61 (as amended)]

	IR-6
	Control Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   




	IR-6 What is the solution and how is it implemented?

	Part a
		
	

                  

	Part b
	




[bookmark: _Toc380483911]Maintenance (MA) 
[bookmark: _Toc380483912]Maintenance (MA) – additional controls
MA-4 (3) - Non-Local Maintenance
The organization:
(a) Requires that non-local maintenance and diagnostic services be performed from an information system that implements a level of security at least as high as that implemented on the system being serviced; or
(b) Removes the component to be serviced from the information system and prior to non-local maintenance or diagnostic services, sanitizes the component (with regard to organizational information) before removal from organizational facilities, and after the service is performed, inspects and sanitizes the component (with regard to potentially malicious software and surreptitious implants) before reconnecting the component to the information system.

	MA-4 (3)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)	                                                                                   	          




	MA-4(3) What is the solution and how is it implemented?

	Part a
		
	

                  

	Part b
	





MA-4 (6) - Non-Local Maintenance
The organization employs cryptographic mechanisms to protect the integrity and confidentiality of non-local maintenance and diagnostic communications.

	MA-4 (6)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)	                                                                                   	          



	MA-4 (6) What is the solution and how is it implemented?

		
	

                  



MA-4 (7) - Non-Local Maintenance
The organization employs remote disconnect verification at the termination of non-local maintenance and diagnostic sessions.

	MA-4 (7)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)	                                                                                   	          



	MA-4 (7) What is the solution and how is it implemented?

		
	

                  


[bookmark: _Toc380483913]Media Protection (MP)
[bookmark: _Toc380483914]Media Protection (MP) – additional controls
[bookmark: _Toc346210895]MP-2 (2) – Media Access
The information system uses cryptographic mechanisms to protect and restrict access to information on portable digital media.

	MP-2 (2)
	Control Enhancement Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation  - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                               



	MP-2 (2) What is the solution and how is it implemented?

		
	

                  


MP-6 (1) - Media Sanitization
The organization tracks, documents, and verifies media sanitization and disposal actions

	MP-6 (1)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      	             	          



	MP-6 (1) What is the solution and how is it implemented?

		
	

                  



MP-6 (2) - Media Sanitization
The organization tests sanitization equipment and procedures [Assignment: organization-defined frequency] to verify that the intended sanitization is being achieved.

DoD parameter: [180 days] 

	MP-6 (2)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      	             	          



	MP-6 (2) What is the solution and how is it implemented?

		
	

                  



MP-6 (3) - Media Sanitization
The organization sanitizes portable, removable storage devices prior to connecting such devices to the information system under the following circumstances: [Assignment: organization-defined list of circumstances requiring sanitization of portable, removable storage devices]. 

DoD parameter: [When such devices are first purchased from the manufacturer or vendor prior to initial use, when being considered for reuse, or when the organization loses a positive chain of custody for the device. Media obtained from unknown sources shall not be sanitized and reused. Furthermore, USB and portable/removable drives should be system specific and not used outside of that specific system or set of systems. Once used on a system, the media must not be connected to a system that could infect it and then be reconnected to the system it supports without sanitation.] 

	MP-6 (3)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      	             	          



	MP-6 (3) What is the solution and how is it implemented?

		
	

                  



MP-6 (6) – Media Sanitization 
The organization destroys information system media that cannot be sanitized.
 
	MP-6 (6)
	Control Enhancement Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                           



	MP-6 (6) What is the solution and how is it implemented?

		
	

                  


[bookmark: _Toc380483915]Media Protection (MP) – changed controls
MP-5a – Media Transport
The organization: a. Protects and controls [Assignment: organization-defined types of digital and non-digital media] during transport outside of controlled areas using [Assignment: organization-defined security measures]; … 

DoD parameter 1: [all digital and non-digital media containing sensitive, controlled, and/or classified information. (e.g., printouts, magnetic tapes, external/removable hard drives, flash/thumb drives, diskettes, compact disks, digital video disks, and other forms of digital or non-digital media as are developed in the future] 

Required for Levels 2 - 5 = sensitive unclassified information;

DoD parameter 2: [FIPS 140-2 validated encryption] 

Requirement: The service provider defines security measures to protect digital and non-digital media in transport. The security measures are approved and accepted by the DISA AO.  

FedRAMP baseline parameter: 
Parameter 1: [magnetic tapes, external/removable hard drives, flash/thumb drives, diskettes, compact disks and digital video disks] 

Parameter 2: [for digital media, encryption using a FIPS 140-2 validated encryption module]

Requirement: The service provider defines security measures to protect digital and non-digital media in transport.  The security measures are approved and accepted by the JAB.


	MP-5a
	Control Enhancement Summary Information

	Responsible Role:

	Parameter 1:

	Parameter 2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                               




	MP-5a What is the solution and how is it implemented?

	Parameter 1
		
	

                  

	Parameter 2
	




[bookmark: _Toc380483916][bookmark: _Toc149090446][bookmark: _Toc346210910]Physical and Environmental Protection (PE)
[bookmark: _Toc380483917]Physical and Environmental Protection (PE) – additional controls
PE-3 (1) - Physical Access Control
The organization enforces physical access authorizations to the information system independent of the physical access controls for the facility.

	PE-3 (1)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                                 



	PE-3 (1) What is the solution and how is it implemented?

	

                  


PE-3 (2) - Physical Access Control
The organization performs security checks at the physical boundary of the facility or information system for unauthorized exfiltration of information or information system components.

	PE-3 (2)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                                 



	PE-3 (2) What is the solution and how is it implemented?

	

                  


PE-3 (3) - Physical Access Control
The organization guards, alarms, and monitors every physical access point to the facility where the information system resides 24 hours per day, 7 days per week. 

	PE-3 (3)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                                 



	[bookmark: _Toc346210939]PE-3 (3) What is the solution and how is it implemented?

	

                  


PE-3 (4) - Physical Access Control
The organization uses lockable physical casings to protect [Assignment: organization-defined information system components] from unauthorized physical access.

DoD parameter: [All physical components that support Virtual Machines and information storage facilities that contain DoD private CUI information having a high Confidentiality and Integrity rating]

	PE-3 (4)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                                 



	PE-3 (4) What is the solution and how is it implemented?

	

                  


PE-3 (6) - Physical Access Control
The organization employs a penetration testing process that includes [Assignment: organization-defined frequency], unannounced attempts to bypass or circumvent security controls associated with physical access points to the facility.

DoD parameter: [annual]

	PE-3 (6)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                                 



	PE-3 (6) What is the solution and how is it implemented?

	

                  


PE-8 (2) - Access Records
The organization maintains a record of all physical access, both visitor and authorized individuals.

	PE-8 (2)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                                 



	PE-8(2) What is the solution and how is it implemented?

	

                  




[bookmark: _Toc380483918]Physical and Environmental Protection (PE) – changed controls
PE-2c – Physical Access Authorizations
The organization: … 
c. Reviews and approves the access list and authorization credentials [Assignment: organization-defined frequency], removing from the access list, personnel no longer requiring access. 

DoD parameter: [monthly] 

FedRAMP baseline parameter: [at least annually] 


	PE-2c
	Control Enhancement Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                               



	PE-2c What is the solution and how is it implemented?

		
	

                  


PE-3 – Physical Access Control
The organization: … 
f. Inventories physical access devices [Assignment: organization-defined frequency]; and …

DoD parameter: [at least bi-annually] 

FedRAMP baseline parameter: [at least annually] 

g. Changes combinations and keys [Assignment: organization-defined frequency] and when keys are lost, combinations are compromised, or individuals are transferred or terminated. 

DoD parameter: [at least annually and as required by security relevant events] 

FedRAMP baseline parameter: [at least annually] 


	PE-3
	Control Enhancement Summary Information

	Responsible Role:

	Parameter 1:

	Parameter 2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                               



	PE-3 What is the solution and how is it implemented?

	PE-3f
		
	

                  

	PE-3g
	


PE-6b – Monitoring Physical Access
The organization: … 
b. Reviews physical access logs [Assignment: organization-defined frequency];  

DoD parameter: [monthly] 

FedRAMP baseline parameter: [at least semi-annually] 


	PE-6b
	Control Enhancement Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                               



	PE-6b What is the solution and how is it implemented?

		
	

                  


[bookmark: _Toc380483919]Personnel Security (PS) 
[bookmark: _Toc380483920]Personnel Security (PS) – Additional controls
PS-6(1) – Access Agreements
The organization ensures that access to information with special protection measures is granted only to individuals who:
(a) Have a valid access authorization that is demonstrated by assigned official government duties; and
(b) Satisfy associated personnel security criteria.

Requirement:  All employees of the CSP who have access to government data must sign a non-disclosure form.[footnoteRef:22] [22:  This additional personnel requirement reflects ECSB CSM section E.4.6.2.3] 


	PS-6(1)
	Control Enhancement Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                               



	PS-6(1) What is the solution and how is it implemented?

	Part a
		
	

                  

	Part b
	


[bookmark: _Toc380483921]Personnel Security (PS) – changed controls
PS-2c – Position Categorization
The organization: …
c. Reviews and revises position risk designations [Assignment: organization-defined frequency].

DoD parameter: [at least annually] 

FedRAMP baseline parameter: [at least every three years] 


	PS-2c
	Control Enhancement Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                               



	PS-2c What is the solution and how is it implemented?

		
	

                  


PS-3a – Personnel Screening[footnoteRef:23] [23:  This change to the baseline control reflects the ECSB CSM Section E.4.6.2.3] 

The organization: …
a. Screens individuals prior to authorizing access to the information system; and …

Requirement: The CSP will require all employees who will have access to government data, the architecture that supports government data, or any physical or logical devices/code to pass the appropriate background investigation required by the Agency in compliance with HSPD -12.  At a minimum, all CSP employees with access to the government data, the architecture that supports government data, or any physical or logical devices/code will pass a NACI investigation and be a US person as defined in Executive Order 12333. 


	PS-3a
	Control Enhancement Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                               



	PS-3a What is the solution and how is it implemented?

		
	

                  


PS-5 – Personnel Transfer
The organization reviews logical and physical access authorizations to information systems/facilities when personnel are reassigned or transferred to other positions within the organization and initiates [Assignment: organization-defined transfer or reassignment actions] within [Assignment: organization-defined time period following the formal transfer action].

DoD parameter1: [actions to ensure all system accesses no longer required are removed]
DoD parameter 2: [ 24 hours]

Requirement: The service provider defines transfer or reassignment actions.  Transfer or reassignment actions are approved and accepted by the DISA AO.

FedRAMP baseline parameter: 
Parameter 1: See additional requirements and guidance.

Requirement: The service provider defines transfer or reassignment actions.  Transfer or reassignment actions are approved and accepted by the JAB.

Parameter 2: [within five days]  


	PS-5
	Control Enhancement Summary Information

	Responsible Role:

	Parameter 1:

	Parameter 2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                               




	PS-5 What is the solution and how is it implemented?

	Parameter 1
		
	

                  

	Parameter 2
	


[bookmark: _Toc380483922]Risk Assessment (RA) 
[bookmark: _Toc380483923]Risk Assessment (RA) – additional controls
RA-5 (4) - Vulnerability Scanning
The organization attempts to discern what information about the information system is discoverable by adversaries.

	RA-5 (4)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                 



	RA-5 (4) What is the solution and how is it implemented?

		
	

                  


[bookmark: _Toc380483924]System and Services Acquisition (SA) 
[bookmark: _Toc346210960][bookmark: _Toc380483925]System and Services Acquisition (SA) - additional controls
[bookmark: _Toc149090424][bookmark: _Toc346210981]SA-5(4) - Information System Documentation
The organization obtains, protects as required, and makes available to authorized personnel, vendor/manufacturer documentation that describes the low-level design of the information system in terms of modules and implementation details of the security controls employed within the system with sufficient detail to permit analysis and testing.

	SA-5 (4)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)	                                                                      
|_| Configured by Customer (Customer System Specific)
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                                 



	SA-5(4) What is the solution and how is it implemented?

		
	

                  


SA-11(2) - Developer Security Testing
The organization requires that information system developers/integrators perform a vulnerability analysis to document vulnerabilities, exploitation potential, and risk mitigations.

	SA-11 (2)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)	                                                                      
|_| Configured by Customer (Customer System Specific)
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                                 



	SA-11(2) What is the solution and how is it implemented?

		
	

                  


SA-12 (2) - Supply Chain Protection
The organization conducts a due diligence review of suppliers prior to entering into contractual agreements to acquire information system hardware, software, firmware, or services.

	SA-12 (2)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)	                                                                      
|_| Configured by Customer (Customer System Specific)
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                                 



	SA-12 (2) What is the solution and how is it implemented?

		
	

                  


[bookmark: _Toc380483926]System and Communications Protection (SC)
[bookmark: _Toc380483927]System and Communications Protection (SC) – additional controls
SC-3- Security Function Isolation:
The information system isolates security functions from nonsecurity functions.

	SC-3
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)	                                                                      
|_| Configured by Customer (Customer System Specific)
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                                 



	SC-3 What is the solution and how is it implemented?

		
	

                  


SC-7(11)- Boundary Protection:
The information system checks incoming communications to ensure that the communications are coming from an authorized source and routed to an authorized destination.

	SC-7(11)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)	                                                                      
|_| Configured by Customer (Customer System Specific)
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                                 



	SC-7(11) What is the solution and how is it implemented?

		
	

                  


SC-8(2)- Transmission Integrity:
The information system maintains the integrity of information during aggregation, packaging, and transformation in preparation for transmission.

	SC-8(2)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)	                                                                      
|_| Configured by Customer (Customer System Specific)
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                                 



	SC-8(2) What is the solution and how is it implemented?

		
	

                  


SC-9(2)- Transmission Confidentiality:
The information system maintains the confidentiality of information during aggregation, packaging, and transformation in preparation for transmission.

	SC-9(2)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)	                                                                      
|_| Configured by Customer (Customer System Specific)
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                                 



	SC-9(2) What is the solution and how is it implemented?

		
	

                  


SC-13 (4) – Use of Cryptography
The organization employs [Selection: FIPS- validated; NSA-approved] cryptography to implement digital signatures. 

DoD parameter: [NIST FIPS-Validated Unclassified systems] 


	SC-13  (4)
	Control Enhancement Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)	                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	             



	SC-13 (4) What is the solution and how is it implemented?

		
	

                  


SC-18 (2) – Mobile Code
The organization ensures the acquisition, development, and/or use of mobile code to be deployed in information systems meets [Assignment: organization-defined mobile code requirements]. 

DoD parameter: 

Requirement 1: The service provider defines a list of mobile code technologies to be deployed in information systems along with a list of specific mobile code used or planned for use; or provides a reference to source for current list. The list of mobile code and mobile code technologies is approved and accepted by DISA AO.

Requirement 2: Mobile code is further addressed as follows: 

(a) Emerging mobile code technologies that have not undergone a risk assessment and been assigned to a Risk Category by the CIO are not used. 

(b) Category 1 mobile code is signed with a code-signing certificate; use of unsigned Category 1 mobile code is prohibited; use of Category 1 mobile code technologies that cannot block or disable unsigned mobile code (e.g., Windows Scripting Host) is prohibited. 

(c) Category 2 mobile code, which executes in a constrained environment without access to system resources (e.g., Windows registry, file system, system parameters, and network connections to other than the originating host) may be used. 

(d) Category 2 mobile code that does not execute in a constrained environment may be used when obtained from a trusted source over an assured channel (e.g., SIPRNet, SSL connection, S/MIME, code is signed with an approved code signing certificate). 

(e) Category 3 (mobile code having limited functionality, with no capability for unmediated access to the services and resources of a computing platform) mobile codes may be used. 

	SC-18 (2)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate	
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)	                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                       



	SC-18 (2) What is the solution and how is it implemented?

	Req. 1
		
	

                  

	Req. 2
	

	Part a
	

	Part b
	

	Part c
	

	Part d
	

	Part e
	


SC-23 (1) - Session Authenticity
The information system invalidates session identifiers upon user logout or other session termination. 

	SC-23 (1)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SC-23 (1) What is the solution and how is it implemented?

		
	

                  


SC-23 (2) - Session Authenticity
The information system provides a readily observable logout capability whenever authentication is used to gain access to web pages.

	SC-23 (2)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SC-23 (2) What is the solution and how is it implemented?

		
	

                  


SC-23 (3) - Session Authenticity
The information system generates a unique session identifier for each session and recognizes only session identifiers that are system-generated (applies to privileged access).

	SC-23 (3)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SC-23 (3) What is the solution and how is it implemented?

		
	

                  


SC-23 (4) - Session Authenticity
The information system generates unique session identifiers with [Assignment: organization-defined randomness requirements].

DoD parameter: [FIPS 140-2 Approved Random Number Generators that uses the largest character set; expire and destroy session identifiers upon logout; will never be logged.]	

	SC-23 (4)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SC-23 (4) What is the solution and how is it implemented?

		
	

                  


SC-24 - Fail In Known State
The information system fails to a [Assignment: organization-defined known-state] for [Assignment: organization-defined types of failures] preserving [Assignment: organization-defined system state information] in failure.

DoD parameter 1: [secure state]
DoD parameter 2: [system initialization, shutdown, and aborts]
DoD parameter 3: [information  necessary to determine cause of failure and to return to operations with least disruption to mission/ business processes].

	SC-24
	Control Summary Information

	Responsible Role:

	Parameter 1:

	Parameter 2:

	Parameter 3:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    




	SC-24 What is the solution and how is it implemented?

	Parameter 1
		
	

                  

	Parameter 2
	

	Parameter 3
	




SC-28(1) - Protection Of Information At Rest
The organization employs cryptographic mechanisms to prevent unauthorized disclosure and modification of information at rest unless otherwise protected by alternative physical measure.	

	SC-28(1)
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SC-28(1) What is the solution and how is it implemented?

		
	

                  


SC-33 - Transmission Preparation Integrity:
The information system protects the integrity of information during the processes of data aggregation, packaging, and transformation in preparation for transmission.	

	SC-33
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SC-33 What is the solution and how is it implemented?

		
	

                  


[bookmark: _Toc380483928]System and Communications Protection (SC) – changed controls
SC-5 – Denial of Service Protection
The information system protects against or limits the effects of the following types of denial of service attacks: [Assignment: organization-defined list of types of denial of service attacks or reference to source for current list]. 

DoD parameter: [The service provider defines a list of types of denial of service attacks (including but not limited to flooding attacks and software/logic attacks) or provides a reference to source for current list. The list is approved and accepted by DISA AO] 

NOTE: The list of denial of service attacks also includes but is not limited to: - consumption of scarce, limited, or non-renewable resources - destruction or alteration of configuration information - physical destruction or alteration of network components 

FedRAMP baseline parameter: [The service provider defines a list of types of denial of service attacks (including but not limited to flooding attacks and software/logic attacks) or provides a reference to source for current list.  The list of denial of service attack types is approved and accepted by JAB]


	SC-5
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	SC-5 What is the solution and how is it implemented?

		
	

                  


SC-7 (4) e – Boundary Protection
The organization: … (e) Reviews exceptions to the traffic flow policy [Assignment: organization-defined frequency] 

DoD parameter: [monthly] 

FedRAMP baseline parameter: [at least annually]


	SC-7 (4)e
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	SC-7(4) e What is the solution and how is it implemented?

		
	

                  


SC-10 – Network Disconnect
The information system terminates the network connection associated with a communications session at the end of the session or after [Assignment: organization-defined time period] of inactivity. 

DoD parameter: [10 minutes in band management, 15 minutes for user sessions, except to fulfill documented and validated mission requirements] 

FedRAMP baseline parameter: [thirty minutes for all RAS-based sessions; thirty to sixty minutes for non-interactive users]


	SC-10
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	SC-10 What is the solution and how is it implemented?

		
	

                  


SC-12 – Cryptographic Key Establishment and Management
The organization produces, controls, and distributes symmetric cryptographic keys using [Selection: NIST-approved, NSA-approved] key management technology and processes. 

DoD parameter: [NIST FIPS-Validated Unclassified systems] 

FedRAMP baseline parameter: [NIST approved]


	SC-12
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	SC-12 What is the solution and how is it implemented?

		
	

                  


[bookmark: _Toc380483929]System and Information Integrity (SI)
[bookmark: _Toc380483930]System and Information Integrity (SI) – additional controls
SI-4 (1) – Information System Monitoring
The organization interconnects and configures individual intrusion detection tools into a system wide intrusion detection system using common protocols.

	SI-4 (1)
	Control Enhancement Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SI-4 (1) What is the solution and how is it implemented?

		
	

                  


SI-4 (7) – Information System Monitoring
The information system notifies [Assignment: organization-defined list of incident response personnel (identified by name and/or by role)] of suspicious events and takes [Assignment: organization-defined list of least-disruptive actions to terminate suspicious events].

DoD parameter 1: [Organization defined incident response personnel (by name and/ or by role)] 

DoD parameter 2: [A list of least disruptive actions to terminate suspicious events defined at the system or program level.] 

	SI-4 (7)
	Control Enhancement Summary Information

	Responsible Role:

	Parameter 1:

	Parameter 2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SI-4 (7) What is the solution and how is it implemented?

	Parameter 1
		
	

                  

	Parameter 2
	


SI-4 (8) – Information System Monitoring
The organization protects information obtained from intrusion-monitoring tools from unauthorized access, modification, and deletion. 

	SI-4 (8)
	Control Enhancement Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SI-4 (8) What is the solution and how is it implemented?

		
	

                  


SI-4 (9) – Information System Monitoring
The organization tests/exercises intrusion-monitoring tools [Assignment: organization-defined time-period]. 

DoD parameter:  [weekly] 

	SI-4 (9)
	Control Enhancement Summary Information

	Responsible Role:

	Parameter: 

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SI-4 (9) What is the solution and how is it implemented?

		
	

                  


SI-7(2) – Software And Information Integrity  
The organization employs automated tools that provide notification to designated individuals upon discovering discrepancies during integrity verification.

	SI-7(2)
	Control Enhancement Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SI-7(2) What is the solution and how is it implemented?

		
	

                  


SI-8 (1) – Spam Protection
The organization centrally manages spam protection mechanisms.

	SI-8 (1)
	Control Enhancement Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SI-8 (1) What is the solution and how is it implemented?

		
	

                  


SI-8 (2) – Spam Protection
The information system automatically updates spam protection mechanisms (including signature definitions).

	SI-8 (2)
	Control Enhancement Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>             	                    



	SI-8 (2) What is the solution and how is it implemented?

		
	

                  


[bookmark: _Toc380483931]System and Information Integrity (SI) – changed controls
SI-2 (2) – Flaw Remediation
The organization employs automated mechanisms [Assignment: organization-defined frequency] to determine the state of information system components with regard to flaw remediation. 

DoD parameter: [Continuously for endpoints; 30 days for internal network scans; Annually for external scans] 

FedRAMP baseline parameter: [at least monthly]

	SI-2(2)
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	SI-2(2) What is the solution and how is it implemented?

		
	

                  


SI-3c – Malicious Code Protection
The organization: … 
c. Configures malicious code protection mechanisms to: 
- perform periodic scans of the information system 
[Assignment: organization-defined frequency] and real-time scans of files from external sources as the files are downloaded, opened, or executed in accordance with organizational security policy; and 
- [Selection (one or more): block malicious code; quarantine malicious code; send alert to administrator; [Assignment: organization-defined action] in response to malicious code detection; 

DoD parameter 1: [at least weekly]
DoD parameter 2: [block malicious code; quarantine malicious code; send alert to administrator] 
DoD parameter 3: [send alert to USCYBERCOM via DoD customer's CNDSP, and send alert to ECSB] 

FedRAMP baseline parameter: 
Parameter 1: [at least weekly] 
Parameter 2: [block malicious code; quarantine malicious code; send alert to administrator] Parameter 3: [block or quarantine malicious code, send alert to administrator, send alert to FedRAMP] 


	SI-3c
	Control Summary Information

	Responsible Role:

	Parameter 3:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   




	SI-3c What is the solution and how is it implemented?

	Parameter 3
	


SI-4a – Information System Monitoring
The organization:
a. Monitors events on the information system in accordance with [Assignment: organization-defined monitoring objectives] and detects information system attacks; …

 DoD parameter: [CSP defines monitoring objectives and processes which ensure the proper functioning of internal processes and controls in furtherance of regulatory and compliance requirements; examine system records to confirm that the system is functioning in an optimal, resilient, and secure state; identify irregularities or anomalies that are indicators of a system malfunction or compromise. The monitoring objectives and processes are approved and accepted by the DISA AO. ]

NOTE: DoD Sensor placement and monitoring requirements are found in CJCSI 6510.01F 

FedRAMP baseline parameter:  [ensure the proper functioning of internal processes and controls in furtherance of regulatory and compliance requirements; examine system records to confirm that the system is functioning in an optimal, resilient, and secure state; identify irregularities or anomalies that are indicators of a system malfunction or compromise] 


	SI-4a
	Control Summary Information

	Responsible Role:

	Parameter:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	SI-4a What is the solution and how is it implemented?

		
	

                  


SI-5a – Security Alerts, Advisories, and Directives[footnoteRef:24]	 [24:   Although the parameter does not change per se,  the added requirement to act upon CND Tier II warnings and notifications is required per section E.4.4.5. ] 

The organization: 
(a) Receives information system security alerts, advisories, and directives from designated external organizations on an ongoing basis; 

REQUIREMENT: The “designated external organization”  is defined as CND Tier II. CSPs must be able to receive and act upon warnings and notifications that are sent by CND Tier II. These notifications may be generated by Tier I or II CND and will include guidance for or countermeasures to be taken by CSPs.

Guidance:  The CSP should describe how they plan to act upon warnings and notification from DoD CND Tier II.  


	SI-5a
	Control Summary Information

	Responsible Role:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   



	SI-5a What is the solution and how is it implemented?

		
	

                  


SI-6 – Security Functionality Verification
The information system verifies the correct operation of security functions 
[Selection (one or more): [Assignment: organization-defined system transitional states]; upon command by user with appropriate privilege; periodically every [Assignment: organization-defined time-period]] and [Selection (one or more): notifies system administrator; shuts the system down; restarts the system; [Assignment: organization-defined alternative action(s)]] when anomalies are discovered. 

DoD parameter 1: [upon system startup and/or restart, upon command by user with appropriate privileges, and periodically every] 
DoD parameter 2: [monthly] 
DoD parameter 3: [notifies system administrator] 


FedRAMP baseline parameters:  
Parameter 1: [upon system startup and/or restart, upon command by user with appropriate privileges, and periodically every] 
Parameter 2: [ninety days] 
Parameter 3: [notifies system administrator] 


	SI-6
	Control Summary Information

	Responsible Role:

	Parameter 2:

	Implementation Status (check all that apply):
|_| Implemented
|_| Partially implemented			                   
|_| Planned
|_| Alternative implementation - equivalence (explain below)
|_| Configured by customer
|_| Not applicable

	Control Origination (check all that apply):
|_| Service Provider Corporate
|_| Service Provider System Specific
|_| Service Provider Hybrid (Corporate and System Specific)		                                                                      
|_| Configured by Customer (Customer System Specific) 
|_| Provided by Customer (Customer System Specific) 
|_| Shared (Service Provider and Customer Responsibility)	          
|_| Inherited from pre-existing Provisional Authorization (PA) for <Information System Name>, <Date of PA>                   




	SI-6 What is the solution and how is it implemented?

	Parameter 2
	





· 
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