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Mission Assurance (MA)
MEMORANDUM FOR DISTRIBUTION

SUBJECT: Department of Defense Enterprise Cloud Service Broker Cloud Security Model
Version 2.1

The 26 June 2012 Department of Defense (DoD) Chief Information Officer (CIO)
designation memo specifies that the Defense Information Systems Agency (DISA) will perform
cloud brokerage functions to achieve IT efficiencies, reliability, interoperability, and improve
security and end-to-end performance by using cloud service offerings. In support of this
mission, DISA developed a DoD Enterprise Cloud Service Broker (ECSB) Cloud Security
Model (CSM) to establish security guidelines for hosting DoD data/mission/applications in a
cloud environment.

Under the authority of the Defense Information Systems Network (DISN) / Global
Information Grid (GIG) Flag Panel, supported by the ECSB, DISA hereby releases the DoD
ECSB Cloud Security Model Version 2.1 for hosting DoD Unclassified Publicly Releasable and
Controlled Unclassified Information data/mission/applications in a cloud computing
environment. The DISN/GIG Flag Panel approved Impact Levels 1-2 on 25Jun2013 and Impact
Levels 3-5 on 12Dec2013. CSM Version 2.1 is available on http://iase.disa.mil/cloud_security/.

Future versions, to be released in 2014, will provide refinements to CSM Version 2.1 and
will provide guidance to host classified up to and including SECRET data/mission/applications
in a cloud computing environment.

Point of contact for this action is ECSB Cloud Security Team,
disa.meade.mae.mbx.es452-ia-support@mail.mil.
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Mark S. Orndorf
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