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1.  (U) Welcome and Opening Remarks—Mr. Dave Hanko

(U) Mr. Dave Hanko, co-chair, Department of Defense (DoD) Public Key Infrastructure (PKI) Certificate Policy Management Working Group (CPMWG), welcomed the participants and thanked them for attending.  Mr. Hanko informed the participants that the next meeting would start at 9:30 a.m. instead of 10:00 a.m.

(U) At the last meeting held on 31 March 2004, the group voted on the United States Air Force (USAF) Class 4 Certification Authority (CA) Certification Practice Statement (CPS) that made an administrative change to the appendix that added an additional site, and voted on the United States Navy (USN) Class 4 CA CPS that added more ships to the appendix.  Both changes had been signed off, and Mr. Hanko stated that the group needed to inform Finksburg, Maryland that the changes were official.

(U) Mr. Hanko mentioned his briefing to the DoD PKI Business Working Group (BWG) on 7 April 2004 regarding setting up the DoD Federal Bridge Interoperability (DFBI) Process Action Team (PAT) that would address Federal Bridge Interoperability with the DoD PKI.  He announced that Ms. Debbie Mitchell, DoD PKI Program Management Office (PMO) would be chairing the PAT, and an e-mail would go out to the BWG e-mail list to announce the date and time of the meeting and ask for participants to attend.

(U) Mr. Hanko continued by saying that the mapping exercise with the Federal Bridge personnel, and comments on the External Certification Authority (ECA) documents would be channeled into the CP Target Version 9.  Mr. Santosh Chokhani, Orion, stated that the document would be changed from referencing Class 3 and Class 4 to referencing medium and high assurance.  He stated that the group would need to define what medium and high assurance was, and then review the CP to make sure that the changes made did not cause issues.

(U) Mr. Hanko explained that the CPMWG meeting scheduled for 28 April 2004 would better be used for a smaller meeting or teleconference to discuss the password size issue relating to the Operational Research Consultants (ORC) Key Recovery Practices Statement (KRPS).  Mr. Carl Wardell, DoD PKI PMO, felt that if Mr. Chokhani could meet and discuss the 16-character password issue with Ms. Theresa Thomas, National Security Agency  (NSA) then perhaps the issue could be resolved.  Mr. Hanko asked whether the group felt the issue could be resolved before the 12 and 13 May 2004 CPMWG Quantico, Virginia off-site meeting, but the group was unsure that a resolution could be found at that time.

(U) In closing, Mr. Hanko asked Mr. Bushnell to share with the participants the CPMWG attendance numbers, and noted a remarkable drop in attendance.  He stated the importance of participation, as the quality of their work was affected if participants did not attend the meetings.

2.  (U) Administrative Remarks – Mr. Dave Bushnell

(U) Mr. Dave Bushnell, Booz Allen Hamilton (Booz Allen), then shared the status of the different CPSs, and which ones were currently undergoing compliance analysis.  Ms. Kenya Spinks, Booz Allen, was introduced as the new Department of the Navy (DON) Chief Information Officer (CIO) representative who would be attending all future CPMWG meetings.  Mr. Bushnell also stated that voting for ECA CP CPM 2004-11 would end on 15 April 2004, and that only Joint Staff (JS) and the USAF had not voted.  

(U) In closing, Mr. Bushnell reviewed the agenda and announced that Eddie Bennett, Defense Threat Reduction Agency (DTRA) was not in attendance to discuss the DTRA Local Registration Authority (LRA).

3. (U) DTRA Discussion – Mr. Dave Bushnell

(U) Mr. Bushnell introduced Mr. Thomas Tullia and Mr. Jerry Shelton, DTRA, to address certain concerns of the Class 4 CA CPS, Class 3 Registration Authority (RA) CPS and the Class 3 LRA CPS.      

(U) Mr. Tullia thanked the CPMWG participants for their consideration.  He mentioned that Mr. Shelton was responsible for the Class 4 CA CPS and would be taking over responsibility for the Class 3 documents.  Mr. Tullia’s role was merely for organizational clarity, and speaking on behalf of DTRA, Mr. Tullia stated that it was difficult to discern exactly where a specific word or an incorporation of a phrase had significance and he wanted the CPMWG members to remedy language failures within the Class 3 and Class 4 CPSs.  Both Mr. Tullia and Mr. Shelton were hopeful that the CPMWG members would be able to go through the comments made by Ms. Karen Hametz, NSA, and reconcile the issues of all three CPSs today so that they could be approved soon.  

(U) Since there was a policy change to start using PKI to help authenticate users as they enter the classified and unclassified environments, Mr. Tullia informed the participants of DTRA’s concern regarding the coalition operations, as well as some of the operations with the first responders, out of the technology development site, and their Weapons of Mass Effects Laboratory including other entities that provided a Center for Special Weapons Effects, NBC Threats, Technology Transfer and Resources (CNTTR).  He mentioned that DTRA was counting on the CPMWG to help them produce the CPSs so that the program will not be misrepresented.

(U) The DTRA Representatives asked for clarification of the review cycle and approval procedures.  Their concerns pertained to the timeframe the Class 4 CA had been with the CPMWG and additional comments raised during the meeting that were not forwarded to them prior to today’s meeting.  Mr. Bushnell went over the review cycle.  Mr. Hanko stated that the CPMWG tried to complete the reviews in a timely manner, within a period of a few months, but that some documents took higher priority for review.  The DTRA representatives expressed that they wanted to get caught up and requested final recommendations to the CPSs.  Mr. Bushnell stated that the NSA comments would be the final recommendations.

3.1  
(U) Class 4 CA CPS

(U) Ms. Hametz commented that in section 1.3.1 where it implied that DTRA may issue certificates as a Joint Task Force, sections referenced that Service CPSs would include pertinent information, which actually needed to be stated in the DTRA CPS, such as which CAs would issue Joint certificates, and include associated multi-Service Memorandum of Agreement (MOA).  Since the paragraph stated that DTRA might obtain approval to issue such certificates, the DTRA CPS should also list which DTRA CA’s would issue these Joint certificates and include the MOA’s.  She stated if DTRA had not determined which CA’s would do this yet, then they should just add that the DTRA CPS would be updated to include that at the time of approval.  

	SECTION
	DTRA ACTION

	1.3.1
	The following paragraph was omitted:  

Designated Service commands that are capable of supporting multi-Service Combatant Command, other Services and Agencies are authorized to create and post certificates for those branches of their Directory Information Tree (DIT).  The Service CPS will contain the common names of their CA’s that will be designated to support multiple Unified Combatant Commands, Services, and/or agencies.  The DTRA CAW Attribute Authority (AA) must obtain written agreement from the Unified Combatant Commands and the designated Service authority for designated commands to have the capability to create certificates as a Joint Task Force (JTF) and for other Services and agencies.  A multi-Service Memorandum of Agreement (MOA) will be completed as necessary. This will be included in the Service CPS for Class 4 FORTEZZA/CAW PKI.


(U) In section 4.5.1, Ms. Hametz recommended that the language regarding the transmission of the Organizational Registration Authority (ORA) messages to the Certificate Authority Workstation (CAW) should clarify that the transmission was only paper-based and not logged by the CAW.

	SECTION
	DTRA ACTION

	4.5.1
	The following bullet had been changed from: Messages from ORA’s (or other entities) requesting CA actions, the message source, destination and contents. 

To the following language:  Requests for CA actions, the request source, destination and contents. 



(U) In section 6.4.1, Ms. Hametz commented that the ORA had a card that implied that electronic messages would be sent.  She recommended that DTRA clarify that the card would not be used to send any electronic-based data to the CA.

	SECTION
	DTRA ACTION

	6.4.1
	The following language was changed from:  The CA causes a user/subscriber Personal Identification Numbers (PIN) to be randomly generated for each FORTEZZA card.

User/Subscriber PINs for user/subscriber cards are seven numeric or alphanumeric characters; user/subscriber PINs for CA, MPC and ORA cards are twelve alphanumeric characters.

To the following language:  The CA causes a user/subscriber PIN to be randomly generated for each FORTEZZA card.

User/Subscriber PINs for user/subscriber cards are seven numeric or alphanumeric characters; user/subscriber PINs for CA and MPC cards are twelve alphanumeric characters.  




(U) In section, 2.4.4, Ms. Hametz recommended that DTRA reference where the Directory was described, since the CP contained Directory requirements.  The participants discussed the relevance of the language.  

	SECTION
	DTRA ACTION

	2.4.4
	This section was omitted.



(U) In section 2.5.2, Ms. Hametz stated that DTRA still needed to address the CP requirement that performing compliance audits must be a primary responsibility of the auditor. 

(U) In section 3.1.9, Ms. Hametz questioned whether DTRA meant to change Local Commander to the Information Systems Security Officer (ISSO).

(U) In section 4.1.1, Ms. Hametz mentioned that she did not believe that it was policy to permit Personal Identification Numbers (PIN) to be sent via secure facsimile.  She stated that she had been trying to obtain information from the CAW program office to verify the policy.  

	SECTION
	DTRA ACTION

	4.1.1
	The following sentence in paragraph 1 was omitted:  PINs may be delivered to the users via secure facsimile.


(U) In section 4.4.3, Ms. Hametz recommended that DTRA clarify how the CA could be used to generate the local Certificate Revocation List (CRL), since the CAWs were not networked.  

	SECTION
	DTRA ACTION

	4.4.3
	Will provide more explicit description of the process and submit the revised language to the CPMWG prior to the next scheduled meeting on 12 May 2004.


(U) In section 5.1.2, Mr. Hametz requested clarification of the storage procedures, whether only one person would have access to a lockable container that stored a card or an additional logbook would be kept for record keeping, who accessed/returned the card and when would it be maintained.  The DTRA representatives stated that they had one safe drawer that only the ISSO had access to and each safe had an open and close checkpoint. 

	SECTION
	DTRA ACTION

	5.1.2
	Will provide more explicit description of the process and submit the revised language to the CPMWG prior to the next scheduled meeting on 12 May 2004.


(U) In section 5.2.1, Ms Hametz recommended that DTRA clarify that the CA was logging into the Directory from a workstation that was not the CAW and that the files were virus scanned before they were imported.

	SECTION
	DTRA ACTION

	5.2.1
	Will provide more explicit description of the process and submit the revised language to the CPMWG prior to the next scheduled meeting on 12 May 2004.


(U) In section 6.6, Ms. Hametz explained that her concern was the hardware integrity and recommended that DTRA clarify how the hardware and software of the CAW was shipped. 

	SECTION
	DTRA ACTION

	6.6
	Will provide more explicit description of the process and submit the revised language to the CPMWG prior to the next scheduled meeting on 12 May 2004.


3.2
(U) Class 3 RA CPS

(U) In section 4.1.3, Ms. Hametz explained that one paragraph of the second option was deleted, but two of the three paragraphs were still there.  She recommended that the two paragraphs be deleted.  

	SECTION
	DTRA ACTION

	4.1.3
	The following two paragraphs were omitted:

The Code Signing Attribute Authority  (CSAA), using two-person control, will perform the following:

1. Validate the code signer request, to include verification of the code signer’s identity, need for the requested certificate, and clearance information (for SIPRNet certificates when available) 

2. CSAA 1 will generate a key pair on a Federal Information Processing Standards (FIPS) 140-1, level 2 validated smart card and submit the certificate request to the CA via a secure (SSL protected) web session and print the “Certificate Request Screen”

3. CSAA 2 will generate the card’s password

4. CSAA 1 will submit an email to the RA validating the code signer’s request for issuance of a Code Signing Certificate and providing, at a minimum, the information specified below.  This e-mail shall be digitally signed with a DoD Class 3 hardware certificate (Class 3 for SIPRNet until Class 3 hardware certificates are available)

The RA will conduct the following steps:

1. Verify that they have received a digitally signed e-mail from the CSAA for the code signer; verify that the e-mail is signed by an approved CSAA member; and, that the e-mail was signed using acceptable PKI credentials

2. Verify that the following Distinguished Name (DNs) are identical: DN for the code signer in their e-mail to the CSAA and the DN of the person mentioned in the e-mail from the CSAA

3. Connect to the CA using Web Browser and examine the request number mentioned in the e-mail from the CSAA

4. Verify that the following match: subject DN in the request at the CA and subject DN in the memorandum from the CSAA

5. Verify that the subject alternate name DN in the certificate request matches the code signer DN provided in the memorandum by the CSAA

6. Verify that the subject DN and the DN in the subject alternate name field match the format for the code signer certificate provided in Section 3.1.2.3

7. Create an entry in the directory for the code signer

8. Approve the certificate request and E-mail the URL for certificate retrieval information to the Code Signer.   


(U) In section 5.3.1, Ms. Hametz recommended that DTRA make this section consistent with section 4.1.2. 

	SECTION
	DTRA ACTION

	5.3.1
	The following language was changed from:  Are appointed in writing by the DTRA AA

To the following language:  Are appointed in writing by the DTRA Designated Accrediting Authority (DAA)


(U) Once all participants discussed the aspects of the above referenced changes, and Mr. Hanko called for a vote.

	SERVICE / AGENCY
	VOTE
	COMMENT

	Army
	ABSENT
	

	Navy
	ABSENT
	

	Air Force
	ABSENT
	

	Marines
	YES
	

	NSA
	YES
	

	PKI PMO
	YES
	

	DoD OGC
	ABSENT
	

	OASD/NII
	YES
	

	DISA
	YES
	

	Joint Staff
	ABSENT
	

	DIA
	ABSENT
	

	IC
	YES
	

	ACO
	ABSENT
	

	DLA
	ABSENT
	


(U) Mr. Bushnell then informed the participants that an electronic vote would go out to the absent Services and Agencies.

3.3
(U) Class 3 LRA CPS

(U) In section 2.1.2, Ms. Hametz explained that the LRAs should only accept registration information from valid Trusted Authorities (TA).  She recommended that the LRA reference be changed from RA to TA. 

	SECTION
	DTRA ACTION

	2.1.2
	The following language was changed from:  Ensuring that registration information is accepted only from RA’s who understand and are obligated to comply with this policy.

To the following language:  Ensuring that registration information is accepted only from LRA’s/TA’s who understand and are obligated to comply with this policy.


(U) In section 2.2, Ms. Hametz explained that this section should state that the DTRA CA verified restrictions regarding non-US Government subscribers.  She recommended to DTRA that they also incorporate how the DTRA CA was ensured to be involved in the registration process to be able to enforce verification, since the DTRA did not create the human subscriber certificates. The DTRA representatives believed that the RA could take on this responsibility.  Ms. Hametz questioned how DTRA would ensure that the RA was in the loop to keep this enforcement, and what would be the coordination between the RA and the LRA.

	SECTION
	DTRA ACTION

	2.2
	The following language was changed from:  The DTRA CA shall also enforce the following

To the following language:  The DTRA LRA shall also enforce the following

The following language was changed from:  A Non-U.S. citizen, employee of the U.S. Government may only be issued an Sensitive but Unclassified (SBU) X.509 certificate. The decision to issue a the certificate is approved by the cognizant security authority based on a determination that the official duties of the foreign national require this access

To the following language:  A Non-U.S. citizen, employee of the U.S. Government may only be issued an X.509 certificate. The decision to issue a the certificate is approved by the DTRA RA based on a determination that the official duties of the foreign national require this access

The following language was changed from:  Any Non-U.S. citizens, employed by U.S. Government contractor or vendor may only be issued an SBU certificate with the prior written approval of the appropriate U.S. Government Contracting Office. It must be fully justified based on an operational need determined by the cognizant U.S. Government security authority.

To the following language:  Any Non-U.S. citizens, employed by U.S. Government contractor or vendor may only be issued an certificate with the prior written approval of the appropriate U.S. Government Contracting Office. It must be fully justified based on an operational need determined by the DTRA RA 

In addition to this change, DTRA will provide explicit language on the coordination when responsibilities are split between RA and LRA and submit the revised language to the CPMWG prior to the next scheduled meeting on 12 May 2004. 


(U) In section 2.6.1, Ms. Hametz explained that a provision to protect non-certificate/non-public data would be needed to meet the requirements.

	SECTION
	DTRA ACTION

	2.6.1
	Will provide a provision to protect sensitive data and submit the revised language to the CPMWG prior to the next scheduled meeting on 12 May 2004.


(U) In the following sections, Ms. Hametz stated that while DTRA Local CAs were deleted from section 3.1.2.3, other sections included discussion of DTRA CAs.  She explained that if the DTRA CA would assert a DoD Object Identifier (OID), all CA requirements in the CP should be addressed.  If the DTRA CA would not assert a DoD OID, this needed to be clearly stated.  In addition, if the device certificates would need to be recognized outside of the DTRA, it would seem that they would need to be DoD certificates.  The DTRA representatives explained that there would be a case where they would use DoD certificates to retrieve certificates.  

	SECTIONS
	DTRA ACTION

	3.1.2.3, 3.1.10, 4.4.7, 4.7, 4.8.2, 4.9
	Will remove all references to Internal CA

Will remove DTRA CA reference

Will remove DTRA CA reference

Will remove DTRA CA reference

Will remove DTRA CA reference

Will remove DTRA CA reference

DTRA will submit the revised language to the CPMWG prior to the next scheduled meeting on 12 May 2004.


(U) In section 2.2.1, Ms. Hametz stated that this section covered DTRA CA-generated certificates and not DoD CA-generated certificates.  She recommended that DTRA replace DTRA CA with DoD CA.

	SECTION
	DTRA ACTION

	2.2.1
	Removed the DTRA CA reference and replaced it with DoD CA.


(U) In section 3.1.8.1, Ms. Hametz recommended that DTRA provide an explanation of how the approval was communicated to the LRA, in order for the LRA to check that approval in case it had been granted prior to the LRA registering the subscriber.  She also stated that in order to be consistent all references of Approving Authority (AA) should be changed to DAA.

	SECTION
	DTRA ACTION

	3.1.8.1
	Removed the AA reference and replaced it with DAA.

In addition to this change, DTRA will provide explicit language on how the LRA knows that it had been approved and submit the revised language to the CPMWG prior to the next scheduled meeting on 12 May 2004.


(U) In section 3.1.9.1, Ms. Hametz stated that the language that was from the reference CPS was deleted but should be added back in.

	SECTION
	DTRA ACTION

	3.1.9.1
	Will reinsert the language from the reference CPS and submit the revised language to the CPMWG prior to the next scheduled meeting on 12 May 2004.


(U) In the following sections, Ms. Hametz, suggested that DTRA clarify that the PKI Sponsor mentioned in 3.1.10 was the same person/role as the Server Administrator mentioned in the additional sections specified below.

	SECTIONS
	DTRA ACTION

	3.1.10, 1.3.3.1.4, 2.1.3, 4.9, 5.2.1.5, 5.3.1, 6.2.7
	DTRA will standardize the reference to Server Administrator and submit the revised language to the CPMWG prior to the next scheduled meeting on 12 May 2004.


(U) In section 4.1, Ms. Hametz suggested that DTRA clarify how the approval would be communicated to the LRA (or RA), in order for the LRA (or RA) to check that approval had been granted prior to the LRA (or RA) registering the subscriber (or other sequence and process used, as appropriate).

	SECTION
	DTRA ACTION

	4.1
	Will provide explicit language on how approval is communicated and submit the revised language to the CPMWG prior to the next scheduled meeting on 12 May 2004.


(U) In section 4.4.6, Ms. Hametz requested DTRA to include the last sentence of the reference CPS, since it was the focus of this section of the CP.

	SECTION
	DTRA ACTION

	4.4.6
	The following language was changed from:  The LRA will immediately inform the RA when a private key has been found to be compromised.

To the following language:  The LRA will immediately inform the RA when a private key has been found to be compromised, but the certificate associated with that key was originally revoked for reasons other than key compromise.


(U) In section 4.6.4, Ms. Hametz explained that this section now stated that archived data sent to the RA, per 4.6.3, archives were kept at a site separate from the LRA.  Ms. Hametz recommended that this section should also be a site separate from the RA so that the data would not be lost.

	SECTION
	DTRA ACTION

	4.6.4
	Will provide explicit language that the archives will be stored at an alternate site and submit the revised language to the CPMWG prior to the next scheduled meeting on 12 May 2004.


(U) In section 5.1.1, Ms. Hametz explained that this section now specified DTRA AA and not DAA.  She questioned who would be the one approving the location of the LRA equipment based on the sensitivity/classification of the network.  

	SECTION
	DTRA ACTION

	5.1.1
	Removed the AA reference and replaced it with DAA.


(U) In section 5.1.2, Ms. Hametz commented that physical access should be recorded, particularly if someone not on the access list was allowed in (e.g. cleaning crew, etc.). The DTRA representatives explained that there was a badge access system that was recorded.  Ms. Hametz questioned whether they were escorted, and the DTRA representatives responded that persons were escorted with a visitor’s badge.  Ms. Hametz then recommended that DTRA keep a log, however, it was not necessary to archive it as part of the physical security items.

	SECTION
	DTRA ACTION

	5.1.2
	Will provide explicit language that access logs for people other than authorized personnel would be kept and submit the revised language to the CPMWG prior to the next scheduled meeting on 12 May 2004.


(U) In section 6.7, Ms. Hametz questioned why the last sentence regarding classification was deleted.  

	SECTION
	DTRA ACTION

	6.7
	Reinserted the following language as the last sentence in the first paragraph:  The LRA equipment is classified at the highest level of certificates being created on the workstation, and will be protected at that level.


4. (U) AutoLRA Briefing – Mr. Paul Hinterleitner

(U) To provide some background, Mr. Paul Hinterleitner, SRA, pointed out that a lot of Services and Agencies had trimmed down their LRA infrastructure due to the use of the Common Access Card (CAC). An example, Whiteman Air Force Base, Missouri, did not have a process in place because they did not have any LRAs or workstations at their base.   The AutoLRA concept was developed a few years ago to try to improve the registration process.  The solution was to simply re-stand the infrastructure.  

(U) Mr. Hintereitner provided an overview of the AutoLRA program.  He stated that it was a Web-based solution that mimicked the current functionality within the current LRA infrastructure.  For clarification purposes, he commented that the solution was not intended to be a replacement for the existing LRA process, the purpose was to augment the current process to help speed up issuance and maybe save some money in the long run.

(U) Mr. Hinterleitner mentioned that the key players that the Services and Agencies were accustomed to had changed slightly.   The subscriber would remain the same, but more work would be leveraged on the Trusted Agent (TA), in addition, to the face-to-face verification of the subscriber the TA would be the one to confirm to the AutoLRA that the subscriber signed the Acknowledgement of Responsibilities (AOR) and verify the data that comprised the User Data File (UDF).  The AutoLRA Administrator (AA) would remain a credentialed LRA, as it existed today, so current users with LRA credentials that had the ability to submit a UDF would be eligible to be an AA.  As an RA could perform all of the functions as an LRA, the RA would be able to perform the same functions with this program, but the AA functions would remain at the same level.

(U) To provide the participants with the concept of where AutoLRA stood in comparison with the current process, Mr. Hinterleitner reviewed the current process and explained the Auto LRA process.  Currently, the subscriber visited the LRA at a kiosk at one of the Services or Agencies and presented some form of proof of identity, and completed the registration application.  At that point, the subscriber would receive the Certificate Registration Instructions (CRI) and the AOR forms.  The subscriber would then review and sign the AOR forms.  Typically, the LRA would submit the UDF and later the subscriber would be able to download their certificate(s).  

(U) With AutoLRA, the subscriber would, prior to visiting the TA, have submitted their forms, had them confirmed and obtained a Unique Identification (UID).  AutoLRA would then, based on the subscriber’s location, provide them with a listing of the TAs in the area.  Once the subscriber located a TA, they would provide the TA with the pre-registration forms.  At that point, the TA would enter the UID and AutoLRA would return the information the subscriber previously entered.  The TA would check the data and submit it to AutoLRA via a Secure Sockets Layer (SSL) connection.  AutoLRA would then provide an AOR form for signature.  Once the TA confirmed to the AutoLRA that the subscriber signed the AOR form, the TA requirements would have been fulfilled.  AutoLRA would then generate a one-time password via an SSL connection and the hash of the password would be stored in a database.  Mr.
Hinterleitner stated that the AutoLRA could be configured at the workstation for how often it was notified for UDF downloads.  If the subscriber provided an e-mail address during pre-registration, AutoLRA would e-mail the certificate issuance instructions to the subscriber.  If the subscriber did not provide an e-mail address during pre-registration, AutoLRA would e-mail the TA and the subscriber would have to re-visit the TA, at which point the subscriber would be able to continue on with the issuance process.  

(U) A participant made a comment about the subscriber visiting the TA twice during the AutoLRA process.  Mr. Hinterleitner noted that the AutoLRA program was geared more towards security.  He stated that right now the AutoLRA workstation created the CRI with both the user ID and the one-time password on a sheet of paper.  He reiterated that the one-time password was never saved, only the hash and even when the hash was archived in the data record, it was on a local box.  The participants discussed the process of saving the one-time password in the database.  Mr. Hinterleitner informed the participants that a change could be made to the entire process. The TA could encrypt the one-time password at rest, using their PKI Certificate during the SSL session.  But at the time of implementation, it was unsure whether the CPMWG would allow for the data to be encrypted and transferred at rest.   

(U) A participant expressed concern that the AutoLRA process would rely on PKI more so than the CAC.  Mr. Hinterleitner informed the participants that AutoLRA was comprised of four phases.  The phase previously discussed was for those users that did not have certificates at all.  Currently, another phase was being worked on that would not use AutoLRA, it would use the infrastructure that existed today, where the user could take their CAC, log into the Non-Classified Internet Protocol Router Network (NIPRNet) CA and use their CAC to obtain a NIPRNet software certificate.  At that point the user would take that NIPRNet software certificate to the Secret Internet Protocol Router Network (SIPRNet) and use that identity certificate to obtain their e-mail certificate on the SIPRNet.  

(U) A participant commented that it seemed that the only benefit of the AutoLRA process would be the ability to use TA’s instead of RA’s.  The participant questioned whether this solution would move the Services and Agencies towards SIPRNet PKI functionality.  Mr. Hinterleitner commented that the thought was to help with the expense of using both the NIPRNet and SIPRNet as it would enable users to obtain a certificate using the current PKI infrastructure, and then obtain a SIPRNet credential without having to stand up an entire SIPRNet infrastructure.    

(U) Another participant specified that SIPRNet access was not a heavy requirement with most Services and Agencies, if there was an LRA, it could be turned on as a SIPRNet LRA, but since there had not been a huge demand for them, there was no need to stand up that infrastructure when it had not been requested.  

 (U) Mr. Hinterleitner explained that with the current LRA process, the Services and Agencies needed anywhere from one to three LRAs per installation or location, depending on the size of the installation.  For each one of them, the Service or Agency would need at least one dedicated LRA workstation with all of the security lockdowns.  With AutoLRA, the TA workstation did not require that, due to the fact that it was not the one creating the UDF or creating the one-time passwords.  That process was all done behind the scenes at a central location, so the Services and Agencies would benefit by not having to purchase and maintain computers at these locations every two to three years.

(U) The participants were unsure of the need for the AutoLRA program at the present time, as it was not included on the DoD PKI PMO priorities list.  The participants agreed that the underlying problem was not the program, but an issue of priorities for the DoD PKI PMO.  Mr. James Osterritter, Office of the Assistant Secretary of Defense for Networks and Information Integration (OASD/NII), stated that this concern needed to be addressed by Mr. Gil Nolte, Program Manager (PM) DoD PKI PMO, as an action item, and to find out where it was on the priorities list. If this program was not on the priorities list, Mr. Nolte needed to explain why funds and effort were exercised. Additionally, if it was included for Horizontal Fusion, Mr. Nolte needed to explain why the DoD PKI PMO provided the funds. 

5. (U) 2004 Meeting schedule – Mr. Dave Hanko

	DATE
	PLACE

	12 May 2004
	Booz Allen, Airport Square 2

	26 May 2004
	Booz Allen, Airport Square 2

	23 June 2004
	Booz Allen, National Business Park 

	14 July 2004
	Booz Allen, National Business Park

	28 July 2004
	Booz Allen, Airport Square 2

	11 August 2004
	Booz Allen, Airport Square 2

	25 August 2004
	Booz Allen, National Business Park

	8 September 2004
	Booz Allen, National Business Park 

	22 September 2004
	Booz Allen, Airport Square 2

	13 October 2004
	Booz Allen, Airport Square 2

	27 October 2004
	Booz Allen, Airport Square 2

	10 November 2004
	Booz Allen, Airport Square 2

	24 November 2004
	Booz Allen, Airport Square 2

	8 December 2004
	Booz Allen, Airport Square 2

	15 December 2004
	Booz Allen, National Business Park 
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