Frequently Asked Questions: DoDI 8580.1                                           August 5, 2004

INTRODUCTION

The following FAQs are provided as an aid in understanding and interpreting DoDI 8580.1 “Information Assurance (IA) in the Defense Acquisition System.”  They complement the FAQs issued for DoDD 8500.1 and DoDI 8500.2.  This initial list of FAQs is a “best guess” at those areas and issues in the Instruction and the companion guidance in the IA section of the Defense Acquisition Guidebook that, based on experiences and questions raised during the policy’s development, might benefit from additional explanation or discussion to set a context, describe a relationship, or provide practical examples.  Individual answers are not necessarily comprehensive and the list is not exhaustive.  It is viewed as a “living” document that will be updated periodically as warranted based on new questions and issues that surface over time.  Individuals are encouraged to submit additional questions, through the IASE (http://iase.disa.mil).  Keep in mind that questions must be pertinent to DoDI 8580.1 and should only be asked when your own research fails to provide an answer, not merely because it is convenient.
1.  What new policy is introduced in DoDI 8580.1?  Very little new policy is introduced by the instruction.  The intent of the instruction is to make existing IA policy more accessible and more easily understood by the acquisition community.  It describes required and recommended levels of IA activities relative to the acquisition of systems and services.  It also describes the essential elements of an Acquisition IA Strategy, its applicability, and prescribes an Acquisition IA Strategy submission and review process.  DoDI 8580.1 captures the acquisition-related IA policies of DoDD 8500.1 and DoDI 8500.2, and the companion implementation guidance focuses on the specific information needed by acquisition programs.
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2.  DoDI 8580.1 states Acquisition IA Strategy topics can be found in USD(AT&L) IA guidance.  Where is this information located?  The implementing guidance will be included in a Networks and Information Integration chapter in the forthcoming “Defense Acquisition Guidebook,” to be published by USD(AT&L).  To assist programs in the interim, we have posted a draft of the IA content of the guidebook.  While the format of the draft is different from that to be employed by the Guidebook, the core content is the same.  The draft IA section of the Defense Acquisition Guidebook is available at the Information Assurance Support Environment (IASE) Policy and Guidance web page, at http://iase.disa.mil/policy.html.  It is also available at the IA Community within the IT Community of Practice, located in the Defense Acquisition University (DAU) Acquisition Community Connection Website: http://acc.dau.mil/simplify/ev.php?URL_ID=9584&URL_DO=DO_TOPIC&URL_SECTION=201.
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3.  My program is acquiring a weapons system.  Do we need an acquisition Information Assurance (IA) Strategy?  That depends on several factors.  Does your system include information technology?  Has the system been determined to be “mission critical” or “mission essential”?  Does it connect to the Global Information Grid (GIG)?   The answers to these questions will determine not only whether an Acquisition IA Strategy is required or recommended, but will also determine other IA compliance requirements for your program.  DoDI 8580.1 and its companion guidance in the Defense Acquisition Guidebook provide easy to understand information to help program offices make these determinations. 
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4.  Do we have to use the Acquisition IA Strategy template that is included in the Defense Acquisition Guidebook?  No, the template is only provided as a structured outline to help acquisition programs address those points that the DoD CIO and Component CIOs need to consider in order to assess whether the strategy is adequate and appropriate.  Check with your Component CIO office to see if a Service/Agency specific format has been prescribed.  
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5.  How long should an Acquisition IA Strategy be?  The length of an Acquisition IA Strategy is dependent on the characteristics of the system being acquired, its current acquisition life cycle stage, and the editorial restraint of the program office.  The document should be succinct and to the point, addressing the review areas of the template.  For example, where the template asks for the identification of the system’s Mission Assurance Category and Confidentiality Level, a single sentence stating “The XXX System has been designated MAC I and a Confidentiality level of “Classified”” is sufficient.  The addition of several paragraphs reiterating the standard definitions of MAC and confidentiality levels is not necessary.  
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6.  Our program must follow the DITSCAP and develop a System Security Authorization Agreement (SSAA).  Do we still need an Acquisition IA Strategy?   It depends.  The requirement for an Acquisition IA Strategy comes from the Department’s implementation of the Clinger Cohen Act in DoDI 5000.2.  In short, programs acquiring information technology that are designated “Mission Critical” or Mission Essential” are required to develop an Acquisition IA Strategy regardless of whether they must comply with the DITSCAP.  Utilize the “IA Compliance Decision Tree” or the “IA Compliance by Acquisition Program Type” table in the IA section of the Defense Acquisition Guidebook to determine the full scope of IA compliance requirements for your program, including Acquisition IA Strategy.
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7.  Does the Acquisition IA Strategy replace the SSAA?   No.  The Acquisition IA Strategy lays the groundwork for a successful SSAA by facilitating consensus among the Program Manager, Component Chief Information Officer and DoD Chief Information Officer on pivotal issues such as Mission Assurance Category, Confidentiality Level, and applicable Baseline IA Controls; selection of the appropriate certification and accreditation process; identification of the Designated Approving Authority and Certification Authority; and documenting a rough timeline for the certification and accreditation process.
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8.  Who approves an Acquisition IA Strategy?    Typically, the Component CIO approves the Acquisition IA Strategy.  However the Component CIO may delegate the approval authority for ACAT IC, ACAT II, and below.  Following approval, the Acquisition IA Strategy must be reviewed by the DoD CIO to determine if the strategy is adequate and appropriate.  For ACAT ID, ACAT IAC, and ACAT IAM, this review is conducted by ASD(NII)DIAP. For all other acquisitions the responsibility for the DoD CIO review is delegated to the Component CIO.  It is important to note that an acquisition will not be considered to be Clinger Cohen Act compliant until a favorable DoD CIO review is received. 
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9.  Is there a tool to help me determine if I need an Acquisition IA Strategy?  Yes.  The IA section of the Defense Acquisition Guidebook includes an “IA Compliance Decision Tree” and an “IA Compliance by Acquisition Program Type” table to help determine if an Acquisition IA Strategy is required.
BACK TO TOP
10.  What is the difference between the DoD Information Assurance Strategy and the Acquisition IA Strategy?   The DoD IA Strategic Plan (sometimes referred to as the DoD IA Strategy) provides the focus, enduring goals, and strategic objectives for establishing assured information capabilities within and across the entire Department of Defense.  In contrast, an Acquisition IA Strategy is specific to a single acquisition program.  By following the policy and guidance contained in DoDI 8580.1 and the IA section of the Defense Acquisition Guidebook, individual program acquisition IA strategies will support and advance the DoD IA Strategic Plan.
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11.  According to the guidance provided, our system requires an Acquisition IA Strategy.  However, our system is already post-Milestone B, and does not have an existing Acquisition IA Strategy.  Will we need an Acquisition IA Strategy for Milestone C?   Yes.  If your program is required to develop an Acquisition IA Strategy, it must be approved and reviewed prior to each Milestone decision, and prior to acquisition contract award.  
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12.  Do we need to submit an Acquisition IA Strategy for each Milestone Decision?  Yes.  If your program is required to develop an Acquisition IA Strategy, the strategy must be updated and approved prior to each Milestone decision, and prior to acquisition contract award.  
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13.  Is there any training material available regarding IA in acquisition?  Yes.  A Defense Acquisition University (DAU) learning module entitled “Information Assurance Program Managers” is available at: http://clc.dau.mil/kc/no_login/portal.asp.  The learning module is an on-line resource, available without cost, and the site only requires you to register for a logon ID and password. 
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14.  Where can I get additional information concerning IA in acquisition?  Resources for additional information include:

· The Defense-wide Information Assurance Program (DIAP) Acquisition Team at (703) 604-1480 ext. 104 or ext. 119. 

· Your Component CIO IA staff

· Your Major Command/Systems Command CIO office IA staff

· Your Program Executive Office

· The IA Support Environment (IASE) Website   http://iase.disa.mil
· The IA Community within the IT Community of Practice, located in the Defense Acquisition University (DAU) Acquisition Community Connection Website: http://acc.dau.mil/simplify/ev.php?URL_ID=9584&URL_DO=DO_TOPIC&URL_SECTION=201
BACK TO TOP
15. Are sample IA strategies available?  Yes, sample strategies are available upon request.  Contact the Defense-wide Information Assurance Program DIAP) Acquisition Team at (703) 604-1480 ext. 104, or ext. 119.
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16.  Why are some acquisitions that are not subject to DoD 8500 series policies required to develop acquisition IA strategies?  The requirement for an Acquisition IA Strategy comes from the Department’s implementation of the Clinger Cohen Act in DoDI 5000.2.  In short, programs acquiring information technology that are designated “Mission Critical” or Mission Essential” are required to develop an Acquisition IA Strategy without regard to the applicability of DoDD 8500.1 to that acquisition.  Programs that include IT always have IA requirements, but these IA requirements may be satisfied through the normal system design and test regimen, and may not be required to comply with DoDD 8500.1.  Acquisitions that include Platform IT with no network interconnection to the Global Information Grid (GIG) fit into this category.  Utilize the “IA Compliance Decision Tree” or the “IA Compliance by Acquisition Program Type” table in the IA section of the Defense Acquisition Guidebook to determine the full scope of IA compliance requirements for your program, including Acquisition IA Strategy.
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17.  Why doesn’t the DoD 8500 IA policy series apply to some weapons systems and other platforms that have IT and process DoD classified or sensitive information?  DoDD 8500.1 compliance is required for most Platform IT, including most weapons systems.  However, this policy does not apply to weapons systems or other IT components, both hardware and software, that are physically part of, dedicated to, or essential in real time to a platform's mission performance where there is no platform IT interconnection (that is, no network interconnection to the GIG).  For these systems, compliance with the policy and controls of the DoD 8500 series is recommended, not required.  However, such systems do require an Acquisition IA Strategy if they are designated Mission Critical or Mission Essential.  Utilize the “IA Compliance Decision Tree” or the “IA Compliance by Acquisition Program Type” table in the IA section of the Defense Acquisition Guidebook to determine the full scope of IA compliance requirements for your program, including Acquisition IA Strategy.
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18.  Who determines the Mission Assurance Category (MAC) and Confidentiality Level of a system?  The IA section of the Defense Acquisition Guidebook describes how the combination of a system’s MAC and Confidentiality Level determines the specific baseline IA controls for the system.  It also states that the MAC and confidentiality Level will be “… specified in the formal requirements documentation or by the information owner.”  As the Department continues to formalize its warfighting and business architecture, domain owners will assume the responsibility to specify MAC and confidentiality levels as required capabilities in controlling capabilities documents such as Interim Capabilities Documents (ICDs) and Capabilities Development Documents (CDDs).  However, if the MAC and Confidentiality Level are not documented in the capabilities document for a system, they may be designated in the Acquisition IA Strategy, with the coordination of the appropriate Domain Owner.  Contact your Component CIO office for additional guidance.   

BACK TO TOP
19.  Aren’t Mission Assurance Categories the same as the Clinger Cohen Act categories for Mission Critical, Mission Essential, and Administrative or Other?  No.  The Clinger Cohen Act categories are used to prioritize and schedule IT investments, not designate IA requirements.  A high priority (mission critical) IT investment may only have basic integrity and availability requirements (MAC III).
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20.  Our system was developed prior to DoDI 8500.2, so it was not designed with those specific Baseline IA controls.  Do we need to transition to these controls?   Systems under development should be designed, engineered, and built to incorporate the baseline IA controls of DoDI 8500.2.  In cases where a program is pursuing an evolutionary acquisition approach and the initial increments were designed prior to the introduction of DoDI 8500.2, subsequent increments must comply with DoDD 8500.1 and DoDI 8500.2 requirements.  Systems that are post-deployed must transition to the DoDI 8500.2 controls.

Most of the IA measures specified in DoDD 8500.1 and implemented through DoDI 8500.2 are not new.  They were already required by existing DoD guidance, either official issuances (e.g., directives, instructions, manuals) or DoD memoranda, and most of the IA Controls in DoDI 8500.2 can be mapped directly to the earlier guidance.  What the IA Controls do is establish baseline levels of availability, integrity and confidentiality of any given system depending on the MAC and confidentiality needs, as explained in paragraph E3.4.2. of the Instruction.  Certain IA Controls are more detailed and explicit than guidance that was provided in the past, but that is usually an issue of degree, rather than kind.

In order to move toward compliance with DoDI 8500.2, all DAAs for existing systems should first identify the MAC and confidentiality level of each system.  Each of the IA Controls for the applicable MAC and confidentiality requirements should then be reviewed to determine if the system is in compliance.  Deficiencies should be noted and a plan to bring the system in compliance within a specified period of time should be developed.  The system’s SSAA should be amended to reflect the changes, as appropriate.
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21.  Do DoDD 8500.1 and DoDI 8500.2 apply to systems processing Sensitive Compartmented Information (SCI)?  Yes, but DoDD 8500.1 specifically states that it doesn’t supercede any DCI policies or guidance.  For those systems falling under DCI guidelines such as DCID 6/3, the correct approach is to first ensure the DCI guidelines are applied, but in any areas where the DCI guidance is silent, such as the non-SCI portions of the system, the application of the guidance in DoDD 8500.1 and the appropriate graded IA controls in DoDI 8500.2 should be followed.  The Director of DIA has the lead in this regard for DoD non-cryptologic SCI and DODISS systems, while the Director, NSA has the lead for DoD cryptologic systems.
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