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This paper describes Department of Defense requirements and best practices for protecting External Certification Authority (ECA) software-based certificates and private keys during enrollment and usage of the certificates. 
The integrity of your digital software certificate depends on your private key being controlled exclusively by you.  It is important that the certificates are properly downloaded, installed and maintained on your system.  Once the certificates and keys are installed, maintaining a back up copy is important because certificates can become corrupt or lost.  From security viewpoint, it is important that the installed and the backup copies of the private keys are protected so that only you can access and use them.  
During the enrollment process public/private key pairs are created.  The private key is generated and held in the web browser (Netscape, Internet Explorer, Mozilla, Firefox etc.) until they are removed.  Certificates and private keys are contained in portable PKCS #12 files.  The following are PKCS #12 file extensions: <filename>.p12 and <filename>.pfx.
Vulnerability associated with PKCS #12 files: The PKCS # 12 files are password protected, however, they do NOT enforce strong passwords or password lockouts for excessive attempts.  If an intruder can steal the .p12/.pfx file it can be subjected to an off-line password guessing attack with no limit to the number of attempts.  ECA software certificates should be protected at all times by the utilizing strong passwords.  In addition, PKCS #12 files should stored on removable media and deleted from any system hard drive.
Best practices for software certificates include installing, maintaining and proper removal of PKCS #12 files.

Installation of Software Certificates
· When installing certificates on a new machine using Microsoft Internet Explorer, the key is installed with “Enable strong private key protection” enabled, “Mark this key as exportable” is disabled, and “Security level set to High” while using the password complexity defined below.  The user should NOT check the “remember password” box when entering the password to access the private key.

· For Mozilla Firefox, or Netscape browsers, install with password complexity described below.  Prevention of export in these products is not possible at this time.

Backing up Certificates/Keys
In accordance with the JTF-GNO CTO 07-015, Public Key Infrastructure (PKI) Implementation, Phase 2 (6. E. TASK 4):
· Software certificates and private keys (.p12/.pfx files) should NEVER be stored on a local drive (computer hard drive) or network (Intranet/Internet) location.

· The files containing your certificates/keys must be backed up (using the export function on the web browser) directly to removable media (floppy, CD or USB thumb drives) and the removable media must be stored in an appropriate and secured location.

Using Strong Passwords
· Strong passwords must be used to protect the private keys.  Software certificates passwords should have a minimum of  15-character, with a mix of upper case letters, lower case letters, numbers, and special characters, including at least one of each (e.g., Gi3Bdn5!).
Removing Software Certificates from Browser/Machine

Because software certificate installation files are targeted by experience hackers, removing the software certificate prevents the files from being copied from computer systems and used to impersonate a valid user.
· If the certificates are not being used on a web browser, they must be deleted from the browser.

· The certificates must be deleted from a computer prior to disposal of the machine, use removal instructions below.

For the Machine:

1. Search for files on the hard drive with the extension “.p12” or “.pfx”

2. Copy any current .p12/.pfx files to removable media

3. Move any .p12/.pfx files on the hard drive to the recycle bin

4. Empty the recycle bin


For Internet Explorer:
1. Click the “Tools” entry in the top menu

2. Click “Options” from the drop down menu

3. Click the “Content” tab in the pop up window

4. Click the “Certificates” button

5. Select the certificates to be deleted from the “Personal” tab of the “Certificates” pop up and click the “Remove” Button for each.
For Microsoft Outlook:
1. Follow the instructions above for Internet Explorer
For Firefox browsers:

1. Click the “Tools” entry in the top menu

2. Click “Options” from the drop down menu

3. Click the “Advanced” tab in the pop up window

4. Click the “View Certificates” button

5. Select the certificates to be deleted from the “Personal” tab of the “Certificates” pop up and click the “Delete” Button for each.

For Netscape browsers:

1. Click the “Edit” entry in the top menu

2. Click “Preferences” from the drop down menu

3. Click the “Privacy and Security” entry in the left pane of the pop up window

4. Click the “Manage Certificates” button

5. Select the certificates to be deleted from the “Personal” tab of the “Certificates” pop up and click the “Delete” Button for each.

IMPORTANT NOTE:  When accepting the initial certificate from the ECA vendor using Microsoft Internet Explorer, it is recommended that you enable “Mark this key as exportable.”  Once you have tested the certificate, do the following to protect the certificate:


Export the backup copy onto removable media


Delete the certificate and private key


Import the certificate and private key from the backup copy and disable “Mark this key as exportable.”











IMPORTANT NOTE:  The following instructions will delete your certificate and private key from the browser.  Ensure you have a backup of your certificate and private key, either in another browser, on another workstation, or as a .p12/.pfx file on removable media or you will no longer be able to use your certificate.
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