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1 Introduction

This document provides a summary of the Certification Practice Statement (CPS) for the External Certificate Authority (ECA) Root Certification Authority (Root CA). This summary contains sections 1, 2, 3, 4.1-4.4, and 8 of the full CPS.

1.1 Overview

The ECA program is designed to issue certificates to Subscribers who have a need to conduct business primarily with the United States (US) Department of Defense (DoD).  However, these certificates are not restricted to the conduct of business with the DoD.  The ECA PKI consists of an off-line ECA Root CA, ECA Subordinate CAs operated by vendors, and a Registration Authority (RA) function performed by each ECA Vendor that enrolls Subscribers into the ECA PKI system.

This document summarizes the creation and management of the ECA Root CA.  The ECA Root CA will issue certificates to those subordinate vendor CAs authorized to issue X.509 Version 3 public-key certificates to subscribers for use in applications requiring communication between networked computer-based systems.  Such applications include, but are not limited to, electronic mail; transmission of unclassified information; signature of electronic forms; contract formation signatures; signature on mobile code in order verify the integrity and source of mobile code; and authentication of infrastructure components such as web servers, firewalls, and directories.  The intended network backbone for these network security products is the Internet.

1.2 Identification

The ECA CP authorizes two levels of assurance.  The ECA Root CA will authorize the use of one or both assurance levels by individual ECA Subordinate CAs, depending on the compliance of that ECA Subordinate CA’s CPS for the level of assurance.  Each level of assurance has an object identifier (OID), to be asserted in certificates issued by Certification Authorities (CAs) who comply with the policy stipulations herein.  The OIDs are registered under Computer Security Objects Registry (CSOR) maintained by the National Institute of Standards and Technology (NIST).

{joint-iso-ccitt(2) country(16) us(840) organization(1) gov(101) csor(3) pki(2) cert-policy(1) eca-policies(12)}


id-eca-medium
ID::= {id-eca-policies 1}


id-eca-medium-hardware
ID::= {id-eca-policies 2}

No policy qualifiers will be asserted with these OIDs.
1.3 Community and Applicability

The following sections introduce the PKI and community roles involved in issuing and maintaining public key certificates.
1.3.1 PKI Authorities

1.3.1.1 External Policy Management Authority (EPMA)

The External Policy Management Authority (EPMA) is the overarching authority for the ECA PKI.  The EPMA is the Office of the Assistant Secretary of Defense for Network Information and Integration (OASD/NII). The EPMA will:

· Make decisions based upon recommendations by the DoD PKI Steering Group;
· Review and approve the ECA Certificate Policy (CP); review, coordinate, and promulgate changes to the ECA CP;

· Review and approve Certification Practice Statements (CPSs) to ensure that they meet the requirements of the ECA CP;

· Review the CPs of external organizations with which the ECA PKI is considering cross-certification;

· Approve and manage the participation of all ECA Vendor CAs;

· Provide timely and responsive coordination to facilitate ECA PKI usage by approved ECA Vendor CAs and Government Agencies through a consensus-building process;

· Establish, direct, revoke and terminate the ECA PKI Root CA;

· Approve and manage a compliance audit process to determine if the ECA Root CA is adequately meeting the stipulations of this CPS; and

· Make recommendations to the ECA Root CA regarding corrective actions, or other measures that might be appropriate, such as revocation of ECA Subordinate CA certificates or changes to this CPS.

1.3.1.2 ECA Root Certification Authority (Root CA)

The ECA Root CA is the top-level authority of the ECA PKI certification hierarchy, authorized by the EPMA to issue certificates to ECA Vendor CAs. There is a single Root CA for the ECA program with a backup ECA Root CA capability in another geographic location. The ECA Root CA assumes responsibility for the operation of the ECA Root CA, and the actions of the personnel who operate the ECA Root CA. The ECA Root CA follows the practices in this CPS in order to include only valid and appropriate information, and maintain evidence that due diligence was exercised in confirming the information. The ECA Root CA issues public key certificates to ECA Vendor CAs; ECA Vendor CAs issue certificates to Subscribers. The ECA Root CA does not sign Subscriber certificates.

1.3.1.3 ECA Vendor Certification Authority (Vendor CA)

This document uses the term “ECA Vendor CA” in a business or programmatic sense.  The term “ECA Subordinate CA” is used when describing the PKI technical architecture, in which the ECA Subordinate CA is subordinate to the ECA Root CA.  

The ECA Vendor Certification Authority (CA) is an entity authorized by the EPMA to issue certificates to ECA Subscribers. The ECA Subordinate CA assumes responsibility for the operation of the ECA Subordinate CA, and the actions of the personnel who operate the ECA Subordinate CA. An ECA Subordinate CA shall include only valid and appropriate information, and maintain evidence that due diligence was exercised in confirming the information. 

Vendor CAs are subordinate to the ECA Root CA. The nature of the subordination is described in this CPS and the CPS’(s) of those authorities, and implemented through procedures and certificate extensions.

1.3.1.4 Registration Authority (RA)

There is no RA associated with the operation of the ECA Root CA.

1.3.1.5 Certificate Management Authority (CMA)

This term is used to denote either a CA or an RA. 

1.3.2 Trusted Agents 

There are no Trusted Agents associated with the operation of the ECA Root CA.

1.3.3 Related Authorities 

These roles are not PKI authorities (i.e., are not in the certificate validation chain), but work with the CA to ensure proper and secure operation. The roles are:

1.3.3.1 Systems Administrator (SA)

The System Administrator (SA) is responsible for the operation and maintenance of the hardware and operating system of the ECA Root CA server. 

1.3.3.2 Information System Security Officer (ISSO)

The Information System Security Officer (ISSO) is responsible for the security of the ECA Root CA server, including technical and procedural controls.

1.3.3.3 Certificate Management Server Administrator (CMS/A)

The CMS Administrator is the trusted entity responsible for establishing and managing a PKI domain.

1.3.4 End Entities

1.3.4.1 Subscribers

Subscribers, as used in the CPS, are those who are issued public key certificates by an ECA Subordinate CA.  The ECA Root CA does not sign Subscriber certificates.

ECA Subordinate CAs who receive certificates from the ECA Root CA are not called Subscribers in this CPS; however, they are subject to Subscriber obligations specified in the ECA CP.

1.3.4.2 Relying Parties

A Relying Party is the entity who, by using another’s certificate to verify the integrity of a digitally signed message, to identify the creator of a message, or to establish confidential communications with the holder of the certificate, relies on the validity of the binding of the Subscriber’s name to a public key.  Relying Parties may use information in the certificate (such as certificate policy identifiers) to determine the suitability of the certificate for a particular use and do so at their own risk.

1.3.5 Applicability

The ECA PKI provides support of security services to a wide range of applications that protect various types of information, up to and including sensitive unclassified information.

Relying parties may rely on these certificates being issued with technical and procedural controls that meet the requirements for medium assurance applicability as defined in the ECA CP.

1.3.5.1 Level of Assurance

The level of assurance associated with a public key certificate is an assertion by an ECA Subordinate CA of the degree of confidence that a Relying Party may reasonably place in the binding of a Subscriber's public key to the identity and privileges asserted in the certificate. Level of assurance depends on the proper registration of Subscribers and the proper generation and management of the certificate and associated private keys, in accordance with the stipulations of this policy. Personnel, physical, procedural, and technical security controls contribute to the assurance level of the certificates issued by a certificate management system.

1.3.5.2 Factors in determining usage

The amount of reliance a relying party chooses to place on the certificate will be determined by various risk factors.  Specifically, the value of the information, the threat environment, and the existing protection of the information environment are used to determine the appropriate level of assurance of certificates required to protect and authenticate the information. 

1.3.5.3 Value of the Information

The value of the information has been separated into importance of the information relative to the achievement of ECA goals and objectives.  This includes the sensitivity of the information (e.g., business sensitive, financial, proprietary, or competition-sensitive information), criticality, or monetary value for electronic commerce applications.

1.3.5.4 Threat

Threat is any circumstance or event with the potential to cause harm.  In terms of information systems, harm includes destruction, disclosure or modification of data, processes, or processing components.  Threats to systems include environmental disasters, physical damage, system penetration, violation of authorization, human error, and communications monitoring or tampering.  

No formal technical threat analysis or technical security assessment has been performed on the present release of the operating system or application hardware.  The Root CA has been certified and accredited, which provides a level of assessment of the system within its environment.

1.3.5.5 Level of Environmental Protection

The data networks on which the certificates described in this policy will be used will have various levels of protection. Examples of mechanisms that provide network protection include network encryption, physical isolation, High Assurance Guards (HAG), and firewalls. These mechanisms are used to create a collection of system high networks and enclaves. The risk associated with the use of certificates on protected networks is reduced because: 

· access is limited to people authorized to use the system;

· for those with access, risk tolerance is low, due for example to the lack of anonymity on the system and its access points;

· risk is mitigated by multi-party access control.

1.3.5.6 General Usage

This section contains definitions for two levels of assurance, and guidance for their application.  The guidance is based on the previous discussion of information value and environmental protection.  Emphasis is placed on two types of activity: integrity and access control to information considered sensitive, and information related to electronic financial transactions, business information, and other e-commerce.  The final selection of the security mechanisms and level of strength and assurance requires a risk management process that addresses the specific mission and environment.  This risk analysis should be carried out by each relying party.  

Medium Assurance: This level is intended for applications handling sensitive medium value information, which may include:

· Non-repudiation for small and medium value financial transactions other than transactions involving issuance or acceptance of contracts and contract modifications;

· Authorization of payment for small and medium value financial transactions;

· Authorization of payment for small and medium value travel claims;

· Authorization of payment for small and medium value payroll; and

· Acceptance of payment for small and medium value financial transactions. 

Medium Hardware Assurance:  This level is intended for all applications operating in environments appropriate for medium assurance but which require a higher degree of assurance and technical non-repudiation.

· All applications appropriate for medium assurance certificates;

· Mobile code signing; and

· Applications performing contracting and contract modifications.

1.4 Contact Details

1.4.1 Specification administration organization

The EPMA is responsible for the definition, revision and promulgation of this CPS.  The EPMA is the Office of the Assistant Secretary of Defense for Networks and Information Integration, and its designees.

1.4.2 Contact Person

Questions regarding this CPS should be directed to:

EPMA
9800 SAVAGE RD STE 6737
FT MEADE MD 20755-6737

(410) 854-4900

pkieca@disa.mil

1.4.3 Person determining CPS suitability for the policy

The EPMA shall determine the suitability of this CPS to the ECA CP.

2 General Provisions

2.1 Obligations

The ECA Root CA will abide by all obligations defined in the ECA CP, by following the procedures defined in this CPS.

2.2 Liability

Subscribers and Relying Parties shall have no claim against the US Federal Government arising from use of the Subscriber’s certificate or a CMA’s determination to terminate a certificate.  In no event will the Government be liable for any losses, including direct or indirect, incidental, consequential, special, or punitive damages, arising out of or relating to any certificate issued or revoked by a CA approved under the ECA CP.

The ECA Vendor CA shall have no claim for loss against the EPMA, including but not limited to the revocation of the ECA Vendor CA’s certificate.

Subscribers and Relying Parties shall have no claim against the US Federal Government arising from erroneous certificate status information provided by the servers and services operated by the ECA and by the US Federal Government.

2.3 Financial Responsibility

2.3.1 Indemnification by Relying Parties and Subscribers

The DoD, EPMA, and ECA Root CA provide the services delineated in this CPS and the ECA CP for their own convenience and assurance and assume no financial responsibility for their use by relying parties.  

2.3.2 Fiduciary Relationships

Issuance of certificates in accordance with its CPS does not make the DoD, EPMA or the ECA Root CA an agent, fiduciary, trustee, or other representative of ECA subordinate CAs, Subscribers or Relying Parties.

2.4 Interpretation and Enforcement

2.4.1 Governing Law

The EPMA will be final authority on all disputes.  The laws of the United States govern this CPS.

2.4.2 Severability of provisions, survival, merger and notice

Should it be determined that one section of this policy is incorrect or invalid, the other sections shall remain in effect until the policy is updated.  Requirements for updating this policy are described in Section 8.  Responsibilities, requirements, and privileges of this document are merged to the newer edition upon release of that newer edition.

2.4.3 Dispute resolution procedures imposed on Subscribers

The ECA Root CA will refer any questions concerning the interpretation of this CPS to the EPMA at the address in Section 1.4.2.  The EPMA shall be the sole arbiter of disputes over the interpretation or applicability of this CPS.

2.5 Fees

The ECA Root CA does not charge any fees for issuing certificates to the ECA Vendor CAs.

2.6 Publication and Repository

2.6.1 Publication of CA information

The ECA Root CA will deliver its CPS to the EPMA and any other relevant authority. The ECA Root CA will provide the following information to the ECA Vendors to post to the vendor directory for use by subscribers and relying parties:

· Certificates issued to the Vendor ECAs that assert one or more of the policy OIDs listed in this CPS;

· The most recently issued CRL; and

· ECA Root CA self-signed certificate.  

The EPMA will maintain a copy of the ECA CP, and a summary of the ECA Root CA CPS at http://iase.disa.mil/pki/eca.  The CPS Summary will include sections 1, 2, 3, 4.1-4.4, and 8 of the full CPS.

The ECA Subordinate CA “Designated Individual” (as defined in Section 4.1) will ensure that ECA Subordinate CAs properly and securely post the certificates issued to them by the ECA Root CA.

2.6.2 Frequency of Publication

ECA Subordinate CA certificates are published in accordance with their CPS.    The ECA Root CA CRL is published as specified in Section 4.4.2.  All information is published promptly after creation or receipt.
2.6.3 Access Controls

The ECA Root CA does not operate a directory accessible or available to users or other systems.  Since ECA Root CA is off-line, any local databases or directories are accessible only to ECA Root CA operation staff with access to the ECA Root CA Server.

2.6.4 Repositories

The ECA Root CA does not operate a repository accessible to the users.

2.7 Compliance Audit

2.7.1 Frequency of Entity Compliance Audits

The ECA Root CA will arrange annually for independent inspections and compliance audits to validate that it is operating in accordance with the security practices and procedures laid out in this CPS.  Results of any compliance audit will be provided to the EPMA.

2.7.2 Identity/Qualifications of Compliance Auditor

The Root CA will be audited by the NSA COMSEC Account Procedures, Audit, and Training Branch. The mission of this branch is to perform audits of security information systems.

2.7.3 Compliance Auditor’s Relationship to Audited Party

The NSA COMSEC Account Procedures, Audit, and Training Branch is independent from and not organizationally subordinate to the Root CA.

2.7.4 Topic Covered by Audit

All aspects of the ECA Root CA operation described in this CPS will be covered by the compliance audit.

2.7.5 Actions Taken as a Result of Deficiency

If the ECA Root CA is found to not follow this policy during one of the inspections, the EPMA will be made aware of the problem.  The EPMA and ECA Root CA will discuss ways to remedy the problem and set a timetable as to when the problem must be fixed.  A subsequent compliance audit may be conducted to ensure that the problem has been fixed, at the discretion of the EPMA.  The ECA Root CA will not issue certificates while in a state of non-compliance.

2.7.6 Communications of Results

The compliance auditor shall report the results of a compliance audit in writing to the EPMA and the ECA Root CA.  The ECA Root CA shall communicate remedies to the EPMA.

2.8 Confidentiality

2.8.1 Types of information to be protected

The ECA Root CA does not collect information about the ECA Vendor CAs except that which is in the certificate request. The certificate request will be stored by the ECA Root CA and protected by physical access controls, and password where appropriate.  The ECA Vendor CA application information is kept in a safe under two-person control.  

2.8.2 Information release circumstances

The ECA Root CA will disclose ECA Subordinate CA certificate-related information to any third party when required by the ECA CP, by law, government rule or regulation, or order of a court of competent jurisdiction.  Any request for release of information shall be authenticated.

2.9 Intellectual Property Rights

The ECA Root CA maintains ownership of any public key certificate it issues.  Subscribers to the ECA Root CA maintain ownership of their private keys.  

3 Identification and Authentication

3.1 Initial Registration

3.1.1 Types of Names

The X.500 Distinguished Name (DN) of the ECA Root CA is [cn=ECA Root CA, ou=ECA, o=U.S. Government, c=US].  The Root CA will issue certificates to ECA Vendor CAs, whose certificates will contain DNs.

3.1.2 Need for Names to be Meaningful

The DNs of ECA Subordinate CAs whose certificates are signed by the ECA Root CA will use the format [<cn=ECA CA name>, <ou=ECA Company Name>, ou=ECA, o=U.S. Government, c=US]. The certificates will assert that they are a CA certificate, and the CN will identify the CA as an ECA Subordinate CA.  This DN structure has been properly coordinated with the EPMA.  

3.1.3 Rules for Interpreting Various Name Forms

ECA Root CA recognizes only DNs, which should follow the X.500 Internet standard for interpretation.

3.1.4 Uniqueness of Names

ECA Subordinate CA name will contain OU = <ECA Company Name> to ensure that each ECA Subordinate CA name is unique. 

3.1.5 Name Claim Dispute Resolution Procedure

The EPMA will ensure that Common Names in certificates issued by the ECA Root CA are unique and appropriate to the subject CA. The Common Name for an approved ECA Vendor CA will appear on the approval letter in Section 4.1.  In the unlikely event of a name claim dispute, the EPMA will resolve the dispute. 

3.1.6 Recognition, Authentication, and Role of Trademarks

The ECA Root CA shall not knowingly issue a certificate including a name that a court of competent jurisdiction has determined infringes the trademark of another.  It is not subsequently required to issue that name to the rightful owner if it has already issued a certificate under that name to someone else.  The ECA Root CA will not research trademarks or resolve trademark disputes.

3.1.7 Method to Prove Possession of Private Key

The ECA Subordinate CA will designate an individual to certify that a private key has been generated, is under proper protection as described in Section 6.2.2, and corresponds to a public key in a certificate request that is being transported to the ECA Root CA.  The individual must be the same person that presents the certificate request to the ECA Root CA in person to ensure an unbroken chain of custody.  This “Designated Individual” will be officially named  by the EPMA ahead of time via a formal letter, as described in Section 4.1.  

3.1.8 Authentication of Organization Identity

The ECA Root CA will rely on the EPMA to authenticate the ECA Vendor and its representative as specified in Section 4.1 and according to the In-Person Authentication or Electronic Authentication methodology specified in the ECA CP.

3.1.9 Authentication of Individual Identity

As described in Section 4.1, the EPMA will issue a formal letter that includes the identity of the individual approved to present the certificate request.  The Designated Individual must deliver the request.  The identity of this person will be authenticated onsite at the Root CA by requiring him to provide two official identification credentials, at least one of which must be a photo ID such as a drivers license.  

Additionally, the Root CA shall record the following information for each certificate issued to an ECA Vendor CA:

· The identity of the Root CA official performing the identification;

· A signed declaration by that person that he verified the identity of the Subscriber; 

· The method used to authenticate the individual’s identity, including identification type and unique numeric or alphanumeric identifier if available; and 

· The date of the verification.  

The process documentation must also include a declaration of identity from the ECA Vendor CA’s Designated Individual.  This declaration shall be signed with a handwritten signature in the presence of the Root CA official performing the identity authentication.

3.1.10 Authentication of Component Identity

Not applicable since ECA Root CA does not issue certificates to components.

3.2 Certificate Renewal, Update, and Routine Re-Key

3.2.1 Certificate Re-Key

Certificate re-key requirements for the ECA Root CA and ECA Vendor CAs are described in Section 4.7 of the ECA Root CA CPS.

3.2.2 Certificate Renewal

The ECA Root CA certificate will not be renewed; it will only be re-keyed.  Certificates issued by the ECA Root CA will not be renewed; they will only be re-keyed.

3.2.3 Certificate Update

The ECA Root CA certificate will not be updated; it will only be re-keyed. Certificates issued by the ECA Root CA will not be updated; they will only be re-keyed.

3.3 obtaining a new certificate After Revocation

If the ECA Root CA certificate is revoked, the entire ECA PKI system will be reestablished.  An ECA Subordinate CA that is revoked will perform initial keying requirements for re-key after a revocation.

If the revocation is for the purpose of decommissioning the CA, the ECA Root CA will then direct the CA to zeroize all copies of its certificate signing cryptographic module. If the revocation is due to compromise, but the cryptographic module itself has not been compromised, the Root CA will then direct the revoked CA to zeroize all copies of its certificate signing cryptographic module, generate a new CA signing key, have the public key certified by the Root CA, and reissue its Subscriber certificates, in accordance with the various applicable Sections of this CPS.  If the activation data tokens of the cryptographic module have been compromised, the CA will additionally obtain new activation data tokens.

If the EPMA decides to revoke the Root CA certificate, it will inform the Root CA, who will generate and publish a CRL containing its own certificate, and any CA certificates it has issued. The Root CA will then zeroize its certificate signing cryptographic module. If the Root CA is directed to continue operating, the Root CA will then resign all CA certificates with a new Root CA private signing key. If the activation data tokens of the Root CA cryptographic module have been compromised, the Root CA will additionally obtain new activation data tokens.

3.4 Revocation Request

The EPMA will authenticate and review any requests for revocation of the ECA Root CA certificate or an ECA Subordinate CA certificate, and will determine if and when the ECA Root CA certificate or an ECA Subordinate CA certificate will be revoked.

4 Operational Requirements

4.1 Certificate Application

The EPMA will determine when to establish an ECA Vendor CA.  The EPMA will then send a formal letter to the approved ECA Vendor CA, with a copy to the ECA Root CA, which will provide approval for:

· ECA Vendor CA’s participation in the ECA PKI Program

· ECA Vendor CA’s CPS 

· ECA Vendor CA’s “Designated Individual” to present the subordinate CA certificate request to the ECA Root CA

· ECA Subordinate CA’s certificate Common Name

· ECA Root CA to generate the subordinate CA certificate

The Designated Individual from the ECA Vendor CA will hand carry the subordinate CA certificate request to the ECA Root CA, along with the approval letter from the EPMA.  Every ECA Subordinate CA will be required to undergo an initial compliance audit.  

4.2 Certificate Issuance

The ECA Root CA will verify the identity of the Designated Individual delivering the certificate request (in accordance with Section 3.1.9), then build, sign, and issue a subordinate CA certificate. The subordinate CA certificate will be output onto portable media and presented to the Designated Individual, who will then hand carry it back to the ECA Subordinate CA site to be installed on their ECA Subordinate CA server. A record of this transaction will be generated and kept for archive.

4.2.1 Delivery of ECA Subordinate CA’s Private Key to the ECA Subordinate CA

Not applicable since the ECA Root CA will not generate ECA Vendor CA private keys.

4.2.2 CA Public Key Delivery to Subscribers

The ECA Root CA public key will be presented to the ECA Subordinate CA’s Designated Individual at the same time and on the same portable media as the subordinate CA certificate.  At this time, the Root CA will present the Designated Individual with a separate copy of the SHA-1 fingerprint of the ECA Root certificate.  A record of this transaction will be generated and kept for archive.  The ECA Subordinate CA’s Designated Individual is responsible for ensuring that both the subordinate CA certificate and the ECA Root CA public key are transported to the ECA Subordinate CA’s site and installed on their ECA Subordinate CA server in a proper and secure fashion.  The Designated Individual will compare the SHA-1 fingerprint of the ECA Root certificate to the certificate on his disk right before installing the ECA Root certificate at the ECA Vendor site.  Providing the ECA Root CA certificate securely to subscribers is the responsibility of ECA Vendors. For DoD relying parties, the ECA Root CA certificate will be posted on a secure website; the website will be secured using at least a DoD Class 3 certificate.   

4.3 Certificate Acceptance

The ECA Subordinate CA certificate is considered accepted at the time the ECA Root CA signs it. The ECA Vendor CA is deemed to be aware of its obligations as it has indicated in its CPS (i.e., the ECA's CPS constitutes its user agreement).

4.4 Certificate Suspension and Revocation

4.4.1 Revocation

4.4.1.1 Circumstances for Revocation

The ECA Root CA certificate will be revoked for reason of compromise, if the certificate is not working properly, or if the EPMA decides to discontinue the ECA PKI program.

ECA Subordinate CA certificates will be revoked for the following reasons:

· Compromise;

· Determination by the EPMA that the ECA Subordinate CA is in willful violation of its CPS, and subsequent attempts to correct the situation have been unsatisfactory;

· Notification by the ECA Vendor to the EPMA of the ECA Vendor’s decision to discontinue participation in the ECA PKI program; or

· Decision by the EPMA to discontinue the ECA PKI program.

4.4.1.2 Who can request Revocation?

Anyone with evidence of compromise of the ECA Root CA or an ECA Subordinate CA must immediately present that evidence to the ECA Root CA or the EPMA.  ECA Subordinate CA procedures are in their respective CPS. 

4.4.1.3 Procedure for Revocation Request

The EPMA will use a verifiable method to inform the ECA Root CA of the need to revoke the Root or ECA Subordinate CA certificate.  The method may be a signed and encrypted e-mail (DoD PKI Class 3 hardware) or a signed paper document delivered in person or via fax.  The ECA Root CA will authenticate the request before proceeding.  If an ECA Subordinate CA certificate is revoked, the Root CA will generate and publish a CRL containing the serial number of the revoked ECA Subordinate CA’s certificate.  If the ECA Root CA certificate is revoked, the Root CA will generate and publish a CRL containing the ECA Root CA certificate serial number and all ECA Subordinate CA certificate serial numbers.  All communications among the EPMA, the ECA Root CA, and any ECA Subordinate CAs, following a decision to revoke a Root CA or CA certificate, will be documented in writing.

ECA Subordinate CA revocation request procedures are in their respective CPS.

4.4.1.4 Revocation Request Grace Period

There will be no grace period for revocations.  The Root CA will need to complete a certificate revocation request within 18 hours in order to comply with the CRL issuance requirement in Section 4.4.3 in the ECA Root CA CPS.

4.4.2 Suspension

The ECA Root CA does not support certificate suspension.

4.4.3 Certificate Revocation Lists

4.4.3.1 CRL Issuance Frequency

The ECA Root CA will issue a CRL every 14 days, with CRL 'nextUpdate' fields set to the value of 'thisUpdate' plus 28 days.  The CRL will be issued, even if there are no changes or updates to be made, to assure users that they are being provided the current revocation information.  The ECA Root CA will issue a CRL as quickly as feasible, but within 18 hours of notice of the need to revoke any subordinate CA certificate for any reason.
The ECA Root CA CRL is written to portable media (since the ECA Root CA is not networked) and transmitted via secure email to the directory sites maintained by the ECA Vendors.
4.4.3.2 CRL Checking Requirements

Use of revoked certificates could have damaging or catastrophic consequences in certain applications. The matter of how often new revocation data should be obtained is a determination to be made by the Relying Party and the system accreditor. If it is temporarily infeasible to obtain revocation information, then the Relying Party must either reject use of the certificate, or make an informed decision to accept the risk, responsibility, and consequences for using a certificate whose authenticity cannot be guaranteed to the standards of this policy. 
4.4.4 On-Line Status Checking

The ECA Root CA does not support on-line status checking.

4.4.5 Other Forms of Revocation Advertisements Available

The ECA Root CA will not use any form of revocation notification mechanism other than CRLs.

4.4.6 Special Requirements Related to Key Compromise

The ECA Root CA does not use reason codes.  The ECA Root CA will issue a CRL in accordance with Section 4.4.3 of the ECA Root CA CPS if an ECA Subordinate CA or ECA Root CA certificate must be revoked because of compromise.

8 certificate policy Administration

8.1 Specification Change Procedures

Errors, updates, or suggested changes to this document will be communicated to the contact in section 1.4 in writing as they are identified.  Such communications include a description of the proposed change, a change justification, and contact information for the person requesting the change in a format determined by the EPMA.  

All policy changes under consideration by the EPMA shall be disseminated to interested parties (see Section 8.2) for a period of at least one month.

The EPMA is the final authority for determining compliance of this CPS with the certificate policy identified in Section 1.2; therefore, it shall give final approval for changes to this CPS in terms of that compliance. A new CPS will replace an older one in its entirety; a new CPS will address continuity between old practices and new.

8.2 Publication and Notification Policies

The ECA CP and this CPS will be posted on the ECA website named in Section 2.6.1 and on the ECA Vendor Websites.

8.3 CPS and external policy Approval Procedures

The EPMA will make the determination that this CPS complies with the ECA CP.   The EPMA will also make the determination that an ECA Subordinate CA CPS complies with the ECA CP prior to the ECA Root CA signing a subordinate CA certificate request from that CA.

8.4 Waivers

The CMS/A, SA, or ISSO may request a waiver in writing through approved channels to the EPMA.  The EPMA will decide if a variation in practice is acceptable under current policy.  The decision will be issued in writing.  Waivers issued with respect to this CPS will be posted on the ECA website named in Section 2.6.1.
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Appendix B:  Acronyms and abbreviations

	CA
	Certification Authority

	CMA
	Certificate Management Authority

	CMS
	Certificate Management Server

	CN
	Common Name

	CP
	Certificate Policy

	CPS
	Certification Practice Statement

	CRL
	Certificate Revocation List

	CSOR
	Computer Security Objects Registry

	DN
	Distinguished Name

	ECA
	External Certification Authority

	EPMA
	ECA Policy Management Authority

	FIPS
	Federal Information Processing Standard

	ISSO
	Information Systems Security Officer

	LDAP
	Lightweight Directory Access Protocol

	NISCAP
	National Security Agency Information System Certification and Accreditation Program

	NIST
	National Institute of Standards and Technology

	OID
	Object Identifier

	OU
	Organizational Unit

	PKCS
	Public Key Certificate Standard

	PKI
	Public Key Infrastructure

	RA
	Registration Authority

	RSA
	Rivest, Shamir, Adleman (encryption algorithm)

	SA
	Systems Administrator


APPENDIX C:  GLOSSARY

The source for the definitions in this glossary is provided in brackets at the end of each entry. 

	access
	Ability to make use of any information system (IS) resource. [NS4009]

	access control
	Process of granting access to information system resources only to authorized users, programs, processes, or other systems. [NS4009]

	accreditation
	Formal declaration by a Designated Approving Authority that an IS is approved to operate in a particular security mode using a prescribed set of safeguards at an acceptable level of risk. [NS4009]

	archive
	Copying files to a long-term storage medium for backup. 

	audit
	Independent review and examination of records and activities to assess the adequacy of system controls, to ensure compliance with established policies and operational procedures, and to recommend necessary changes in controls, policies, or procedures. [NS4009]

	audit data
	Chronological record of system activities to enable the reconstruction and examination of the sequence of events and changes in an event. [NS4009, "audit trail"]

	authentication
	Security measure designed to establish the validity of a transmission, message, or originator, or a means of verifying an individual's authorization to receive specific categories of information. [NS4009]

	backup
	Copying files to a second medium, such as a disk or tape, as a precaution in case the first medium fails. 

	binding
	Process of associating two related elements of information. [NS4009]

	certificate
	A digital representation of information which at least (1) identifies the certification authority issuing it, (2) names or identifies its Subscriber, (3) contains the Subscriber's public key, (4) identifies its operational period, and (5) is digitally signed by the certification authority issuing it. [DIGSIG]

	Certificate Revocation List (CRL)
	A list containing certificates still within their validity interval, but no longer representing a valid binding between a public key and a DN or privilege.  CRLs are created by all certificate-issuing authorities, and are posted to the directory.  

	Certification Authority (CA)
	An authority trusted by one or more users to create and assign certificates. [ISO9594-8]

	Compromise
	Disclosure of information to unauthorized persons, or a violation of the security policy of a system in which unauthorized intentional or unintentional disclosure, modification, destruction, or loss of an object may have occurred. [NS4009]

	confidentiality
	Assurance that information is not disclosed to unauthorized entities or processes. [NS4009]

	cryptographic module (Chrysalis hardware security token)
	The set of hardware, software, firmware, or some combination thereof that implements cryptographic logic or processes, including cryptographic algorithms, and is contained within the cryptographic boundary of the module. [FIPS1401]

	Designated Individual
	That person from the ECA Vendor CA approved by the EPMA to generate the subordinate CA key pair, present the certificate request to the ECA Root CA, and deliver/install the subordinate CA certificate and ECA Root CA certificate at the ECA vendor site.  

	directory
	Also known as a repository, the directory is any type of public server from which an end entity can obtain the public security data.  This could be a server or a X.500 Directory System Agent.  [SMICMP]

	External Policy Management Authority (EPMA)
	Authority that oversees the creation and update of Certificate Policies, reviews Certification Practice Statements, reviews the results of CA audits for policy compliance, evaluates non-domain policies for acceptance within the domain, and generally oversees and manages the PKI certificate policies.

	firewall
	Gateway that limits access between networks in accordance with local security policy. [NS4009]

	Information System Security Officer (ISSO)
	Person responsible to the designated approving authority for ensuring the security of an information system throughout its lifecycle, from design through disposal. [NS4009]

	inside threat
	An entity with authorized access that has the potential to harm an information system through destruction, disclosure, modification of data, and/or denial of service.  [USDDCP]

	integrity
	Protection against unauthorized modification or destruction of information. [NS4009]

	intellectual property
	Useful artistic, technical, and/or industrial information, knowledge or ideas that convey ownership and control of tangible or virtual usage and/or representation.  [USDDCP]

	key escrow
	A deposit of the private key of a Subscriber and other pertinent information pursuant to an escrow agreement or similar contract binding upon the Subscriber, the terms of which require one or more agents to hold the Subscriber's private key for the benefit of the Subscriber, an employer, or other party, upon provisions set forth in the agreement. [adapted from DIGSIG, "Commercial key escrow service"]

	key exchange
	The process of exchanging public keys (and other information) in order to establish secure  communication.  [USDDCP]

	naming authority
	An organizational entity responsible for assigning distinguished names (DNs) and for assuring that each DN is meaningful and unique within its domain.  [USDDCP]

	non-repudiation
	Assurance that the sender is provided with proof of delivery and that the recipient is provided with proof of the sender's identity so that neither can later deny having processed the data. [NS4009]

	PKI Sponsor
	Fills the role of a Subscriber for non-human system components that are named as public key certificate subjects, and is responsible for meeting the obligations of Subscribers as defined throughout this document. [USDDCP]

	ECA Policy Management Authority (EPMA)
	Body established to oversee the creation and update of ECA Certificate Policies, review ECA Certification Practice Statements, review the results of ECA CA audits for policy compliance, evaluate non-domain policies for acceptance within the domain, and generally oversee and manage the ECA PKI certificate policies. [USDDCP] 

	privacy
	State in which data and system access is restricted to the intended user community and target recipient(s).  [USDDCP]

	Public Key Infrastructure (PKI)
	Framework established to issue, maintain, and revoke public key certificates.  [USDDCP]

	Registration Authority (RA)
	Entity responsible for identification and authentication of certificate subjects that has automated equipment for the communication of subscriber data to Certification Authorities and does not sign or directly revoke certificates.   [USDDCP]

	rekey (a certificate)
	To change the value of a cryptographic key that is being used in a cryptographic system application.  [USDDCP]

	relying party
	A person who has received a certificate and a digital signature verifiable with reference to a public key listed in the certificate, and is in a position to rely on them.  [ABADSG]

	renew (a certificate)
	The act or process of extending the validity of the data binding asserted by a public key certificate by issuing a new certificate.  [USDDCP]

	repository
	A trustworthy system for storing and retrieving certificates or other information relevant to certificates. [DIGSIG]

	risk
	An expectation of loss expressed as the probability that a particular threat will exploit a particular vulnerability with a particular harmful result.  [USDDCP]

	risk tolerance
	The level of risk an entity is willing to assume in order to achieve a potential desired result.  [USDDCP]

	root CA
	In a hierarchical PKI, the CA whose public key serves as the most trusted datum (i.e., the beginning of trust paths) for a security domain.  [USDDCP]

	server
	A system entity that provides a service in response to requests from clients.  [USDDCP]

	subscriber
	An entity that (1) is the subject named or identified in a certificate issued to such an entity, and (2) holds a private key that corresponds to a public key listed in that certificate. [DIGSIG]

	technical non-repudiation
	The contribution public key mechanisms make to the provision of technical evidence supporting a non-repudiation security service.  [USDDCP]

	threat
	Any circumstance or event with the potential to cause harm to an information system in the form of destruction, disclosure, adverse modification of data, and/or denial of service. [NS4009]

	update (a certificate)
	The act or process by which  data items bound in an existing public key certificate, especially authorizations granted to the subject, are changed by issuing a new certificate.  [USDDCP]

	X.500
	A series of ITU-T standards for electronic messaging.

	X.509 Version 3
	An ITU-T standard that extends X.509 Version 1 to allow for a series of certificate extensions that convey extra certificate information.

	zeroize
	A method of erasing electronically stored data by altering the contents of the data storage so as to prevent the recovery of the data. [FIPS1401]



