
Introduction to the
External Certificate Authority (ECA)
Public Key Infrastructure (PKI)

Background

Department of Defense (DoD) policy requires that web-based applications and networks use digital certificates for user authentication and that email be digitally signed.  While all individuals who sit at DoD facilities, including military and civilian employees and contractor personnel will be issued a DoD Common Access Card (CAC) containing certificates issued by the DoD Public Key Infrastructure (PKI), there are many external entities and organizations that the DoD communicates with, through access to DoD applications and via email, that will not be issued DoD PKI digital certificates.  The External Certificate Authority (ECA) program is designed to provide a mechanism for these external entities and organizations to get certificates that have been approved by the DoD as meeting the required DoD assurance level for binding the identity of the named certificate holder to the public key contained in the certificate.

The ECA program is the successor to the Interim External Certificate Authority (IECA) program that has been in effect since 1999.  However, unlike the IECA program, the ECA program is not restricted for use only by DoD applications.  Also unlike the IECA program, the ECA program operates under its own Certificate Policy (CP).  This CP defines two levels of assurance, Medium and Medium Hardware, which have been reviewed and approved by the DoD Certificate Policy Management Working Group (CPMWG) as providing equivalent protection to the DoD Class 3 and Class 3 Hardware assurance level requirements.

ECA Structure
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The ECA PKI is a hierarchical PKI with a Root Certificate Authority (CA) and a single layer of subordinate CAs.  The Root CA is hosted by NSA.  Subordinate CAs, called ECAs, are owned and operated by commercial vendors.  Figure 1 shows the hierarchical ECA PKI.
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Each ECA is required to submit a Certificate Practice Statement (CPS) that is evaluated against the ECA CP.  If the ECA CPS is determined to be compliant with the ECA CP, then the ECA Policy Management Authority (EPMA) and the commercial vendor sign a Memorandum of Agreement.  The ECA is then issued a subordinate CA certificate by the ECA Root CA.  Unlike the DoD PKI, ECAs may charge fees to subscribers to issue certificates.  It has been determined that certificate fees are allowable as Other Direct Costs (ODCs).  ECAs are prohibited from charging fees for access to certificate validation information and are required to publish Certificate Revocation Lists (CRLs).

ECAs may issue certificates with lifetimes up to three years.  Certificate types supported by the ECA CP include identity, encryption, component, and mobile code certificates.  Each ECA may choose which types of certificates and which assurance levels are supported by that ECA, and must clearly state this information in their CPS.

ECA Community of Interest

ECA PKI certificates may be used for communication between subscribers or with government representatives at local, state, and federal levels.  The ECA PKI supports two assurance levels, Medium and Medium Hardware.  Medium certificates are intended for use by applications handling sensitive medium value information.  Medium Hardware certificates are intended for use by applications operating in environments appropriate for medium assurance but which require a higher degree of assurance and technical non-repudiation.

Subscribers of the ECA PKI include the following entities that conduct business with a US government agency at a local, state, or Federal level:

· Employees of business acting in the capacity of an employee;

· Employees of state and local governments;

· Individuals; and

· Infrastructure components.

Other CP Highlights

Distinguished Names

ECAs are required to maintain name uniqueness within their ECA.  Since each ECA will have a unique name, all ECA certificates will have unique distinguished names.  ECA certificate distinguished names will have the following format

<cn=Subscriber Name>, <ou=Subscriber Company Name >, <ou=ECA Company Name>, ou=ECA, o=U.S. Government, c=US

ECA Company name is the name of the ECA that issued the certificate, Subscriber Company Name is the name of the company that the subscriber is representing, and Subscriber Name is the common name of the subscriber.  ECAs are required to define the format of the Subscriber Name in their CPSs.

Key Escrow
ECAs are required to support escrow services for private keys associated with encryption services.  Key escrow and recovery must be described in a Key Recovery Practice Statement (KRPS) submitted by the ECA along with the CPS.  This KRPS must be compliant with the ECA Key Recovery Policy.  The decision to escrow any given private key is made at the time of certificate request by the entity requesting the certificate.  Although law enforcement may request recovery of escrowed private encryption keys, the government cannot generally request recovery of escrowed keys.  Instead, the named subscriber or a representative of the organization that the subscriber belongs to may request recovery of keys.  ECAs may charge fees for key recovery services.

Liability

ECAs are required to accept liability for improper actions.  Liability loss limits are permitted, with minimum limitations set at least $1,000 per transaction and $1,000,000 per incident.  Actual liability limitations are defined by each ECA in their CPS.  Neither subscribers nor relying parties may have claim against the US Federal Government.

Object Identifiers

ECAs will not use the DoD policy Object Identifiers (OIDs).  Instead, ECA certificates will assert one of two OIDs registered under Computer Security Objects Registry (CSOR) maintained by the National Institute of Standards and Technology (NIST).

{joint-iso-ccitt(2) country(16) us(840) organization(1) gov(101) csor(3) pki(2) cert-policy(1) eca-policies(12)}


id-eca-medium
ID::= {id-eca-policies 1}


id-eca-medium-hardware
ID::= {id-eca-policies 2}

Using ECAs

Within the DoD, the primary uses for ECA certificates will be electronic mail and authentication to private web servers.  Although ECA certificates are approved for use within the DoD, it is important to note that certificates are authentication credentials only.  Holding an ECA (or a DoD PKI) certificate shows that the identity of the named subscriber has been validated up to the level of assurance claimed by the certificate.  Holding a certificate does not imply authorization of that entity.  Since ECA vendors will issue certificates to any entity that is willing to pay the ECA fee and can show proper identification credentials, it is especially important that ECA certificates not be used as a primary access control mechanism.  Instead, ECA certificates can be used as an authentication mechanism and mapped to an access control list to determine privilege and authorization.
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The technical mechanism for accepting ECA certificates is to add the ECA Root CA to the trust list for the application.  Figure 2 shows an application trusting both the DoD and ECA PKIs.

Figure 3 shows a public key enabled application.  First the client presents a certificate to the system.  Then the system determines if the certificate is valid by ensuring it was issued by a trusted PKI and has not been revoked.  Then the identity asserted in the certificate is mapped to an access control list, which identifies which data areas the named subscriber is allowed to access.  In this scenario, if the client has not been granted access, once the application successfully validates the client’s certificate, there will be no mapping between the identity asserted in the certificate and the access control list, so the client will not be granted access.

Status of ECA Program

The ECA program is anticipated to be fully operational by summer 2003.  

The status of key ECA documentation is as follows:

· ECA CP - complete and approved by the CPMWG;

· ECA KRP- final draft;

· Root CA CPS - final draft; and

· JITC ECA Master Test Plan - working draft.

The hardware for the ECA Root CA has been delivered and the PKI PMO is working towards installing and operating the Root CA.

Although the intent is to eventually allow commercial vendors who wish to join the ECA program to submit CPSs for review, initially the current IECAs, Operational Research Consultants (ORC), Digital Signature Trust (DST), and Verisign will be transitioning their IECA offerings to ECAs.

For more information about these vendors’ ECA offerings, contact them directly.

For more information on the ECAs go to pkieca@ncr.disa.milhttp://iase.disa.mil/pki/eca/index.html

 or email .
Figure � SEQ Figure \* ARABIC �1�: ECA PKI





Figure � SEQ Figure \* ARABIC �2�:  Trusting the ECA PKI





Figure � SEQ Figure \* ARABIC �3�:  Public Key Enabled Application
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