IECA Self-Signed Certificates

	Field
	IECA Trust Anchor

	Version
	V3 (2)

	Serial Number
	Must be unique

	Issuer Signature Algorithm
	sha-1WithRSAEncryption


	Issuer Distinguished Name
	<cn=company name>
(optional), ou=IECA-n, ou=Contractor, ou=PKI, ou=DOD, o=U.S. Government, c=US

	Validity Period

	3 years from date of issue

	Subject Distinguished Name
	<cn=company name>
(optional), ou=IECA-n, ou=Contractor, ou=PKI, ou=DOD, o=U.S. Government, c=US

	Subject Public Key Information
	1024 bit RSA key modulus, rsaEncryption


	Issuer Unique Identifier
	Not Present

	Subject Unique Identifier
	Not Present

	Issuer’s Signature
	sha-1WithRSAEncryption



	Extensions
	

	Authority key identifier
	Octet String


	subject key identifier
	Octet String


	key usage
	c=yes; 
digitalSignature, keyCertSign,
cRLSign

	Extended key usage
	Not Present

	Private key usage period
	Not Present

	Certificate policies
	c=no; Policy ID


	Policy Mapping
	Not Present

	subject Alternative Name
	Not Present

	Issuer Alternative Name
	Not Present

	Subject Directory Attributes
	Not Present

	Basic Constraints
	c=yes;
cA=True;
no path length constraint

	Name Constraints
	Not Present

	Policy Constraints
	Not Present

	CRL Distribution Points
	Not Present


IECA Issued End-Entity Certificates

	Field
	Identity Certificate
	Encryption Certificate
	Web Server Certificate

	Version
	V3 (2)
	V3 (2)
	V3 (2)

	Serial Number
	Must be unique
	Must be unique
	Must be unique

	Issuer Signature Algorithm
	Same as IECA certificate
	Same as IECA certificate
	sha-1WithRSAEncryption

	Issuer Distinguished Name
	Same as IECA certificate
	Same as IECA certificate
	Same as IECA certificate

	Validity Period3
	1 year from date of issue
	1 year from date of issue
	1 year from date of issue

	Subject Distinguished Name

	cn=Name|UID, ou=CompanyName (optional),   ou=IECA-n, ou=Contractor, ou=PKI, ou=DOD, o=U.S. Government, c=US
	cn=Name|UID, ou=CompanyName (optional),    ou=IECA-n, ou=Contractor, ou=PKI, ou=DOD, o=U.S. Government, c=US
	cn=Host Address, ou=CompanyName (optional),    ou=IECA-n, ou=Contractor, ou=PKI, ou=DoD, o=U.S. Government, c=US

	Subject Public Key Information
	1024 bit RSA key modulus, rsaEncryption
	1024 bit RSA key modulus, rsaEncryption
	1024 bit RSA key modulus, rsaEncryption

	Issuer Unique Identifier
	Not Present
	Not Present
	Not Present

	Subject Unique Identifier
	Not Present
	Not Present
	Not Present

	Issuer’s Signature
	sha-1WithRSAEncryption
	sha-1WithRSAEncryption
	sha-1WithRSAEncryption

	Extensions

	authority key identifier

	c=no
	c=no
	c=no

	subject key identifier

	c=no
	c=no
	c=no

	key usage
	c=yes;
digitalSignature, nonRepudiation
	c=yes; 
 keyEncipherment
	c=yes;  keyEncipherment, digitalSignature

	Extended key usage
	Not Present
	Not Present
	Not Present

	Private key usage period
	Not Present
	Not Present
	Not Present

	Certificate policies
	c=no;  Policy ID

	c=no;  Policy ID

	c=no;  Policy ID


	Policy Mapping
	Not Present
	Not Present
	Not Present

	subject Alternative Name
	c=no

always present

contains RFC822 email address
	c=no

always present

contains RFC822 email address
	Not Present

	Issuer Alternative Name
	Not Present
	Not Present
	Not Present 

	Subject Directory Attributes
	Not Present
	Not Present
	Not Present

	Basic Constraints
	c=yes;
cA=False (default) optional
	c=yes;
cA=False (default)

optional
	c=yes;
cA=False (default)

optional

	Name Constraints
	Not Present
	Not Present
	Not Present

	Policy Constraints
	Not Present
	Not Present
	Not Present

	CRL Distribution Points

	c = no;  always present
	c = no; always present
	c = no; always present


IECA Issued CRL

	Field
	IECA Trust Anchor

	Version
	V1 (0)

	Issuer Signature Algorithm
	sha-1WithRSAEncryption


	Issuer Distinguished Name
	<cn=company name>
(optional), ou=IECA-n, ou=Contractor, ou=PKI, ou=DOD, o=U.S. Government, c=US

	thisUpdate
	UTCT

	nextUpdate
	UTCT; thisUpdate + one week

	Revoked certificates list
	0 or more 2-tuple of certificate serial number and revocation date (in UTCT)


� The OID will be the RSA registered OID {1 2 840 113549 1 1 5} rather than the OIW OID prescribed.


� The company name must be approved by DOD PMO


� The values will be in the UTC Time format. The notBefore component will be the certificate’s issue date. The notAfter component will be midnight on the day ending the duration given in the table.


� The company name must be approved by DOD PMO


� The OID will be the RSA registered OID {1 2 840 113549 1 1 1}.


� The OID will be the RSA registered OID {1 2 840 113549 1 1 5} rather than the OIW OID prescribed.


� The value of this field is the 20 byte SHA-1 hash of the binary DER encoding of the signing CA’s public key information.


� The value of this field is the 20 byte SHA-1 hash of the binary DER encoding of the signing CA’s public key information.


� Policy OID will be {2 16 840 1 101 2 1 11 5}.  Policy qualifiers will not be used.





� UID will be 10 numeric, ASCII digits. IECA-1 is assigned 1000000000-1000099999.  IECA-2 is assigned 1000100000-1000199999.  IECA-3 is assigned 1000200000-1000299999.  IECA-4 is assigned 1000300000-1000399999.  IECA-5 is assigned 1000400000-1000499999.


� The value of this field is the 20 byte SHA-1 hash of the binary DER encoding of the signing CA’s public key information.


� The value of this field is the 20 byte SHA-1 hash of the binary DER encoding of the subject’s public key information.


� Policy OID will be {2 16 840 1 101 2 1 11 5}.  Policy qualifiers will not be used.


� Policy OID will be {2 16 840 1 101 2 1 11 5}.  Policy qualifiers will not be used.


� Policy OID will be {2 16 840 1 101 2 1 11 5}.  Policy qualifiers will not be used.


� The CRL distribution point extension shall only populate the distributionPoint field.  The field shall only contain the URI name form.  The reasons and cRLIssuer fields shall not be populated. The CRL shall point to a full and complete CRL only (i.e., a CRL that does NOT contain the issuer distribution point extension).


� The OID will be the RSA registered OID {1 2 840 113549 1 1 5} rather than the OIW OID prescribed.


� The company name must be approved by DOD PMO





