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Preface

The Department of Defense has designated four commercial vendors to issue public key certificates to private individuals who need to conduct business electronically with DoD organizations. These certificates allow their holders to digitally sign electronic correspondence and documents, as well as to exchange encrypted e-mail with organizations and individuals in the DoD. This paper discusses aspects of these designated Interim External Certificate Authorities (IECA) issuing server certificates.

The discussion first addresses why the ECA program exists and what ECA certificates mean. Next it addresses which business entities may need to use a DoD IECA server certificate instead of a commercial certificate. The next section describes required aspects of the certificate registration process. Finally, the document provides the server certificate profile. The goal is to provide for procedures that will be workable for the IECAs and their customers, while maintaining the appropriate level of assurance for DoD.
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The ECA Concept and Assurance

Organizations, including the DoD, use PKI to assure reliability of digital information. The DoD PKI Certificate Policy describes the levels of assurance as relating the reliability of binding the holder of a digital certificate with the certificate and especially its associated private key. The procedures and mechanisms for registering the user and creating the certificate as well as the protection of the private key over the usable lifetime of the certificate influence that reliability, and the assurance level. 

The DoD PKI currently issues PKI certificates with Class 3 assurance, and the target assurance level is Class 4. The ECA program was designed to allow individuals and entities who will conduct electronic business with the DoD to obtain digital credentials, that is PKI certificates, which the DoD is satisfied meet that same minimum level of assurance. Although many of the commercial certificate authority companies are capable of issuing Class 3 certificates, most use a Class 2 assurance level as their baseline product. Class 2 certificates are unacceptable for conducting business with the DoD.

By asking CA companies to submit a process and certificate product for review, the DoD has been able to establish known CA trust chains for certificates available to any prospective user. For the interim period of concept proof, DoD has designated four companies to issue PKI certificates that the DoD will accept as Class 3 assurance. This does not mean that other CA vendors do not also have products that would satisfy DoD Class 3 requirements. It only means that the Department has examined the technology and procedures for these companies’ IECA products and is willing to accept them for electronic commerce purposes.

The original IECA program was intended only for personal use identity (signature) and encryption certificates. However, as the PK enabling process moves forward, the DoD discovered a number of commercially operated servers, especially web servers that will routinely interact in encrypted mode with DoD users and systems. Those servers require PKI certificates for managing the encryption for SSL and IPSec connections, and in some cases for server-to-server authentication. Just as the DoD requires Class 3 assurance for individuals, the Department also needs these servers to hold Class 3 assurance digital credentials.
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Who Needs IECA Server Certificates?

Before addressing who needs IECA server certificates, we must address who needs server certificates at all. Within the Department of Defense information and network structure, this is governed by both technology and policy requirements. On the technology side, any networked server that will use secure socket layer (SSL) connections for encrypting communications with clients must have a server certificate. Another encryption technology requiring public key enabling is virtual private networking, and especially the evolving standard IPSec with its associated key exchange protocol of ISAKMP. If there were no expectation of server authentication or key pair security, this certificate could be locally generated and not issued by a trusted certificate authority. The policy requirement, based on a need for assuring adequate authentication and key security, stems from the August 12, 2000 memorandum from the ASD(C3I) on the Department of Defense Public Key Infrastructure. The stated policy is that all DoD applications relying on public key encryption must use Level 3 assurance certificates by October 2002 and migrate to level 4 assurance by December 31 2003. For DoD users, the certificates must come from the DoD PKI. 

Thus any organization, agency, or company operating a server on the Internet that will use SSL (or the pending successor standard protocol of transport layer security, TLS) for secure communication with individual users or clients must use a server certificate. Likewise, any such entity operating a server that will rely on either server-side or dual client & server authentication when establishing a user session must have a server certificate. This requirement includes private web servers as described in the ASD C3I policy memorandum of August 12 2000 on the DoD PKI.

If a DoD agency or service owns and operates the server, that is government equipment, and the PKI certificate issued to the server shall be issued by the DoD PKI. 

Likewise, if the server equipment is owned by any component of the DoD, but operated by a vendor under contract to the Department, that server is government furnished equipment (GFE) and it will require a server certificate from the DoD PKI. This situation applies whether the equipment is located in a government facility or at a contractor-operated site.

If a contractor-operated server is operating on the NIPRNET with an IP address assigned by the DoD NIC (a dot.mil address), then its identity on the NIPRNET and Internet is that of a DoD system. Therefore, in such a situation the system includes government-furnished equipment (GFE) (the NIPRNET lines and service) and any server certificate shall be issued by the DoD PKI. This interpretation applies even when the contractor owns the computer server hardware and facility.

Many vendors and contractors operate systems and servers on the Internet to conduct business either with or for the DoD. Some of these systems are used for exclusive contact with DoD, while others are accessible to both DoD and the general public. For most of these systems, if they require server certificates to support authentication and secure communication, commercially available server certificates are generally adequate.

Logic test for type of server certificate required:

(1)
Is the computer hardware owned and operated by any component of DoD?


YES
(
DoD PKI Server Certificate.


NO
(
Question 2.

(2)
Is the computer hardware owned by any component of DoD but operated by a contractor?


YES
(
DoD PKI Server Certificate.


NO
(
Question 3.

(3)
Is the computer hardware owned and operated by a contractor, but on a facility of any component of DoD?


YES
(
DoD PKI Server Certificate.


NO
(
Question 4.

(4)
Does the server have an Internet IP address in the dot.mil domain assigned by the DoD NIC (NIPRNET or SIPRNET)?


YES
(
DoD PKI Server Certificate.


NO
(
Question 5.

(5)
Is the server owned and operated by a commercial entity under formal contract with the DoD for the exclusive purpose of representing and acting for the DoD to client connections?


YES
(
DoD IECA Server Certificate.

NO
(
Question 6.

(6) Is the server owned and operated by a commercial entity under formal contract with the DoD for the purpose of providing goods or services exclusively to DoD clients?


YES
(
DoD IECA Server Certificate.

NO
(
Question 7.

(7) Is the server owned and operated by a commercial entity under formal contract with the DoD for the purpose of providing goods or services to DoD clients through a portal address and interface strictly available only to DoD clients?


YES
(
DoD IECA Server Certificate.

NO
(
Question 8

(8)
Is the server owned and operated by a commercial entity for the purpose of doing business with the DoD among other clients or providing goods or services to the DoD and other non-DoD clients and for which the DoD has specified a minimum level of server authentication as Class 3 assurance? 


YES
(
DoD IECA Server Certificate.

NO
(
Question 9

(9)
Is the server owned and operated by a commercial entity for the purpose of doing business with the DoD among other clients or providing goods or services to the DoD and other non-DoD clients, without a DoD-specified assurance level?


YES
(
Commercial CA Server Certificate.
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Registration Procedure Requirements

All of the commercial CA vendors have established procedures for issuing server certificates in the commercial environment. For at least one of those companies, the registration procedures involve extensive cross-validation of corporate information in publicly accessible databases, especially Dun & Bradstreet.

The minimum acceptable level of assurance for DoD activities is level 3. This standard requires a face to face authentication process for subscribers. For human subscribers, IECA vendors can meet this requirement either with their own employees, or by using trusted third party agents such as Notary Publics. Server certificates present a more complex challenge. One level of assurance is obtained by requiring the designated technical administrator for the subscribing company to follow the same face to face procedures as for a personal certificate. The IECA vendor would then provide the administrator with the necessary credentials to perform the key pair generation and certificate insertion at the correct server. For a higher level of assurance, the IECA vendor would have to visit the server facility and verify not only the system operator’s credentials but also the location and control of the server. The IECA vendor representative would then participate in the operation of creating the key pair on the server and installing the certificate and private key token. Clearly the latter procedure will entail higher costs for each certificate.

For the DoD IECA vendors, the registration process shall include a face-to-face identity verification of at least one key contact for the designated server. This can be either the administrative or technical contact, but must be the individual to whom the IECA sends the private information required to download and install the certificate into the server. The IECA can use either its own staff or a trusted agent such as a Notary Public to complete this face-to-face identification. This step is to be in addition to all other verification processes routinely used by the IECA vendor when registering server certificates. The IECA vendor shall specify in the subscriber agreements that the subscribing company or organization must notify the IECA in the event that the verified individual has either left the employ of the company, or is no longer assigned as the key contact for the certificate. In those circumstances, the subscribing company must designate a new key contact, and repeat the face-to-face identity verification procedures specified by the IECA. The IECA shall require a new face-to-face identity verification at the time of renewing or replacing a certificate, even if the designated key contact is the same as for the previous certificate. The IECA shall contact the subscribing company annually during the lifetime of the server certificate to verify that the designated key contact is still employed with the company and is still responsible for the server certificate.

The DoD will not dictate the exact registration and verification process for server certificates. Rather, each vendor shall submit a description of the detailed process steps, to include the mandated personal authentication described above, to the IECA program office for evaluation. The IECA program office will evaluate the suitability of the process to maintain Class 3 assurance of the server certificates in light of the previously approved processes for personal certificate registration, as well as the existing commercial market processes used by each vendor. The authentication process must include proper identification and authentication of the designated representative, and confirmation that the individual is a current employee of the applying company who is authorized to obtain server certificates for the company. The process must complete cross-checked authentication of the company, corporation, business, or organization purchasing the server certificate. This must include confirmation that the DNS name for the server is registered and assigned to the applicant company.

The IECA vendor shall also include in the registration process steps to ensure that the server designated in the application is in fact the system on which the certificate is installed. This can be by on-site participation by the IECA in the certificate generation and installation, as described above. Alternately, the IECA may demonstrate procedures involving post-installation system verification of the proper server installation.
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Certificate Profile

As with other certificate profile documentation in the DOD PKI structure, c=yes indicates a critical element (and thus required) and c=no indicates a noncritical, and thus optional, element. For supplemental information refer to the DoD PKI Interface Specification, which provides the certificate profiles for DoD PKI certificates, including the server certificate.

	Field
	Web Server Certificate

	Version
	V3 (2)

	Serial Number
	Must be unique

	Issuer Signature Algorithm
	sha-1WithRSAEncryption

	Issuer Distinguished Name
	Same as IECA certificate

	Validity Period
 
	1 year from date of issue

	Subject Distinguished Name
	cn=Host Address, ou=CompanyName (optional),    ou=IECA-n, ou=Contractor, ou=PKI, ou=DoD, o=U.S. Government, c=US

	Subject Public Key Information
	1024 bit RSA key modulus, rsaEncryption

	Issuer Unique Identifier
	Not Present

	Subject Unique Identifier
	Not Present

	Issuer’s Signature
	sha-1WithRSAEncryption

	Extensions

	authority key identifier

	c=no

	subject key identifier

	c=no

	key usage
	c=yes;  keyEncipherment, digitalSignature

	Extended key usage
	Not Present

	Private key usage period
	Not Present

	Certificate policies
	c=no;  Policy ID


	Policy Mapping
	Not Present

	subject Alternative Name
	Not Present

	Issuer Alternative Name
	Not Present 

	Subject Directory Attributes
	Not Present

	Basic Constraints

	c=yes;
cA=False (default)

optional

	Name Constraints
	Not Present

	Policy Constraints
	Not Present

	CRL Distribution Points

	c = no; Always Present
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� The values will be in the UTC Time format. The notBefore component will be the certificate’s issue date. The notAfter component will be midnight on the day ending the duration given in the table.


� The value of this field is the 20 byte SHA-1 hash of the binary DER encoding of the signing CA’s public key information.


� The value of this field is the 20 byte SHA-1 hash of the binary DER encoding of the subject’s public key information.


� Policy OID will be {2 16 840 1 101 2 1 11 5}.  Policy qualifiers will not be used.


� The CRL distribution point extension shall only populate the distributionPoint field.  The field shall only contain the URI name form.  The reasons and cRLIssuer fields shall not be populated.  The CRL shall point to a full and complete CRL only (i.e., a CRL that does NOT contain the issuer distribution point extension).





1
PAGE  
12
DRAFT


