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14ERP000500: The System Administrator will ensure the ERP systems are compliant with the OS STIG.


15ERP000600:  . The Network Administrator will ensure the host network is compliant with the Network Infrastructure STIG.


17ERP000700:  The DBA will ensure the database(s) associated with ERP applications are compliant with the Database STIG.


18ERP000720:  The DBA will ensure the ERP specific database is not shared with any other databases or applications.


19ERP000730:  The DBA will ensure encryption is enabled on all passwords.


20ERP000740:  The IAO will ensure DoD PKI certificates are used.


21ERP000800:  The IAO and ERP Administrator will ensure system parameters, which reside in operating system files, are correctly set before the ERP system is put into production.


22ERP000820:  The IAO will ensure the removal of default user accounts, the changing of their passwords to generated passwords, before moving the application to production.


23ERP000830:  The IAO will ensure system parameters, which govern the auto-regeneration of user accounts (for example, SAP*) are set so that the system does not regenerate the account automatically (with well-known password).


25ERP000850:  The IAO and ERP Administrator will ensure all files installed with the application, or created by the application, are protected from system level access or modification by unauthorized system users.


27ERP000860:  The IAO and ERP Administrator will ensure system changes are reviewed and approved by the Change Review Board (CBR) prior to implementation.


29ERP000870:  The IAO will ensure during deployment the ERP security controls reflect the intended production environment.


31ERP001000:  The IAO will ensure security controls, requirements, responsibilities, and procedures are documented.


32ERP001100:  The IAO will ensure application role based access control enforces separation of duties.


33ERP001150:  The IAO will ensure all available security control mechanisms are utilized in a layered defense.


34ERP001200:  The IAO, SA and ERP administrator will ensure that access to the mechanism, which provides the system’s access control, is restricted to those responsible for administering security for that system.


35ERP001300:  The SA will ensure the ability to change a userids group membership is restricted to authorized security administrators.


36ERP001400:  The IAO will ensure access to information; assets and resources are only granted to users to support only organizations or modules on a need-to-know basis.


37ERP001500:  The IAM will ensure an up-to-date classification guide exists for the application.


38ERP001600:  The IAO will ensure there is a documented procedure that provides positive identification of the user prior to a password reset or an account being unlocked.


40ERP001700:  The IAO, SA, and ERP administrator will ensure userids are disabled after 60 days of inactivity.


41ERP001800:  The IAO will assist the SA in defining all roles and responsibilities to all user fields, taking into consideration SOX and HIPAA regulatory recommendations.


43ERP001850:  The IAO will ensure unnecessary default roles are not being used and that required roles have the least privileged access.


44ERP002000:  The ERP Administrator will provide documented procedures for software updates.


45ERP002100:  The ERP Administrator and IAO will review all system changes and customization prior to implementation in production to ensure they do not compromise the security of the system.


46ERP002200:  The IAO will remove any advanced privileges granted to developers during installation before moving the application to production.


48ERP002300:  The ERP Administrator will ensure testing of all software or services is completed in the QA environment before moving the application to production.


50NOTE: If there is an emergency situation the IAO may need to provide read-only access in production.


52ERP002600:  The IAO and ERP Administrator will ensure developers do not have the ability to run programs in debug mode in the production system.


54ERP003000:  The IAO will ensure all ERP accounts are protected by strong, non-default passwords.


55ERP003100:  The IAO will ensure application userids are unique.


56ERP003200:  The IAO will ensure information such as name and related access information is associated with each userid.


57ERP003300:  The IAO will ensure all user actions are audited to individual userids.


59ERP003400:  The ERP Administrator will ensure the system accounts are disabled after three unsuccessful login attempts.


60ERP003600:  The IAO will ensure non-privileged users are not able to perform privileged functions.


61ERP003650:  The ERP Administrator and the IAO will ensure an application client authenticates only to the appropriate application server.


62ERP003700:  The IAO will ensure applications only accept DoD issued PKI certificates appropriate for the application’s MAC level for all environments to include development, QA test and production.


64ERP003800:  The IAO will ensure the ERP Application does not honor non – DoD issued certificates.


65ERP003850:  The ERP Administrator and the IAO will ensure the application users cannot circumvent the intended user interface to access resources in its supporting infrastructure.


66ERP003900:  The ERP Administrator and IAO will ensure session limits exist for the application. The session limit is 15 minutes.


68ERP003950:  The IAO will ensure a process is in place for immediate notification when a user no longer has a need to access the ERP application their userid is disabled.


69ERP004000:  The IAO will ensure user account passwords conform to DoD password policy and each user is instructed on the policy upon receiving a temporary password.


71ERP004100:  The IAO will ensure user account passwords are stored in an encrypted format using FIPS 140-2 compliant encryption or NSA approved cryptography..


73ERP004200:  The IAO and ERP administrator will ensure ERP passwords are a minimum of eight characters, have at least one non-alphanumeric character (special) character, one number, and system parameters is set to enforce same.


75ERP004400:  The IAO will ensure users account passwords differ from the previous five passwords and system parameters are set to enforce the same.


76ERP004500:  The IAO will ensure user account passwords expire every 90 days.


77ERP004600:  The IAO will ensure users are not allowed to change their user account passwords more than once every 24 hours without IAO approval.


79ERP005000:  The IAO will ensure all changes to production software, hardware, and communication links are managed through a change control process.


80ERP005100:  The IAO will ensure modifications to systems and networks are evaluated for impact to security controls.


81ERP005200:  The ERP Administrator and IAO will ensure user acceptance testing is performed and user sign-offs are obtained before changes are moved into production.


82ERP005300:  The ERP Administrator will ensure the application environment does not use unnecessary services or software within the environment.


84ERP005400:  The ERP Administrator and the IAO will ensure a documented process is in place to ensure unnecessary custom code is not included in a release.


86ERP005500:  The ERP Administrator will ensure application processes run with only privileges necessary for proper operation. This includes background userid’s needed by 3rd party “bolt on” products.


87ERP005600:  The ERP Administrator will ensure the production environment is on its own server. The QA and development environment may reside on the same server.


88ERP006000:  The IAO will ensure all administrative connections to the application are encrypted using FIPS 140-2 compliant encryption or NSA approved cryptography depending on the classification of the data residing within the application.


90ERP006100:  The IAO will ensure all remote user access to the application is encrypted using FIPS 140-2 compliant encryption for sensitive data, or NSA approved cryptography for classified data.


92ERP006200:  The IAO will ensure all remote user audit trails are recorded.


93ERP006300:  The IAO will ensure the application adequately validates user inputs before processing.


94ERP006400:  The ERP Administrator will ensure the application does not transmit unsigned CAT 1 or CAT 2 mobile code.


97ERP006500:  The SA and ERP Administrator will ensure the application does not transmit mobile code that attempts to access local operating system resources or establish network connections to servers other than the application server.


99ERP006700:  The SA and ERP Administrator will ensure the application does not utilize any type of mobile code for which there is no established policy.


100ERP006800:  The SA and ERP Administrator will ensure the application does not send e-mail messages that include executable code.


101ERP007000:  The IAO and SA will ensure the application logs are reviewed daily.


102ERP007100:  The IAO and SA will ensure the user audit logs are reviewed daily.


103ERP008000:  The IAO will ensure user procedures exist for manually marking printed documents if the printed report does not contain the same.


105ERP008100:  The ERP Administrator will ensure the application displays an appropriate warning message upon user logon.


106ERP0008300:  The IAO and ERP Administrator will ensure sensitive data and classified (non-SAMI) data is encrypted using FIPS 140-2 validated encryption if required by the data owner.


108ERP008400:  The System Administrator and ERP Administrator will ensure if a classified enclave contains Source and Materials Information (SAMI) and is accessed by unauthorized users, then NSA-approved cryptography is used to encrypt all SAMI stored within the enclave.


110ERP008600:  The System Administrator and ERP Administrator will ensure the transmission of an ERP account name and password from a client to an ERP Application server over a network is encrypted using FIPS 140-2 compliant encryption.


111ERP008700:  The System Administrator and ERP Administrator will ensure all network connections to an ERP application require an individual ERP application account and authentication credentials.


113ERP009000:  The IAO and ERP Administrator will ensure non-interactive automated processing accounts meet the same security requirements as application dialog userids with the exception of password lifetime.


115ERP009100:  The ERP Administrator will ensure the use of non-interactive automated processing accounts is documented and authorized by the IAO.


116ERP009200:  The ERP Administrator will ensure application utilities and batch submissions do not contain or store unencrypted database account names (and/or userids) and passwords.


117ERP009300:  The IAO and ERP Administrator will ensure the application process removes temporary objects from memory or disk before the application terminates.


119ERP0010000:  The IAO and ERP Administrator will ensure the application does not modify data files outside the scope of the application.


120ERP010100:  The ERP Administrator will ensure the application code and application data is not located in the same directory.


121ERP010200:  The ERP Administrator will ensure the application does not store authentication credentials on client computers after a session terminates.


122ERP011000:  The ERP Administrator and developers will ensure the application does not include an explicit error and exception handling capability.


124ERP011100:  The ERP Administrator and SA will ensure the application interfaces are identified and protected.


125ERP011200:  The developers will ensure the application code does not contain invalid references to network resources (pathnames, URLs, etc.).


126ERP011300:  The ERP application administrator will ensure that any shell access privileges the users can get through the application client are removed.


127ERP011400:  The ERP application administrator will ensure the removal of ad hoc query privileges from users through the application client.


128ERP011500:  The IAO will not grant access to transactions or authorization objects not being used for a defined purpose.


129ERP012000:  The ERP Administrator will ensure the ERP application code changes are tracked and documented.


130ERP013000:  The ERP Administrator and IAO will ensure all updates to security software or security functionality of software and applications are logged.


131ERP013100:  The ERP Administrator will ensure the IAO is notified when the application logs are near capacity.


132ERP013200:  The ERP Administrator and IAO will ensure the activities of administrators are monitored for evidence of misuse of privileges.


133ERP013300:  The IAO will ensure the use of system audit tools is restricted to authorized users.


134ERP013350:  The IAO will ensure ERP Application audit data is captured and maintained for one year.


135ERP013400:  The IAO will review authorization to maintain security audit logs once a week to ensure no one other than the IAO has access to modify security.


137ERP013450:  The IAO will ensure changes to identifiers and role privileges or attributes are logged.


138ERP013500:  The IAO will ensure security violations are reviewed and reconciled based on the access requirements and security needs of each individual.


139ERP013600:  The IAO will review changes to access in production systems once a month to ensure no roles change in a production system.


141ERP013650:  The IAO will review access to view system logs once a month to ensure no one other than the users with batch submit access can display the system log.


142ERP013750:  The IAO will review batch and generic userids once a month in order to ensure all such userids are valid and that no new userids are created without approval. All anomalies are reviewed and appropriate action taken to secure the system.


143ERP013800:  The IAO will review access to the background administrator function once a month to ensure only appropriate userids have this ability.


144ERP013900:  The IAO will review data dictionary functions once a month to ensure only appropriate userids have this function.


145ERP013910:  The IAO will review administrator access to the transport and change system once a month in order to ensure all such userids are valid.


147ERP013920:  The IAO will review developer access once a month in order to ensure only authorized userids have this access.


148ERP013950:  The ERP Administrator will review system parameters once a month to ensure applicable system parameters comply with standards and that changes to system parameters are documented and appear appropriate. This includes auditing of creating, alteration or deletion of application objects, granting and revoking of roles/privileges, connection failures, changes to classified data, unusual patterns of activity, configuration changes, and critical table changes.


150ERP013960:  IAO will review a list of conflicting access once a month in order to ensure all such userids have a valid approval by the appropriate approver(s) and segregation of duties is intact for SOX audit information.


153APPENDIX A:  DOCUMENT CHANGE LOG
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1.
INTRODUCTION

This document contains procedures that enable qualified personnel to conduct a Security Readiness Review (SRR) of generic Enterprise Resource Planning (ERP) implementations.  This checklist is to be used for ERP implementations for which no product specific checklists exists.  The SRR assesses compliance with Defense information Systems Agency’s (DISA’s) Enterprise Resource Planning Security Technical Implementation Guide.  

DISA Field Security Operations (FSO) conducts ERP SRRs to provide a minimum level of assurance to DISA, Joint Commands, and other Department of Defense (DoD) organizations that their applications are reasonably secure against attacks that would threaten their mission.  The complexity of most mission critical applications precludes a comprehensive security review of all possible security functions and vulnerabilities in the time frame allotted for an ERP SRR.  Nonetheless, the SRR helps organizations address the most common ERP vulnerabilities and identify information assurance (IA) issues that pose an unacceptable risk to operations.

Ideally, IA controls are integrated into the entire development life cycle, including phases related to requirements gathering, design, development, quality assurance and testing.  The ERP SRR typically occurs when an ERP application is in production – i.e., when a cycle has already been completed.  

Many of the ERP SRR findings can be fixed with modifications to the security roles, which are assigned to the users and support staff, or with modification to ERP system parameters.  Segregation of duties findings may require modifications to job roles and responsibilities (i.e. a department may have to change the way the work is assigned).

1.1
The Scope of a Review

An ERP SRR encompasses all of the server-side components of an application, including, but not necessarily limited to the following items supporting the application:

· Application code

· Web server(s)

· Database server(s)

· Directory and authentication device(s) (e.g., Windows domain controllers, RADIUS, etc.)

· Firewall(s)

· Network and enclave configuration required to support the application

· Operating system platforms for any of the above

During a full ERP review, an SRR is performed on each of the listed components in addition to the ERP SRR itself.  For example, if an ERP infrastructure consisted of a front-end web server running on Windows and a backend database running on UNIX, then the full review would consist of Web Server, Database, Windows, and UNIX SRRs.  A penetration test will also be performed.

If this review is a full system baseline all components would be evaluated.  If this review is an Security Test and Evaluation (ST&E) validation or a re-accreditation and current reviews exist for these components, only the penetration test needs to be completed at the time of the ERP review.  A current review is defined as a review performed based upon the current STIG.  A review is also deemed to not be current if the operating system or component has been reinstalled since the last SRR.

Some elements are outside the scope of the ERP SRR.  These include:

· Configuration and behavior of web browser clients

· Application development methodology

As security is only as strong as its weakest link, a complete security review would involve both the client and server components of the ERP application, but in the case of web browsers, the reviewer does not have access to all the potential clients who may access the application.  Therefore, it is not feasible to include these web browsers in the review.  Fortunately, organizations that comply with the browser requirements listed in the Desktop Application Security Technical Implementation Guide (STIG) should be protected against known browser-based application attacks.  Application developers should independently ensure their applications function properly with STIG-compliant browsers (which is not validated during the generic SRR).

This checklist also does not concern itself with the development process, which is of course critical to ensuring the security of the end product.  However, the structure of the development and configuration teams, including their roles and responsibilities are in scope. The roles and responsibilities should be clearly defined, and security roles constructed in such a way as to enforce them. This will tested during the SRR process.

The ERP SRR examines the application at a single point in time, most likely in production or just prior to release.  To obtain high levels of assurance for large mission critical applications, organizations may wish to consider application certification under the National Information Assurance Partnership (NIAP).

If the application contains a guarding solution, the results of the ST&E of the guarding solution should be included as part of the ST&E for the application.  The scope of the review using this checklist will end at the beginning of the guarding solution.

This checklist is not an appropriate evaluation for systems that perform multi-level classified processing.  Only NSA approved devices in the approved configuration are appropriate in these environments.  These types of checks are outside the scope of this review.

1.2
Pre-Review Activities- Informational Gathering

This document specifies duties to be completed by a team lead and a reviewer.  In some cases, this may be the same person.

To make best use of time on-site, the team lead should perform the following activities prior to arrival, listed in suggested sequence order:

· Work with site to identify to personnel to assist the reviewer with the ERP SRR (one or more individuals available to answer the reviewer’s questions, provide access to source code and provide access to privileged user interfaces as required).

· Determine scope of review (what systems, software and features will or will not be included).

· Obtain an inventory of all the in-scope components of the ERP infrastructure (Operating System (OS), database, third-party middleware, libraries and other components), including version information.

· Obtain the following ERP system information:

· Type (manufactures name) of the ERP application.

· Software version of ERP

· Modules which have been implemented

· General plans for addition of future modules

· Functionality which is being used, including:

· Workflow

· Application Linking Enabling (ALE)

· Direct Deposit

· Archiving

· Development and Production System Landscape

· List of all ERP Instances and Clients and their uses

· List and documentation of all User Exits

· Transport Path

· Obtain the following documentation

· Change management policy

· Transport approvals and procedures

· Security process and strategy

· New User Request procedure

· Change to User access

· Change to Security roles

· Approvals needed for all procedures

· List of “Approvers” for each process

· User group list and definition

· Naming convention of security roles

· Security department- roles and responsibilities


· Who does password resets?

· If decentralized, are the roles adequately segregated?

· What user groups can they reset?

· Who does role update

· Determine Security tools in use

· Composite Roles

· Derived Roles

· Personalized menus

· Profile Generator

· Self Service Password resets

· Central User Administration

· Audit Information System

· 3rd Party Tools

· List of logs which are reviewed regularly


· Obtain and review the System Security Authorization Agreement (SSAA), especially its test plan results, which can sometimes be used in lieu of detailed SRR testing.

· Obtain a copy of the ERP Classification Guide.

· Obtain a matrix of user types and associated functions within the ERP application.  This is usually part of the SSAA.

· Obtain dataflow diagram.  This is usually part of the SSAA.

· Obtain necessary approvals for physical and logical access to in-scope components.  Submit appropriate DoD Form 2875 for access to the site.

· Obtain signed SRR coordination memo in which site management accepts the review’s scope and the operational risk associated with performing the review.  

· Work with site to coordinate the use of a client machine to be used for testing.

· Identify or obtain necessary source code, scripts, or web content depending on the implemented technology in order to satisfactorily determine the severity and complete the status instruction for applicable checks. This is particularly important, if the review is performed in a lab environment or when an ERP application is reviewed for the first time.

The reviewer should perform the following activities prior to arrival, listed in suggested sequence order: 

· Acquire a general knowledge of the ERP application, including what it does and the user community it serves

· Review the test plans supplied by the site and identify the checks that will meet the intent of the checks in this checklist.  

· Review a copy of the ERP Classification Guide.

· Review the matrix of user types and associated functions within the ERP application.  This is usually part of the SSAA.

· Review dataflow diagram.  This is usually part of the SSAA.

· Determine which checks will be performed in lab environments versus production systems and the hours each system is available for observation and SRR testing.

· Submit change requests (if the site requires approvals for temporary changes during testing)

1.6
Severity Codes

Each vulnerability has an associated severity code.  The severity codes range between I and III,  and are defined as follows:

· Category I findings are any vulnerability that provide an attacker immediate access into the ERP, provide access into system or functional configuration, or programming areas, or allow an attacker to gain access to the operating system or database via the ERP.

· Category II findings are any vulnerability that provides information that has a high potential of giving unauthorized access to an intruder.

· Category III findings are any vulnerability that provides information that potentially could lead to compromise.

1.7
Organization of the Checklist

The remainder of the document is divided into the following sections:

· Section 2 (SRR Report) provides a form on which reviewer will document the overall components of the ERP application.

· Section 3 (ERP Review Procedures) provides a form and an explanation for each of the checklist item’s.

· Appendix A (Document Change Log) lists the changes made to this document.

· Appendix B (List of Acronyms) lists the acronyms used in this document.

· Appendix C Links and Resources

2.
SRR REPORT

Unclassified UNTIL FILLED IN

CIRCLE ONE

FOR OFFICIAL USE ONLY (mark each page)

CONFIDENTIAL and SECRET (mark each page and each finding)

Classification is based on classification of system reviewed:

Unclassified System = FOUO Checklist

Confidential System = CONFIDENTIAL Checklist

Secret System = SECRET Checklist

Top Secret System = SECRET Checklist 

2.1
Reviewer Information

	Reviewer Name
	

	Reviewer Phone number
	Commercial:                             DSN:



	Reviewer e-mail
	

	Reviewer SIPRNet e-mail
	

	ERP Checklist version
	

	Date of review
	

	Date of report
	


2.2
Site / Organization Information

	Organization Name
	

	Primary Address

Street Address

City, State ZIP
	

	ERP Representative Name
	

	ERP Representative Phone number
	Commercial:                             DSN:



	ERP Representative

e-mail
	

	ERP Representative

SIPRNet e-mail
	


2.3
ERP Application Information

	ERP Application Name
	

	MAC Level
	( I,   ( II,   ( III

	Classification
	( Unclassified,   ( Confidential,   ( Secret,   ( Top Secret

	Environment
	( Lab,   ( Production


If the review is performed in a Lab environment the Program Manager will have knowledge of the Mission Assurance Category (MAC) and Classification Level.  If the review is performed at a site or production environment, the Information Assurance Officer (IAO) or information owner should provide the information.

Also interview the data owner to determine if sensitive data is being processed by the ERP application.

2.4
ERP Installation Information

	ERP System Data
	

	    ERP Manufactures Name
	

	    Component Version
	

	    Installation Number
	

	    License Expiration Date
	

	
	

	Database Data
	

	    System
	

	    Release
	

	    Name
	

	    Host
	

	    Owner
	

	
	

	Host Data
	

	    Operating System
	

	    Machine Type
	

	    Server Name
	

	    Platform ID
	


2.5
Server Overview

List all of the ERP application servers, regardless of whether they are reviewed or not.  If an OS SRR has been or will be performed on that server, place a “Y” in the “Reviewed?” column to the right of the “Operating System and Version” column.  Otherwise, enter an “N.”  For each server, note what software and version is installed (web, database, LDAP, etc.) and whether or not SRRs have been or will be performed on those components.

	Application Server Name
	OS Level
	OS Reviewed (Y or N)

	
	
	


	Software Installed and Manufacture
	Software Level
	Software SRR Performed (Y or N)

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


	Application Server Name
	OS Level
	OS Reviewed (Y or N)

	
	
	


	Software Installed and Manufacture
	Software Level
	Software SRR Performed (Y or N)

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


	Application Server Name
	OS Level
	OS Reviewed (Y or N)

	
	
	


	Software Installed and Manufacture
	Software Level
	Software SRR Performed (Y or N)

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


3.
CHECKLIST INSTRUCTIONS – GENERIC ENTERPRISE RESOURCE PLANNING

Unclassified UNTIL FILLED IN

CIRCLE ONE

FOR OFFICIAL USE ONLY (mark each page)

CONFIDENTIAL and SECRET (mark each page and each finding)

Classification is based on classification of system reviewed:

Unclassified System = FOUO Checklist

Confidential System = CONFIDENTIAL Checklist

Secret System = SECRET Checklist

Top Secret System = SECRET Checklist 

The following checks in this section are the generic checks that must be reviewed regardless of environment. These checks apply to lab and production environments.

To complete some of the following checks some investigation of source code, scripts, or web content depending on the application technology may be necessary. For applicable checks, source code, scripts, and web content may be required in order to satisfactorily determine the severity and complete the status instructions. If source is needed for check completion and is unavailable during the review, appropriately note that the check is not complete because the necessary source code, scripts, or web content for check determination was not provided or available.

For each checklist item, check whether it is a finding or not a finding in the Status column.  In cases in which the item is not applicable, check “Not Applicable” (e.g., guidance for marking N/A is included in the instructions).  If a vulnerability is relevant to the environment, but you are unable to evaluate it for whatever reason (e.g., access restrictions or time limitations), then check “Not Reviewed”.  Reasons for not reviewing items should be included in the module text of the review.

Each check identifies the severity of the finding.  If the severity of the finding is variable, the checklist gives instruction on determining the appropriate severity.  The default severity in Vulnerability Management System (VMS) is the highest possible severity code for the finding.  Additionally, each check is marked Lab and/or Production.  Lab and Production environment checks are this sections generic checks that are reviewed regardless of environment. Lab environments include development, acceptance, test, or pilot systems and are defined as an environment that’s pre-production, where resources, source code, configuration, etc. are in flux. Production environments are the application’s final location where its resources and configuration have been thoroughly documented, stable, and undergo formal reviews before changes or upgrades are implemented.

Checks marked as Lab are typically performed in lab only environments but may be performed in production if the application has not undergone a prior review (i.e. this is the applications first review.) However, it is recommended these items be performed in a lab environment to minimize potential interference with the production workload.  For an applications first review and no lab environment exists or available, the lab environment checks must be performed in the production environment. Reasons for not reviewing these checks should be included in the module text of the review.

Checks marked as Production are to be performed in a production environment because the resources and configurations may be significantly different than those in a lab environment. If a production environment does not exist and the application will be released for production before a final review, these checks can be performed in a lab environment. This should be noted in the module text.  

Checklist items identified in the reference column refer to the DoDI 8500.2 IA control, unless another document is specifically referenced.

3.1
VMS Information
The following is an outline of the process for performing a Generic ERP review and entering the results using VMS 6

1. Ensure that asset is registered in VMS under the correct organization.  The asset will have the posture of Computing → Application → ERP → ERP Other.  The posture will also include the appropriate OS.

2. If the asset is registered skip to Step 4 otherwise you must register the asset. You will find the appropriate selection criteria by selecting Asset Finding Maint → Assets/Findings → By Location → your location → Computing and then click on the file icon to create the asset. 

3. On the General tab fill out the Host Name and appropriate values for the other fields on this tab.

4. Determine the enclave that the asset is within.

5. If the asset is in the correct enclave, skip to step 9.

6. Enter the enclave on the Systems/Enclaves tab of the asset creation / or update screen.

7. For registered enclaves, choose the enclave.

8. If the enclave is not present, contact your team lead or your IAM and report that the enclave is not present.

NOTE:  Every effort should be made when registering or updating an asset to include the asset within an enclave.

9. Since at this time there is no scripted review process that automatically generates an import file, only the fields required by VMS need to be filled in unless there are other elements in the asset posture that require specific fields for their scripts.  Any additional fields may be filed in for documentation purposes.  The more documentation the better for identifying the system correctly.

10. Print the Checklist and perform a manual review for the Generic ERP component(S).

11. Manually key results into VMS.
Reviewers: By navigating to the pertinent visit, selecting the asset, and expanding the appropriate element for this review.
Systems Administrators: by navigating to the your location, selecting the asset and expanding the appropriate element for review.  If the asset is not found in the visit, contact your Team Lead and have them enter the asset into the visit.
The appropriate element will be ERP Other.

12. Process any additional reviews required by additional elements within the asset posture.

	CAT
	II
	ERP000500:  The System Administrator will ensure the ERP systems are compliant with the OS STIG.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
If the underlying OS on the information systems hosting the ERP application and components does not have a current review, the OS may be compromised by a known vulnerability leading to the compromise of the ERP application and its data.

Instruction:

The reviewer will verify in VMS that the OS on the systems hosting the ERP applications and components has current valid review.  If there is not a current review in VMS verify with the review team lead that a review is scheduled for this trip.

Finding Details:

The OS reviews for the information systems hosting the ERP application are not current and valid.

Recommendation:

Perform an OS self-assessment review.
	V0013623
ERP STIG Section: 3.1

DCCS-1

3-CSP

DCCS-2

12-CSP

	Comments: 

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP000600:  The Network Administrator will ensure the host network is compliant with the Network Infrastructure STIG.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
If the underlying network that the ERP application uses does not have a current the network review, the network may be compromised by a known vulnerability leading to the compromise of the ERP application and its data.

Note:

Some ERP implementations have network requirements that do not comply with the Network Infrastructure STIG.  When this occurs the ERP infrastructure will be placed on a shielded network segment.  All deviations from the network STIG will be documented by the Information Assurance Manager (IAM), the IAO and the network administrator and approved by the Designated Approving Authority (DAA).

Instruction:

The reviewer will verify in VMS that the network used by the ERP applications and components has a current valid review.

If there is not a current review in VMS verify with the review team lead that a review is scheduled for this trip.  The reviewer will verify that deviations from the network STIG are documented and approved by the DAA.

Finding Details:

The network used by the ERP application is not compliant with the Network Infrastructure STIG or deviations are not documented as required and approved by the DAA.

Recommendation:

Perform a network review.
	V0013654

ERP STIG Section: 3.2

DCCS-1

3-CSP

DCCS-2

12-CSP

	Comments: 

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP000700:  The DBA will ensure the database(s) associated with ERP applications are compliant with the Database STIG.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
If the databases used by the ERP application do not have a current valid review, the database may be compromised by a known vulnerability leading to the compromise of the ERP applications data.

Instruction:

The reviewer will verify in VMS that a current database review has been performed on all databases used by the ERP application and its components.  If there is no current review in VMS then the reviewer should verify with the review team lead that a review is scheduled for this trip.

Finding Details:

There is not current valid database review for all of the databases used by the ERP application and its components.

Recommendation:

Perform a database self-assessment review.
	V0013655

ERP STIG Section: 3.3

DCCS-1

3-CSP

DCCS-2

12-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP000720:  The DBA will ensure the ERP specific database is not shared with any other databases or applications.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Because many ERP implementations make all database access using a single privileged database administrator userid, any data within the database may be compromised if the userid is compromised.  By limiting the data within the database to that belonging to the ERP application, the damage will be limited to compromising of only this data.

Instruction:

The reviewer will interview the Database administrator to verify that no data other than that required by the ERP application is stored in any database used by the ERP application.

Finding Details:

Data not required by the ERP application is stored within the same database as the ERP application data.

Recommendation:

Move the data not required by the ERP application to a separate database.
	V0013657

ERP STIG Section: 3.3.1

DCBP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I
	ERP000730:  The DBA will ensure encryption is enabled on all passwords.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
ERP applications that authenticate their users via userids and passwords known only to the ERP application and stored as userid-password pairs in database tables.  The password attributes in the database tables need to be encrypted to protect the passwords from compromise.

Instruction:

The reviewer with the assistance of the DBA will verify, that in the tables containing the userid-password pairs, the password attribute is encrypted.  The intent here is to verify that the passwords are stored in an encrypted manner.  If the ERP system uses flat files to store the passwords and not database tables the passwords in the flat files need to be encrypted.

Note:  If DoD PKI authentication is exclusively used this finding is not applicable and will be marked as N/A.

Finding Details:

The userid authentication passwords are not being stored in an encrypted form.

Recommendation:

Modify the ERP application to store the passwords in an encrypted form.
	V0013659

ERP STIG Section: 3.3.1

IAIA-1

123-S

IAIA-2

123-C

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP000740:  The IAO will ensure DoD PKI certificates are used.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
The preferred form of authentication of users is PKI certificates.  DoD requires these certificates to only be DoD issued PKI certificates.  

Instruction:

The reviewer, with the assistance of the IAO, will verify that the application accepts only DoD PKI Certificates.

If the application does not accept PKI certificates for authentication this is a CAT II finding.  If the application accepts PKI certificates other than DoD issued ones, this is a CAT III finding.

Finding Details:

The application does not accept PKI certificates for authentication or accepts PKI certificates other than those issued by the DoD.

Recommendation:

Implement DoD PKI certificate authentication.
	V0013661

ERP STIG Section: 3.3.1

IATS-1

3-CSP

IATS-2

12-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	

	CAT II
	
	CAT III
	


	CAT
	II
	ERP000800:  The IAO and ERP Administrator will ensure system parameters, which reside in operating system files, are correctly set before the ERP system is put into production.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
ERP application level security parameters, if not correctly configured, can lead to compromise of the ERP application and the data contained within the system.  This check is to cover parameters that are specific to the ERP implementation used but not necessarily universal enough for a specific check to be written.

Instruction:

The reviewer will interview the IAO and ERP administrator to ascertain whether they have enough of an in depth knowledge of the ERP implementation to know what additional security features are available and if they are implemented.

Finding Details:

There are desirable security features in the ERP implementation that are not enabled.

Recommendation:

Study the vendor documentation to ascertain if the ERP implementation in use has additional desirable security features available in addition to the required features.  If any are found implement them.
	V0013665

ERP STIG Section: 3.4

DCBP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP000820:  The IAO will ensure the removal of default user accounts, the changing of their passwords to generated passwords, before moving the application to production.
	Environment:  Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP production systems.

Vulnerability Discussion:
Default userids or accounts within software have known authentication passwords or certificates.  These userids present a means of access to the ERP system that could lead to the compromising the data within the system.

Instruction:

The reviewer with the assistance of the ERP administrator will verify that default userids (or accounts) have been removed, had there passwords changed or been disabled on production systems.

Finding Details:

Default userids or accounts have not been removed or disabled.

Recommendation:

Remove all default userids or accounts that can be removed.  Disable the default userids or accounts that can be disabled but cannot be removed.  Change the authentication credentials for all remaining default userids or accounts.
	V0013666

ERP STIG Section: 3.4.1

IAIA-1

123-S

IAIA-2

123-C

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP000830:  The IAO will ensure system parameters, which govern the auto-regeneration of user accounts (for example, SAP*) are set so that the system does not regenerate the account automatically (with well-known password).
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Some ERP implementations will automatically regenerate default userids or accounts if they are removed of disabled.  If possible the ability to automatically regenerate or enable default accounts or userids must be disabled.

Instruction:

The reviewer with the assistance of the IAO or ERP administrator will verify that the ability to automatically regenerate or enable default userids and accounts, if it exists, is disabled within the ERP implementation.  If this ability cannot be done the reviewer should review what mitigating controls are in place to prevent the abuse of these userids or accounts.  An example would be the changing of the authentication credentials for the userid or account or the blocking of the uses of these userids or accounts via and external means like an application level firewall.  An unacceptable mitigation control for this problem would be end user education.

Note:  If DoD PKI authentication is exclusively used this finding is not applicable and will be marked as N/A.

Finding Details:

The ability of the application to regenerate or enable default userids and accounts has not been disabled or sufficiently strong mitigating controls are not in place.

Recommendation:

Disable the ability for the ERP application to automatically regenerate or enable default userids or accounts or apply adequate mitigating controls to block the unauthorized use of these userids or accounts.
	V0013667

ERP STIG Section: 3.4.1

IAIA-1

123-S

IAIA-2

123-C

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP000850:  The IAO and ERP Administrator will ensure all files installed with the application, or created by the application, are protected from system level access or modification by unauthorized system users.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
ERP systems often depend upon application level security to protect the program files and data files from compromise.  However these application level controls are inadequate to block system level (access by users authenticated to the OS) access to these critical files.  System level access controls will be used to protect these files from non-application code access by unauthorized users.

Instruction:

The reviewer will, with the assistance of the ERP administrator and System Administrator (SA), verify that access controls restricting access to ERP files and directories to only authorized users sign on to the OS of the system hosting the ERP application.

Finding Details:

The OS level controls allow unauthorized users to access ERP files and directories.

Recommendation:

Use access controls appropriate to the OS on the system(s) hosting the ERP application to protect the ERP program and data files from unauthorized access.
	V0013668

ERP STIG Section: 3.4.2

DCBP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	III
	ERP000860:  The IAO and ERP Administrator will ensure system changes are reviewed and approved by the Change Review Board (CRB) prior to implementation.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Updates to ERP software or changes applied to correct problems, both security related and process related, can cause new and potentially more critical problems.  Therefore it is necessary to thoroughly test the changes prior to production implementation.  There will be a change review and approval process.  This process will include:

Approving the necessity of a change.

Verifying that the proposed change will address the need.

Test that the change does fulfill the need.

Test that the change does not introduce new issues.

Create an implementation plan, which needs to have a procedure for removing the change if it creates problems.

Obtain approval of the implementation plan from all interested parties.

Execute the implementation plan.

Instruction:

The reviewer will interview the IAO to verify that there is a documented process for change validation and approval.

Finding Details:

There is no documented process for validation and approval of changes to the ERP code or configuration.

Recommendation:

Develop and document a process for validation and approval of changes to the ERP code or configuration.
	V0013669

ERP STIG Section: 3.4.3

ECSD-1

3-CSP

ECSD-2

12-CSP


	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP000870:  The IAO will ensure during deployment the ERP security controls reflect the intended production environment.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
The correct procedures for deploying an application into production is to modify any settings that are different from production settings in the QA environment so that the reflect the correct settings for the production environment and then deploy the application from the QA environment into the production environment.  To insure the security of the data controlled by the ERP application all ERP security controls will be in place prior to deployment of the application in a production environment.

Instruction:

The reviewer, with the assistance of the IAO, will insure that all security controls are in place prior to the deployment of the ERP application in a production environment.

Some ERP applications have a means of automating these changes during the deployment.  If this is the case then this check is to be marked not a finding.

This finding is Not Applicable to an ERP Application that is already deployed at the time of the review.

Finding Details:

All security controls where not in place prior to the deployment of the ERP application in a production environment.

Recommendation:

Implement and activate all security controls.
	V0013670

ERP STIG Section: 3.4.4

DCBP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP001000:  The IAO will ensure security controls, requirements, responsibilities, and procedures are documented.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
If the security controls, requirements, responsibilities and procedures are not documented they cannot be verify or enforced.

Instruction:

The reviewer will interview the IAO and verify the existence of the documentations for security controls, requirements, responsibilities, and procedures.

Finding Details:

The security controls, requirements, responsibilities, and procedures are not documented.

Recommendation:

Create the required documentation and periodically review it for pertinence and correctness.
	V0013671

ERP STIG Section: 3.5

DCFA-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP001100:  The IAO will ensure application role based access control enforces separation of duties.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Separation of duties enhances security by not allowing a single entity to both authorize and carry out an action making it more difficult for a malicious action to be actualized.

Instruction:

The reviewer will interview the IAO to verify that the principle of separation of duties was enforced by the role based access controls within the ERP application.

Finding Details:

Separation of duties is not enforced by the role based access controls within the ERP application.

Recommendation:

Design and implement a role based access control configuration that enforces separation of duties.
	V0013681

ERP STIG Section: 3.5

ECLP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP001150:  The IAO will ensure all available security control mechanisms are utilized in a layered defense.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Layered defense ensures that if an individual with malicious intent where to try to penetrate the ERP application they would have to penetrate many security controls before they could compromise the data within the application.

Instruction:

The reviewer will interview the IAO and verify that all available security mechanisms within the ERP application, the network supporting the ERP application and the systems hosting the ERP application and its related components.

Finding Details:

A layered approach to defense of the ERP application is not being used.

Recommendation:

Implement all security mechanisms available to provide a layered defense of the ERP application and its data.
	V0013681

ERP STIG Section: 3.5

DCBP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP001200:  The IAO, SA and ERP administrator will ensure that access to the mechanism, which provides the system’s access control, is restricted to those responsible for administering security for that system.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Unauthorized users accessing the ERP applications access control mechanism can lead to unauthorized access to the application data and the compromise of the data within the ERP application.

Instruction:

The reviewer will interview the IAO and verify that only documented authorized personnel are allowed access to the ERP access control mechanism.

Finding Details:

Unauthorized or undocumented individuals are allowed access to the access control mechanism of the ERP application.

Recommendation:

Remove the access from unauthorized individuals and document authorized access to the ERP application access control mechanism.
	V0013683
ERP STIG Section: 3.5

ECLP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP001300:  The SA will ensure the ability to change a userids group membership is restricted to authorized security administrators.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
The ability to change userid group membership can be used to give unauthorized access to sensitive data.  This can lead to the compromise of the data.

Instruction:

The reviewer, with the assistance of the SA will verify that access the ability to change userid group membership is only granted to authorized security administrators.  The reviewer will verify that this access is documented.

Finding Details:

Unauthorized access has been granted to the ability to change userid group membership.

Recommendation:

Remove access to the ability for changing userid groups from unauthorized users.
	V0013684
ERP STIG Section: 3.5

ECLP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP001400:  The IAO will ensure access to information; assets and resources are only granted to users to support only organizations or modules on a need-to-know basis.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Users should only be granted access to data or modules on a need-to-know basis.  This minimizes the number of individuals that have access to any given data or program modules which decreases the impact of a the compromise of data by an insider threat.

Instruction:

The reviewer will interview the IAO to verify that there is a process for granting access to users on a need-to-know basis.

Finding Details:

There is no process for restricting user access based on a need-to-know. 

Recommendation:

Establish, document, and enforce a process for granting access to users on a need-to-know basis.
	V0013695

ERP STIG Section: 3.5

ECLP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	III
	ERP001500:  The IAM will ensure an up-to-date classification guide exists for the application.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
A classification guide is a document that defines the need-to-know rules and the classification level for data within the ERP application and the relationship between these rules and the ERP role definition.

Instruction:

The reviewer will interview the IAO and verify that there exist a classification guide for the ERP application.

Finding Details:

There is no document fulfilling the requirement for a classification guide for the ERP application.

Recommendation:

With the participation of the data owners, create a classification guide for the ERP application.
	V0013696
ERP STIG Section: 3.5

DCBP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	III
	ERP001600:  The IAO will ensure there is a documented procedure that provides positive identification of the user prior to a password reset or an account being unlocked.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Resetting a userid’s password or enabling a userid after it was locked out without positive identification of the user can lead to the compromise of the userid-password pair and the data within the ERP systems if the userid has been stolen and the individual requesting the reset is not the owner of the userid.  Examples would be but are not limited to, face-to-face request with the user supplying a DoD ID card or a challenge response system based on phrase and responses entered by the user when the userid was originally created.

Instruction:

The reviewer will interview the IAO and verify that there is a documented procedure for positively identifying the user prior to the resetting of a password or the enabling of a disabled userid.

Note:  If DoD PKI authentication is exclusively used this finding is not applicable and will be marked as N/A.

Finding Details:

There is no documented procedure for positively identifying a user prior to the reset of a password or enabling of a disabled userid.

Recommendation:

Create and document a procedure for positively identifying a user prior to the reset of a password or enabling of a disabled userid.
	V0013771

ERP STIG Section: 3.5

DCBP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP001700:  The IAO, SA, and ERP administrator will ensure userids are disabled after 60 days of inactivity.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Userids that are inactive for long periods of time create a potential gateway to the system.  DoD requires these userids to be disabled if idle for 60 days.  However changes in INFOCON level or local directives may reduce the number of days that a userid may be idle.

Instruction:

The reviewer, with the assistance of the IAO, SA, or ERP administrator, will verify that the ERP application is configured to automatically disable all userids after a period of no more than 60 days.  If automatic disabling is not possible, the reviewer will verify that there is a documented manual process for disabling userids after no more than 60 days of inactivity.

Finding Details:

Userids are not disabled after 60 days of inactivity.

Recommendation:

Configure the ERP application to automatically disable the userids after 60 days of inactivity or create and document a manual procedure for disabling the userids after 60 days of inactivity.
	V0013773

ERP STIG Section: 3.5

DCBP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	III
	ERP001800:  The IAO will assist the SA in defining all roles and responsibilities to all user fields, taking into consideration SOX and HIPAA regulatory recommendations.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
ERP systems define user access rights via rules(sometimes referred to as responsibilities) and assign these rules to roles.  Roles are groups of rules that can be assigned to userids.  The IAO should define all of these roles taking into consideration any guidance found in SOX for systems dealing with financial systems or HIPAA for systems dealing with health privacy data.  Though these regulations may not specifically apply to DoD systems they are very good industry best practices and should be followed whenever possible.

Instruction:

The reviewer will interview the IAO to verify that the roles and responsibilities have been defined with consideration given to the SOX and HIPAA regulatory recommendations.

Finding Details:

The roles and responsibilities for the ERP system have been defined without consideration for the SOX or HIPAA regulatory recommendations.

Recommendation:

Review and correct the definitions of roles and responsibilities within your ERP system taking the SOX and HIPAA regulatory recommendations into consideration where appropriate.
	V0013774

ERP STIG Section: 3.5

ECLP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP001850:  The IAO will ensure unnecessary default roles are not being used and that required roles have the least privileged access.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
ERP systems are delivered with default roles defined.  These roles are designed to allow the deployment of the ERP system with minimal problems caused by roles blocking access, not with the underlying security of the application or data as the primary concern.  These roles will never be used.  They will be removed from the ERP system and replaced by implementation specific roles.  It would be best, if possible, to not reuse the names of the default roles.  This will preclude a problem that may arise if during a version upgrade the default role is reinstated deleting the implementation specific role.

Instruction:

The reviewer will interview the IAO to verify the default roles for the ERP system where removed and replaced by implementation specific roles.

Finding Details:

The default roles for the ERP system have not been removed and replaced by implementation specific roles.

Recommendation:

Remove the default roles and replace them with implementation specific roles.
	V0013775

ERP STIG Section: 3.5

ECLP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I
	ERP002000:  The ERP Administrator will provide documented procedures for software updates.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Because of the complexities of an ERP application, there needs to be documentation describing the process to be used when updating software levels.  This needs to be a general document that can be used as a template for the implementation plan when upgrades are performed.

Instruction:

The reviewer will interview the ERP administrator to verify the existence of the documented procedures for applying software updates.

Finding Details:

There is no documented procedure for applying software updates.

Recommendation:

Developed and document a procedure for applying software upgrades.
	V0013776

ERP STIG Section: 3.5.1

DCPR-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP002100:  The ERP Administrator and IAO will review all system changes and customization prior to implementation in production to ensure they do not compromise the security of the system.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
There needs to be a process to review all system changes and customizations prior to implementation in production.  Though the IAO and ERP administrator my delegate the review process they are responsible for ensuring that this review takes place.  This review needs to be a documented part of the change review process mentioned in ERP000860.

Instruction:

The reviewer will review the change review process to verify that there is a code review step within the process.

Finding Details:

Changes are released to production without a code review process.

Recommendation:

Develop a code review process and document it within your change review process documentation.
	V0013778

ERP STIG Section: 3.5.1

ECSD-1

3-CSP

ECSD-2

12-CSP


	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP002200:  The IAO will remove any advanced privileges granted to developers during installation before moving the application to production.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
ERP applications store the user access privileges in databases of files that are moved with the application image between development, QA, and production.  Most development privileges are not allowed in the QA environment and no development privileges are allowed in the production environment.  There needs to be a documented step in the process that removes the development and other elevated privileges from the developers userids or removes the developers development userids from this file prior to the move of the application from one environment to the next.

Instruction:

The reviewer will review the procedures for moving the ERP application between development, QA and production to verify that there are steps for removing the developers elevated privileges from their userids or remove the developers userids prior to the move.

Finding Details:

Unauthorized elevated development privileges are being allowed within QA or Production.

Recommendation:

Develop procedures for removing the developers userids or elevated development privileges from their userids prior to moving the application between development, QA and production.  Incorporate these procedure into your documentation on how to move the ERP application from development into QA and then from QA into production.
	V0013779
ERP STIG Section: 3.5.1

ECPC-1

3-CSP

ECPC-2

12-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP002300:  The ERP Administrator will ensure testing of all software or services is completed in the QA environment before moving the application to production.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Thorough testing will be completed in the QA environment before the modified software is released into production.  The certification of the completion of testing will be part of the change control process and the ERP administrator is responsible for to verify that the testing is complete.  This will minimize the loss of production availability, which would constitute a denial-of service, caused by failure of inadequately tested code modifications in production.

Instruction:

The reviewer will review the change control process to verify that it contains the requirement for the ERP administrator to certify that the test plan has been completed successfully in the QA environment before the change is moved into production.

Finding Details:

There is no requirement in the change control process for the ERP administrator to certify the testing in the QA environment has completed successfully prior to the change being moved into production.

Recommendation:

Add a requirement to the change control process for the ERP administrator to certify that testing in the QA environment has completed successfully before the change is moved into production.
	V0013780
ERP STIG Section: 3.5.1

ECSD-1

3-CSP

ECSD-2

12-CSP


	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP002400:  The IAO will ensure programmers only have userids in development and QA areas of an ERP application.

NOTE: If there is an emergency situation the IAO may need to provide read-only access in production.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
ERP implementations typically have development, QA and production environments.  Because of this there is a robust environment available for developing and testing fixes without exposing the production environment to the coding errors that inevitably occur during the development and testing phases of implementing changes.  Since programmers, when developing fixes or changes, often require elevated privileges that would not normally be given a user in the production environment, they should not normally have userids with these with these privileges in the production environment.

It is noted that there may be unforeseen critical problems that require the granting of programming privileges in the production environment for a short time.  This is allowed if documented and approved by the IAM.

Some ERP implementations require these privileges to be granted to ERP administrators so that the privileges can be granted, by the administrator, to other users in an emergency.  In this case it must be documented by the IAM that this is a requirement of the ERP implementation and all administrators that have these privileges must be documented by the IAO.

Instruction:

The reviewer should with the assistance of the ERP administrator, review the list of userids granted programming privileges in the production environment.  If there are any userids with these privileges there must be documentation that describes the problem being addressed and the estimated time of completion when the programming privileges will be removed from the userid.

If the ERP application requires administrators to have these privileges to grant them to other users in an emergency, this requirement is documented by the IAM, and all of the administrators that have these privileges are documented by the IAO this is not a finding.

Finding Details:

Unauthorized users have access to programming privileges in the production environment.

Recommendation:

Remove access to these privileges from unauthorized users or document the access to these privileges as described in the vulnerability discussion of this check.
	V0013782

ERP STIG Section: 3.5.1

ECPC-1

3-CSP

ECPC-2

12-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP002600:  The IAO and ERP Administrator will ensure developers do not have the ability to run programs in debug mode in the production system.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP production systems.

Vulnerability Discussion:
In some ERP systems the ability to run programs in debug mode allows the step by step execution of programs with the ability to manually change the values of variables during this process or skip over code segments.  This ability can be use to bypass application level security checks compromising sensitive data.  As with ERP002400 this privilege may be granted for short periods en an emergency provided it is approved and documented as described in ERP002400.  This privilege is singled out to emphasize the criticality of vulnerability that granting this privilege exposes the application to and heighten the awareness that this privilege will not be granted in most situations where ERP002400 is being applied.

It is noted that there may be unforeseen critical problems that require the granting of this privilege in the production environment for a short time.  This is allowed if documented and approved by the IAM.

Some ERP implementations require these privileges to be granted to ERP administrators so that the privileges can be granted, by the administrator, to other users in an emergency.  In this case it must be documented by the IAM that this is a requirement of the ERP implementation and all administrators that have these privileges must be documented by the IAO.

Instruction:

The reviewer, with the assistance of the ERP Administrator, will review a listing of all userids on the production system granted access to the privilege allowing execution of programs in debug mode.

Finding Details:

Unauthorized users have access to the privilege allowing the execution of programs in debug mode in the production environment.

Recommendation:

Remove access to this privilege from unauthorized users or document the access to this privilege as described in the vulnerability discussion of this check.
	V0013784
ERP STIG Section: 3.5.1

ECPC-1

3-CSP

ECPC-2

12-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I
	ERP003000:  The IAO will ensure all ERP accounts are protected by strong, non-default passwords.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
If passwords are used for authentication they must be strong passwords.  They will be 8 long and not be formed from words.  They will contain uppercase, lowercase, numeric, and special characters.  These are the DoD minimum requirements.  However the DoD minimum requirements may be enhanced by INFOCON status changes or local preference.

Instruction:

The reviewer will interview the IAO and verify that there is a policy for strong passwords and that the policy is communicated to the user community.

Note:  If DoD PKI authentication is exclusively used this finding is not applicable and will be marked as N/A.

Finding Details:

There is not policy for the use of strong passwords or it is not being communicated to the user community.

Recommendation:

Develop a policy for strong passwords and a process for communicating it to the user community.
	V0013785

ERP STIG Section: 3.5.2

IAIA-1

123-S

IAIA-2

123-C

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I
	ERP003100:  The IAO will ensure application userids are unique.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Without unique userids there is no way to attribute an action to a causative agent.  Application userids are userids used for inter-application communication.  These userids need to be unique per application pairs so that if one userid becomes compromised it can be disabled and replaced with a new userid (or the authenticator is replaced) for the application with minimal impact on other application interface pairs.

Instruction:

The reviewer will interview the IAO to verify that each application interface pair makes use of unique userids used only by that application interface pair.

Finding Details:

Application interfaces are not using unique userids.

Recommendation:

Create unique interfaces for each application interface pair.
	V0013786
ERP STIG Section: 3.5.2

IAGA-1

123-CS

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	III
	ERP003200:  The IAO will ensure information such as name and related access information is associated with each userid.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Without the access information for a specific userid, the responsible individual cannot be contacted if unusual or malicious activity is discovered.

Instruction:

The reviewer will interview the IAO and verify that user contact information is being kept for all individuals responsible for each userid.

Finding Details:

User contact information is not being kept for all individuals responsible for each userid.

Recommendation:

Document the contact information for all individuals responsible for all userids found on the ERP application and disable any userids that no contact information can be established.
	V0013808

ERP STIG Section: 3.5.2

IAIA-1

123-S

IAIA-2

123-C

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP003300:  The IAO will ensure all user actions are audited to individual userids.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Without activity being audited to individual userids there is no way to attribute a specific action to the userid that caused it.  Because of the large volume of data auditing often created auditing may need to be limited to critical actions as determined by the IAM, IAO, SA, ERP administrator and the data owners.  If the decision is made to limit the auditing, there will be a policy documentation stating what is to be audited, what is not being audited, and who was involved in the process of determining this.  This policy will be approved by the DAA.  

NOTE:  This policy, limiting user action, auditing does not apply to security related events such as the modification of security related objects, security events like login, logout, and failed logins or the change in privileges granted a user.

Instruction:

The reviewer will interview the IAO to verify that user actions are being audited and if full auditing is not implemented review the documentation describing the limited auditing policy.

Finding Details:

User actions are not being audited to individual users or if limited auditing is being used there is no documentation describing policy used to limit the auditing.

Recommendation:

Audit all user actions attributing them to a single userid or if limited auditing is being used document the limited auditing policy as described in the vulnerability discussion of this check.
	V0013812
ERP STIG Section: 3.5.2

ECAN-1

123-CS

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP003400:  The ERP Administrator will ensure the system accounts are disabled after three unsuccessful login attempts.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Disabling a userid after three (3) failed login attempts mitigates the use of brute force password attacks in an attempt to compromise a userid.

Three failed login attempts is the DoD minimum requirement.  It this value may be lowered by a change in INFOCOM status or local policy.

Instruction:

With the assistance of the ERP administrator verify that the ERP application has be configured to disable a userid after three (3) or fewer failed login attempts.

Note:  If DoD PKI authentication is exclusively used this finding is not applicable and will be marked as N/A.

Finding Details:

Userids are not automatically disabled after three (3) or fewer failed login attempts.

Recommendation:

Configure the ERP application to disable a userid after three (3) or fewer failed login attempts.
	V0013815
ERP STIG Section: 3.5.2

ECLO-1

123-S

ECLO-2

123-C

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP003600:  The IAO will ensure non-privileged users are not able to perform privileged functions.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Users should not be granted privileges beyond those needed to perform their duties.  Unauthorized and undocumented users are not to be granted access to privileged functions.  This mitigates vulnerabilities that would exist if the userid is compromised, the user commits a malicious act, or the user accidentally performs the wrong action.

Instruction:

The reviewer, with the assistance of the IAO, will verify that unauthorized users are not granted access to privileged functions.

Finding Details:

Unauthorized users have access to privileged functions.

Recommendation:

Remove the privileged functions from the unauthorized users or document that the user was granted access to the privileged functions.
	V0013817
ERP STIG Section: 3.5.2

ECLP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I
	ERP003650:  The ERP Administrator and the IAO will ensure an application client authenticates only to the appropriate application server.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
If the ERP application is using a “fat client” an application specific client as apposed to a web browser, the client should validate that it has authenticated to the appropriate application server.  I.E. the server the client intended to authenticate to.  The preferred method of authentication is DoD issued server certificates.  IP validation is not adequate authentication as it can be spoofed.
Instruction:

The reviewer will interview the ERP administrator to verify that, if a “fat client” is being used, the client verifies that it is connected to the appropriate application server.
Finding Details:

The ERP application client does not validate that it has authenticated to the appropriate application server.
Recommendation:

Modify the application client to validate that it is authenticated to the appropriate application server.
	V0013821
ERP STIG Section: 3.5.2

DCBP-1
123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP003700:  The IAO will ensure applications only accept DoD issued PKI certificates appropriate for the application’s MAC level for all environments to include development, QA test and production.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Certificate authentication is harder to compromise than password authentication.  DoD requires that applications to accept a minimum DoD PKI certificate dependent upon the MAC level of the system or application accepting the certificate.

MAC level 1 and 2 systems require the use of DoD PKI class 3 or class 4 certificates.

MAC level 3 systems require the use of DoD PKI class 3 certificates.

Instruction:

The reviewer will interview the IAO to verify that the ERP application accepts the only the DoD certificates appropriate for the MAC level of the application.

MAC level I and II systems require the use of DoD PKI class 3 or class 4 certificates.

MAC level III systems require the use of DoD PKI class 3 certificates.

Finding Details:

The application does not accept DoD PKI certificates appropriate to the MAC level of the ERP application.

Recommendation:

Modify the ERP application so that it accepts DoD PKI certificates appropriate to the MAC level of the ERP application.
	V0013822
ERP STIG Section: 3.5.2

IATS-1

3-CSP

IATS-2

12-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP003800:  The IAO will ensure the ERP Application does not honor non – DoD issued certificates.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
DoD applications are not allowed to accept PKI certificates issued by certificate authorities other the DoD certificate authority.

Instruction:

The reviewer will interview that IAO to ensure that the ERP application only honors DoD issued PKI certificates.

Finding Details:

The ERP application accepts non-DoD issued PKI certificates.

Recommendation:

Modify the ERP application so that it only accepts DoD certificates.
	V0013823
ERP STIG Section: 3.5.2

IATS-1

3-CSP

IATS-2

12-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I
	ERP003850:  The ERP Administrator and the IAO will ensure the application users cannot circumvent the intended user interface to access resources in its supporting infrastructure.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
If application users can circumvent the user interface to gain direct access to the underlying database, the OS hosting the application, or other supporting applications outside of the control of the ERP application they could compromise sensitive data.

Instruction:

The review with interview the ERP administrator and the IAO to ensure that users do not have the ability to circumvent the application interface.

Finding Details:

Users can circumvent the application interface gaining direct access to application resources or the underlying infrastructure.

Recommendation:

Apply mitigating controls to block the users from circumventing the application interface.
	V0013824
ERP STIG Section: 3.5.2

DCBP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP003900:  The ERP Administrator and IAO will ensure session limits exist for the application. The session limit is 15 minutes.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Idle sessions create a vulnerability to the application.  They can be hijacked by a skilled hacker or even by a casual user if the workstation that originated the session is left unattended while logged in to the application.

Instruction:

The reviewer with the assistance of the IAO will verify that the application is configured to terminate sessions after 15 minutes of inactivity.

This session termination may be extended to 60 minutes provided the IAM documents the need and the workstations are protected by screen savers that automatically lock the workstation after 15 minutes and require authentication prior to unlocking the workstation.  In this case this would not be a finding.

Finding Details:

The ERP application does not terminate idle sessions after 15 minutes.

Recommendation:

Configure the application to terminate idle sessions after 15 minutes or document the need for a longer session period and ensure that the workstations are protected by a screensaver that locks the workstation out after 15 minutes and requires authentication  prior to unlocking the workstation.
	V0013836
ERP STIG Section: 3.5.2

PESL-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP003950:  The IAO will ensure a process is in place for immediate notification when a user no longer has a need to access the ERP application their userid is disabled.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Maintaining a userid for a user who no longer needs access creates a vulnerability that can lead to the compromise of sensitive data.

Instruction:

The reviewer will interview the IAO to verify that there is a documented process for notification of the IAO when a user no longer needs access to the ERP application so that the IAO can disable the user’s userid.

Finding Details:

There is no documented process for immediate notification of the IAO when a user no longer needs access to the ERP application.

Recommendation:

Create and document a process for notification of the IAO when a user no longer needs access to the ERP application so that the user’s userid can be disabled.
	V0013837
ERP STIG Section: 3.5.2

IAIA-1

123-S

IAIA-2

123-C

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	III
	ERP004000:  The IAO will ensure user account passwords conform to DoD password policy and each user is instructed on the policy upon receiving a temporary password.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
If the user is not informed of the DoD policy for passwords he cannot comply with the policy.  This may lead to the creation of easily compromised passwords leading to the compromise of sensitive data.

Instruction:

The reviewer will interview the IAO to ensure that there is a document password policy and the users are instructed on this policy when the receive a temporary password.  This policy will instruct the user on how to create a strong password and instruct the user on the proper way to secure a password.

Note:  If DoD PKI authentication is exclusively used this finding is not applicable and will be marked as N/A.

Finding Details:

There is no documented password policy or it is not communicated to the users when they receive a temporary password.

Recommendation:

Create and document a policy that instructs the user on what a strong password is, how to create a strong password and how to secure a password.
	V0013838
ERP STIG Section: 3.6

IAIA-1

123-S

IAIA-2

123-C

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP004100:  The IAO will ensure user account passwords are stored in an encrypted format using FIPS 140-2 compliant encryption or NSA approved cryptography.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Passwords on unclassified systems are sensitive information.  On a classified system passwords are classified information.

Passwords on unclassified systems will be stored in an encrypted format using FIPS 140-2 compliant encryption.

Passwords on classified systems containing no Source and Methods Intelligence (SAMI) data will be stored in an encrypted format using FIPS 140-2 compliant encryption.

Within an enclave that can be accessed by users that do not have authorization for SAMI, passwords on a classified system containing SAMI data will be stored in and encrypted format using NSA approved cryptography.

Instruction:

The reviewer will interview the IAO to verify that passwords are stored in encrypted format using an algorithm appropriate to the classification of the ERP application.

Note:  If DoD PKI authentication is exclusively used this finding is not applicable and will be marked as N/A.

Finding Details:

Passwords are being stored without encryption or using a form of cryptology inappropriate for the classification level of the ERP application.

Recommendation:

Modify the ERP application to store passwords in encrypted format using a cryptographic method appropriate to the classification of the application.
	V0013839
ERP STIG Section: 3.6

IAIA-1

123-S

IAIA-2

123-C

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP004200:  The IAO and ERP administrator will ensure ERP passwords are a minimum of eight characters, have at least one non-alphanumeric character (special) character, one number, and system parameters is set to enforce same.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Long complex passwords are harder to compromise that shout passwords.  DoD 8500.2 requires passwords be at least 8 characters long, contain at least one special character, one numeric character, one lower case character, and one uppercase character.  The application will be configured to enforce these requirements.

Note:  This requirement may be made stronger by a change in INFOCON level or local policy.  These are the DoD minimum requirements.

Instruction:

The reviewer, with the assistance of the ERP administrator, will verify the application is configured to enforce at a minimum the above password requirements.

Note:  If DoD PKI authentication is exclusively used this finding is not applicable and will be marked as N/A.

Finding Details:

The ERP application is not configured to enforce at a minimum the DoD strong password policy.

Recommendation:

Modify the ERP application configuration to enforce at a minimum the DoD strong password policy.
	V0013840
ERP STIG Section: 3.6

IAIA-1

123-S

IAIA-2

123-C

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	III
	ERP004400:  The IAO will ensure users account passwords differ from the previous five passwords and system parameters are set to enforce the same.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Allowing password reuse makes guessing of passwords easier.  To mitigate this vulnerability the ERP applications will be configured to allow block the reuse of the last five (5) passwords used.

Instruction:

The reviewer, with the assistance of the IAO will verify that the ERP application has been configured to block the reuse of the last five (5) passwords used for the userid.

Note:  If DoD PKI authentication is exclusively used this finding is not applicable and will be marked as N/A.

Finding Details:

Users are allowed to reuse the last five passwords.

Recommendation:

Configure the ERP application to block the reuse of the any of the last five (5) passwords.
	V0013852
ERP STIG Section: 3.6

ECLO-1

123-S

ECLO-2

123-C

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP004500:  The IAO will ensure user account passwords expire every 90 days.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Passwords that are not changed on a regular basis create vulnerability if they become compromised.  By setting a reset requirement the vulnerability is mitigated by decreasing the time an undiscovered compromised password is of value.

The value of 90 days may be decreased by DoD directives, INFOCON level changes, or local policy.

Instruction:

The reviewer, with the assistance of the IAO, will verify that the ERP application is configured to force the user to change passwords every 90 days.

Note:  If DoD PKI authentication is exclusively used this finding is not applicable and will be marked as N/A.

Finding Details:

The ERP application is not configured to require a user to change their password at least every 90 days.

Recommendation:

Modify the ERP application configuration so that users will be forced to change there passwords at least every 90 days.
	V0013853
ERP STIG Section: 3.6

DCBP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	III
	ERP004600:  The IAO will ensure users are not allowed to change their user account passwords more than once every 24 hours without IAO approval.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
The ability for a user to change their password frequently will allow the user to bypass the controls that restrict password reuse increasing the time a compromised password would be of value.  The user could change his password frequently enough to reuse eventually get back to the original password that he was forced to change because of the setting that forces a password change when a specific time passes since the last password change.

Instruction:

The reviewer, with the assistance of the IAO, will verify that the ERP application is configured to not allow a password to be changed by the user within 24 hours of the last password change.  Some systems express this value in days not hours, if this is the case one (1) day is an acceptable value for this control.

Note:  If DoD PKI authentication is exclusively used this finding is not applicable and will be marked as N/A.

Finding Details:

The users are allowed to change their password in less that 24 hours after the previous password change.

Recommendation:

Modify the ERP application configuration so as to not allow a user to change their password within 24 hours of the previous password change.
	V0013854
ERP STIG Section: 3.6

DCBP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	III
	ERP005000:  The IAO will ensure all changes to production software, hardware, and communication links are managed through a change control process.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
The change control process will be comprehensive.  It will include all changes to the production environment to ensure reliability and to synchronize events between different change requirements.  Failure to synchronize these events can lead to excessive loss of availability of the ERP production environment.

Instruction:

The reviewer will interview the IAO to ensure that all changes to the production environment are included in the change control process.  This includes hardware, software, and network changes.

Finding Details:

The change control process does not include all aspects of change to the production environment.

Recommendation:

Modify and document the change control process so that it includes all aspects of the production environment.
	V0013855
ERP STIG Section: 3.7

ECSD-1

3-CSP

ECSD-2

12-CSP


	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP005100:  The IAO will ensure modifications to systems and networks are evaluated for impact to security controls.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Changes to both the host systems for the ERP application and the network used by the ERP application can impact the security of the ERP application.

Instruction:

The reviewer will interview the IAO to verify that changes to the network and host systems used by the ERP application have been evaluated for the security impact they will have on the ERP application.

Finding Details:

Changes to the network or host systems for the ERP application are not evaluated for their impact on the ERP application.

Recommendation:

Establish and document a process that will include a review of changes to network and host systems evaluating the security impact of the changes on the ERP application.
	V0013856
ERP STIG Section: 3.7

DCPR-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	III
	ERP005200:  The ERP Administrator and IAO will ensure user acceptance testing is performed and user sign-offs are obtained before changes are moved into production.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
End user acceptance testing is an important part of the change control process.  A change that corrects a security problem of a functional error is flawed if the solution makes it difficult for the end users to complete their assigned tasks in a timely manner.

Instruction:

The reviewer will interview the IAO to ensure that the change control process contains user acceptance testing and approval.

Finding Details:

User acceptance testing is not part of the change control process.

Recommendation:

Modify the change control process and its documentation to include user acceptance testing.
	V0013857
ERP STIG Section: 3.7

ECSD-1

3-CSP

ECSD-2

12-CSP


	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP005300:  The ERP Administrator will ensure the application environment does not use unnecessary services or software within the environment.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Unused and unneeded services or software within the application environment exposes the application to possible vulnerabilities within the unused code.  The best way to mitigate this vulnerability is to remove the unnecessary elements from the production environment.

ERP applications come with many functional modules, some of which will not be applicable to the use intended for every implementation.  Unused modules will be removed or the functionality provided by these modules will be controlled in such a manner as to ensure that no user can access the functionality provided by these modules.  The second option, configuring the application such that the unneeded code cannot be access, is an acceptable mitigation for ERP implementations that do not allow the removal of the unused and unnecessary services or software.
Instruction:

The reviewer will, with the assistance of the ERP administrator, verify that unnecessary services and software are removed from the production environment or are configured in a manner that allows no access to the service or software if it cannot be removed.

Finding Details:

Unnecessary services or software have not been removed for the ERP application or disabled if the ERP application will not function if the unnecessary services of software are removed.

Recommendation:

Remove the unnecessary services or software from the production environment or, if the ERP application does not allow the removal configure the application so that users cannot access the unnecessary services or software.
	V0013858
ERP STIG Section: 3.7

ECLP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP005400:  The ERP Administrator and the IAO will ensure a documented process is in place to ensure unnecessary custom code is not included in a release.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
As part of the change review process there should be a review of the need for and appropriateness of any custom code changes made to the ERP application.  Custom code changes can introduce new vulnerabilities into the application either by failure to correctly use the application services to validate the access rights of a user or by a direct attempt to introduce malicious code into the application.  Additionally custom code may interfere with security fixes or functional fixes released by the vender either negating the fix or causing it to function in ways not intended by the vender.

Minimizing the custom code and validating the necessity and correctness of the custom code will mitigate this vulnerability.

Instruction:

The reviewer will review the change control process documentation to verify that the process requires that custom code is review as to its necessity and correctness.

Finding Details:

Custom code is not reviewed for its necessity or correctness in the change control process.

Recommendation:

Modify the change control process and its documentation to require custom code to be reviewed for its necessity and correctness.
	V0013859
ERP STIG Section: 3.7

ECSD-1

3-CSP

ECSD-2

12-CSP


	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP005500:  The ERP Administrator will ensure application processes run with only privileges necessary for proper operation. This includes background userid’s needed by 3rd party “bolt on” products.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
ERP applications use system userids to run their background processes.  These userids will be only allowed the minimum privileges need to support the ERP application.  This includes the userids used to run background applications that add functionality to the ERP application.

Instruction:

The reviewer, with the assistance of the ERP administrator, will review the privileges granted background userids used by the ERP application and other software used in support of the application to ensure that these userids do not have more than the minimum privileges required by the ERP application.

Finding Details:

The background userids used to support the ERP application and associated software have been granted privileges not required in support of the application.

Recommendation:

Remove all unneeded privileges from the background userids used to support the ERP application and its associated software.
	V0013860
ERP STIG Section: 3.7

ECLP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP005600:  The ERP Administrator will ensure the production environment is on its own server. The QA and development environment may reside on the same server.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
ERP production applications often run under userids with high systems privileges.  To minimize the impact on other applications if the ERP system where to become compromised and to minimize the impact of other applications on the ERP production environment the ERP production environment will be hosted on dedicated servers.

Instruction:

The reviewer will interview the ERP administrator to verify the applications not in support of the ERP production environment are hosted on the servers supporting the ERP production environment.

Finding Details:

Applications not supporting the ERP production environment are being hosted on the ERP productions servers.

Recommendation:

Remove all applications that do not support the ERP production environment from all servers hosting the ERP production environment.
	V0013861
ERP STIG Section: 3.7

DCPA-1

12-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I
	ERP006000:  The IAO will ensure all administrative connections to the application are encrypted using FIPS 140-2 compliant encryption or NSA approved cryptography depending on the classification of the data residing within the application.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
All sessions used to support administration of the ERP application and environment are considered to be dealing with sensitive data and therefore must be encrypted.

Instruction:

The reviewer, with the assistance of the IAO, will ensure that all sessions supporting the administration of the ERP environment are encrypted using an appropriate cryptography based on the classification of the data residing within the application.

Unclassified systems will use FIPS 140-2 compliant encryption and classified systems will use NSA approved cryptography.

Finding Details:
Sessions used to administer the ERP environment are not encrypted or do not use a level of cryptography appropriate for the classification of the data contained within the ERP environment.

Recommendation:

Modify the ERP application so that all sessions used to administer the ERP environment are encrypted with the level of cryptography appropriate for the classification of the data within the ERP environment.
	V0013862
ERP STIG Section: 3.8

EBRP-1

123-CS

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP006100:  The IAO will ensure all remote user access to the application is encrypted using FIPS 140-2 compliant encryption for sensitive data, or NSA approved cryptography for classified data.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Remote user access is susceptible to monitoring which will lead to the compromise of sensitive information.

If the remote user is accessing sensitive data their session will be encrypted using FIPS 140-2 compliant encryption.

Remote access to classified systems is not normally allowed but if needed the session will be encrypted with NSA approved cryptography.

Instruction:

The reviewer will interview the IAO to verify that remote access sessions to the ERP application are encrypted as required by the classification of the data residing within the ERP application.

Finding Details:

Remote access sessions are not encrypted as required by the classification of the data residing within the ERP application.

Recommendation:

Modify the ERP application to ensure that all remote access sessions are encrypted as required by the classification of the data residing within the ERP application.
	V0013863
ERP STIG Section: 3.8

EBRU-1

123-CS

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I
	ERP006200:  The IAO will ensure all remote user audit trails are recorded.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Some ERP applications control the audit of remote user access to an application separately from local user access.  If the ERP application has the ability to audit the remote user access it will be enabled and recorded.
Instruction:

The reviewer will interview the IAO to ensure that if the ERP application controls the audit of remote user access separately that the application is configured to audit all remote user access.

Finding Details:

Remote user access is not being audited.

Recommendation:

Modify the ERP application so that it audits remote user access.
	V0013864
ERP STIG Section: 3.8

EBRP-1

123-CS

ECAN-1

123-CS

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I
	ERP006300:  The IAO will ensure the application adequately validates user inputs before processing.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Input validation is the first line of defense for an application.  Adequate input validation should test the length of the data string being received, that the data type is as expected, and that the input does not contain any SQL injection attacks or cross-site scripting.

Instruction:

The reviewer will interview the IAO to verify that the implementation of the ERP application stressed good input validation or that other mitigating controls such as application level firewalls are in place to thwart common input based attacks.

Finding Details:

There is no attempt to block common input based attacks by input validation or other mitigating controls.

Recommendation:

Modify the ERP application to validate input or implement other mitigating controls such as application level firewalls.
	V0013865
ERP STIG Section: 3.8

DCSQ-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I
	ERP006400:  The ERP Administrator will ensure the application does not transmit unsigned CAT 1 or CAT 2 mobile code.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
DoD Instruction 8552.01 requires that all Cat 1 or Cat 2 Mobile code, if transmitted, is signed.
Risk analysis of mobile code currently assess Category 1 Mobile Code as having 2 components.

1A Mobile Code is allowed on DoD systems if signed and consists of:

1) ActiveX controls.

2) (b)
Shockwave movies (e.g., dcr, .dxr, .dir files), including Xtras, that execute in the Shockwave for Director Plugin  

1X Mobile Code is not allowed on DoD systems and consist of:

1) Mobile code scripts that execute in Windows Scripting Host (WSH) (e.g., JavaScript, VBScript downloaded via URL file reference or email attachments)

2) HTML Applications (e.g., .hta files) that download as mobile code

3) Scrap objects (e.g., .shs and .shb files)

4) 4)Microsoft Disk Operating System (MS-DOS) batch scripts

5) Unix shell scripts

6) Binary executables (e.g., .exe files) that download as mobile code
Category 2 Mobile code is considered:

1) applets and other Java mobile code

2) Visual Basic for Applications (VBA) (e.g., Microsoft Office macros, also used by Corel Office)

3) LotusScript (e.g., Lotus Notes scripts)

4) PerfectScript (e.g., Corel Office macros)

5) Postscript

6) Mobile code executing in .NET Common Language Runtime

The following are not considered Mobile Code and are excluded from this policy:

1) Software that is preinstalled on the client workstation or host server.
2) Software downloads, patches, and updates that are explicitly, intentionally, and manually initiated by the user.

The following technologies are also excluded.

1) XML, when used as a data description format for non-executable content.  However, technologies that rely on XML formatting may be considered mobile code).  For example, if code is embedded within XML data, it is mobile code under the Policy.

2) Synchronized Multimedia Integration Language (SMIL)

3) Quicktime

4) Virtual Reality Modeling Language(VRML) (exclusive of any associated Java applets or JavaScript scripts.  Applets or scripts associated with VRML worlds are subject to the DoD Mobile Code Policy).

Additionally the following application technologies are considered outside the scope of the DoD Mobile Code Policy.

1) Scripts and applets that execute in the context of the Web server.  Examples of technologies in this application area include Java servlets, Java Server Pages, Common Gateway Interface (CGI) scripts, Active Server Pages (ASPs) and ASP.NET Pages, Cold Fusion Markup Language (CFML), PHP, Server Side Includes (SSI), server-side JavaScript, and server-side LotusScript.

2) Local programs, plugins, libraries and command scripts that were preinstalled on the workstation.  Examples of technologies in this application area may include binary executables, ActiveX controls, Unix shell scripts, MS-DOS batch scripts, scripts that execute within Windows Scripting Host, and Perl scripts.

3) Distributed object-oriented programming systems that do not convey executable objects.  Examples of technologies in this area include Simple Object Access Protocol (SOAP), Common Object-Request Broker Architecture (CORBA), and Distributed Common Object Model (DCOM).  Java RMI and Java Jini technologies are excluded when no executable objects are downloaded into the client; otherwise, they are Category 2.  Similarly, if code is embedded within a SOAP message, it is mobile code under the Policy.

4) Software patches, updates, including self-extracting updates.  Software updates that must be explicitly and intentionally invoked by the user are outside the scope of the DoD Mobile Code Policy.  Examples of technologies in this area include Netscape SmartUpdate, Microsoft Windows Update, Symantec AntiVirus LiveUpdate, Netscape Web browser plug-ins, and Linux RPM packages.

Finally, if the client and servers reside in a single enclave and the enclave perimeter is configured to not allow access to the servers from outside of the enclave the DoD Mobile Code policy does not apply.

Instruction:

The reviewer will interview the ERP administrator to verify that, if the ERP implementation contains mobile code, that the mobile code complies with the DoD Mobile Code Policy by transmitting only signed Category 1 and Category 2  mobile Code..
Finding Details:

Category 1 or Category 2 Mobile Code is being transmitted unsigned by the ERP application.
Recommendation:

Sign any Category 1 or Category 2 Mobile Code transmitted by the ERP application.
	V0013866
ERP STIG Section: 3.8.1

DCMC-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP006500:  The SA and ERP Administrator will ensure the application does not transmit mobile code that attempts to access local operating system resources or establish network connections to servers other than the application server.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
DoD Instruction 8552.1 requires that no mobile code be transmitted that attempts to violate the Constrained Execution Environment.   It defines the Constrained Execution Environment as “a runtime environment that constrains mobile code to prevent its access to local system and network resources including the local file system, operating system settings, and parameters (e.g., Microsoft Windows Registry), and its ability to establish network connections other than to the mobile code’s originating server. Examples of constrained execution environments include Java Runtime Environment sandbox, .NET Common Language Runtime, and a browser’s JavaScript sandbox.”
Instruction:

The reviewer will interview the SA and the ERP administration to verify that, if the ERP application transmits mobile code, the mobile code does not attempt to violate the Constrained Execution Environment as defined in DoD Instruction 8552.1.
Finding Details:

The ERP application transmits mobile code that attempts to access local operating system resources or to establish a network connection to servers other the ERP application servers.
Recommendation:

Modify the ERP application removing the offending mobile code or modifying the mobile code so it does not attempt to access local operating system resources or to establish a network connection to servers other the ERP application servers.
	V0013867
ERP STIG Section: 3.8.1

DCMC-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I
	ERP006700:  The SA and ERP Administrator will ensure the application does not utilize any type of mobile code for which there is no established policy.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:

Types of Mobile code not described within the DoD Mobile Code Policy and approved for use have not been evaluated for vulnerabilities and the ability to compromise this code may be inherent within this type of mobile code.  Because of the lack of a risk analysis and vulnerability testing these mobile code not described and approved in the DoD Mobile Code Policy will not be used.

Instruction:

The reviewer will interview the SA and ERP Administrator to verify that no type of mobile code for which there is no established mobile code policy is being used by the ERP application.

Finding Details:

Mobile code of a type not approved by the DoD Mobile code policy is being used within the ERP application.

Recommendation:

Remove the unapproved mobile code type.
	V0013868
ERP STIG Section: 3.8.1

DCMC-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I
	ERP006800:  The SA and ERP Administrator will ensure the application does not send e-mail messages that include executable code.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Mobile code that is sent via email and automatically executes when the email is open is prohibited by DoD Instruction 8552.2.  The ERP application will not email mobile code to users that will automatically execute when the email is open.  The emailed mobile code will not execute unless explicitly executed by the recipient.
Instruction:

The reviewer will interview the SA and ERP administrator to verify that, if the ERP applications send mobile code via email, any emailed mobile code from the ERP application requires explicit execution by the recipient.
Finding Details:

The ERP application emails mobile code that automatically executes when the email is opened.
Recommendation:

Modify the ERP application so that any mobile code emailed to the users.
	V0013869
ERP STIG Section: 3.8.1

DCMC-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP007000:  The IAO and SA will ensure the application logs are reviewed daily.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Application logs will be reviewed daily for indication unusual activity.  Unusual activity could be users accessing areas that they do not normally access, a larger than normal amount of new entries, a larger than normal amount of activity updating or deleting data, …  This unusual activity may be an indication of malicious intent so further investigation will be made.

Some ERP systems may audit all activity to a single file as apposed to separate logs.

Instruction:

The reviewer will interview the IAO to verify that the application logs are reviewed on a daily basis.

Finding Details:

ERP application logs are not being reviewed on a daily basis.

Recommendation:

Establish and document a procedure to ensure that the ERP application logs are reviewed on a daily basis.
	V0013870
ERP STIG Section: 3.9

ECAT-1

3-SP

ECAT-2

12-C

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP007100:  The IAO and SA will ensure the user audit logs are reviewed daily.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
User audit logs normally contain user activity related information such as login, logout, failed logins, …These audit logs will be reviewed daily for unusual activity.  Unusual activity may be users logging in at unusual times of the day, users logging in from unusual locations, excessive failed logins, attempts to access unauthorized data,
Some ERP systems may audit all activity to a single file as apposed to separate logs.

Instruction:

The reviewer will interview the IAO to verify that the user audit logs are reviewed for unusual activity daily.

Finding Details:

The user audit logs are not reviewed daily for unusual activity.

Recommendation:

Establish and document a policy for reviewing user audit logs daily for unusual activity.
	V0013871
ERP STIG Section: 3.9

ECAT-1

3-SP

ECAT-2

12-C

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	III
	ERP008000:  The IAO will ensure user procedures exist for manually marking printed documents if the printed report does not contain the same.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
If the ERP application does not automatically create and print classification labels on reports there will be a documented procedure describing how to manually mark the printed documents.

Instruction:

The reviewer will interview the IAO to verify that the ERP application automatically creates and prints classification labels on printed reports and documents.  If the ERP application does not automatically generate classification labels on printed reports and documents, review the documentation describing how to manually mark the printed reports and documents.

Finding Details:

The ERP application does not automatically generate classification labels on printed reports and documents and there is no documented procedure for manually creating classification labels.

Recommendation:

Modify the ERP application to automatically generate classification labels for printed reports and documents.  If the ERP application cannot be modified to do this, develop and document a process to ensure that the classification labels are manually applied.
	V0013872
ERP STIG Section: 3.10.1

ECML-1

123-CS

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP008100:  The ERP Administrator will ensure the application displays an appropriate warning message upon user logon.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
The warning message at the user logon informs the user that this s DoD system, the users activities are subject to monitoring and the user agrees to being monitored if they logon to the system.

Instruction:

The reviewer, with the assistance of the ERP administrator, will logon to the ERP application and verify that the warning message is displayed.

Finding Details:

There is no warning message to the user prior to the logon to the ERP application.

Recommendation:

Modify the ERP application so that it will display a warning message to the user prior to the logon to the ERP application.
	V0013873
ERP STIG Section: 3.10.1

ECWM-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I
	ERP008300:  The IAO and ERP Administrator will ensure sensitive data and classified (non-SAMI) data is encrypted using FIPS 140-2 validated encryption if required by the data owner.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Encryption of data at rest protects the data from compromise if it is accessed from outside the ERP application.  The data needs to be encrypted at rest depending upon its sensitivity, its classification and the requirements of the data owner.

Sensitive data will be encrypted using a FIPS 140-2 validated encryption if required by the data owner.

Classified non-SAMI data will be encrypted using FIPS 140-2 validated encryption if required by the data owner.

Instruction:

The reviewer will interview the IAO to verify that data is encrypted depending upon its sensitivity and/or classification.

Finding Details:

Data at rest is not encrypted within the ERP system in a manner appropriate for its sensitivity and/or classification.

Recommendation:

Modify the ERP application to encrypt sensitive data and encrypt all classified (non-SAMI) data, if required by the data owner, using FIPS 140-2 validated encryption.
	V0013874
ERP STIG Section: 3.10.1

ECCR-2

123-S

ECCR-2

123-C

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I
	ERP008400:  The System Administrator and ERP Administrator will ensure if a classified enclave contains Source and Materials Information (SAMI) and is accessed by unauthorized users, then NSA-approved cryptography is used to encrypt all SAMI stored within the enclave.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
If SAMI information is stored within an ERP application within a classified enclave that is accessible by users that are not authorized access to SAMI information, the SAMI information will be stored using NSA approved cryptography.

Instruction:

The reviewer will interview the IAO to verify that SAMI information exists within the ERP application within the enclave and that users not authorized access to SAMI have access to the enclave.  If this is the case, then the reviewer will interview the SA and ERP administrator to verify that SAMI information stored within the ERP application within the enclave is encrypted using NSA approved cryptography.

Finding Details:

SAMI information is stored within an enclave which is accessible by individuals not cleared for SAMI information is not encrypted using NSA approved cryptography when stored.

Recommendation:

Modify the ERP application to use NSA approved cryptography to encrypt SAMI data when stored.
	V0013875
ERP STIG Section: 3.10.1

ECCR-3

123-C

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I
	ERP008600:  The System Administrator and ERP Administrator will ensure the transmission of an ERP account name and password from a client to an ERP Application server over a network is encrypted using FIPS 140-2 compliant encryption.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Clear text password transmission can be monitored with IP snifters leading to the compromise of the userid.  Passwords will not be transmitted in an unencrypted format.

Instruction:

The reviewer will interview the SA to verify that passwords are encrypted using FIPS 140-2 compliant encryption when transmitted over the network.

Note:  If DoD PKI authentication is exclusively used this finding is not applicable and will be marked as N/A.

Finding Details:

Unencrypted passwords are transmitted over the network.

Recommendation:

Modify the ERP application so that passwords are encrypted using FIPS 140-2 compliant encryption  when transmitted over the network.
	V0013876
ERP STIG Section: 3.10.2

IAIA-1

123-S

IAIA-2

123-C

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I
	ERP008700:  The System Administrator and ERP Administrator will ensure all network connections to an ERP application require an individual ERP application account and authentication credentials.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Some ERP applications allow for non-authenticated network connections between components of the application such, the application server, the database, other application servers running in parallel to the main server to distribute the processing load…  The ERP application will require authentication with userid (or account) and authentication credentials such as passwords or DoD server certificates.  Anonymous connections or connections authenticated by IP address will not be allowed.

Instruction:

The reviewer will interview the SA and ERP Administrator to verify that anonymous connections or connections authenticated by IP or MAC are not used between ERP application components.

Finding Details:

All network connections to an ERP application do not require an individual ERP application account and authentication credentials.

Recommendation:

Modify the ERP application to so that all network connections to an ERP application require an individual ERP application account and authentication credentials.


	V0013877
ERP STIG Section: 3.10.2

IAGA-1

123-CS

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP009000:  The IAO and ERP Administrator will ensure non-interactive automated processing accounts meet the same security requirements as application dialog userids with the exception of password lifetime.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Non-interactive automated processing userids (or accounts) will be configured with the same need-to-know and least privileged rules as an interactive user used would require to perform the same process.  This means that automated process will not be run using a userid that is privileged to access the whole ERP application.  Each process or logically segregated group of processes will have a unique userid to that has access to only the parts of the ERP application that it needs.  An example would be a userid is used to automatically produce daily inventory report for a specific warehouse would have access only to data pertaining to that warehouse.  This minimizes the amount of data exposed to potential compromise if a userid used for automated processing is compromised.

If passwords are the authenticating credentials used by this userid, the length of time before the password will be changed may differ from that of an interactive userid.

Note:  If DoD PKI authentication is exclusively used this part of the check is not applicable.

Instruction:

The reviewer will interview the IAO and the ERP administrator to verify that the same security criteria are applied when granting privileges to an non-interactive automated userid as would be used for an interactive userid required to manually perform the same task.

Finding Details:

Non-interactive automated processing userids are granted more security privileges than interactive userids would require to perform the same task.

Recommendation:

Use the concepts of need-to-know and least privilege to grant privileges to non-interactive automated userids as would be used to grant privileges to an interactive userid that needs to perform the same task.
	V0013878
ERP STIG Section: 3.11

ECLP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	III
	ERP009100:  The ERP Administrator will ensure the use of non-interactive automated processing accounts is documented and authorized by the IAO.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
All userids will be documented.  Activities by undocumented userids cannot be attributed to the appropriate user or process.  Additionally the existence of undocumented userids can lead to loss of critical time when trying to verify the existence of a malicious penetration of the ERP application.

Instruction:

The reviewer will interview the ERP administrator and IAO to verify that there is a process in place to ensure that all userids are documented.

Finding Details:

There are undocumented and possibly unauthorized userids within the ERP application.

Recommendation:

Document the undocumented userids or, if there is not enough information to document them, remove the undocumented userids from the ERP application.
	V0013879
ERP STIG Section: 3.11

IAIA-1

123-S

IAIA-2

123-C

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I
	ERP009200:  The ERP Administrator will ensure application utilities and batch submissions do not contain or store unencrypted database account names (and/or userids) and passwords.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Database userids (and/or accounts) stored in batch processing scripts with unencrypted passwords can lead to a compromise of the userid or account that the password authenticates and a compromise of sensitive data within the ERP application.

Instruction:

The reviewer will interview the ERP administrator to verify that passwords used by batch processing scripts are stored in an encrypted manner.

Note:  If DoD PKI authentication is exclusively used (use of server certificates in this case) this finding is not applicable and will be marked as N/A.

Finding Details:

Passwords used by batch processing scripts are not encrypted when stored.

Recommendation:

Modify the ERP application batch processing scripts to use passwords that are encrypted when stored.
	V0013880
ERP STIG Section: 3.11

IAIA-1

123-S

IAIA-2

123-C

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP009300:  The IAO and ERP Administrator will ensure the application process removes temporary objects from memory or disk before the application terminates.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
The ERP application will remove temporary objects from memory and disk before that application terminates in a manner appropriate for the classification of the data contained within the application.  For memory the object must be overwritten with zeros prior to release of the object.  For temporary disk storage, if the application data is classified the space will be securely erased prior to release of the object.  For temporary disk storage, if the application data is not classified, the space must be overwritten with zeros prior to release of the object.  If it can be shown that the release process for temporary objects used by the underlying software performs this process in a manner appropriate for the classification level of the data, the ERP application does not need to explicitly perform it.

Instruction:

The reviewer will interview the IAO and ERP administrator to verify that temporary objects are removed from memory and disk prior to application termination.

Finding Details:

Temporary objects are not removed from memory and disk prior to application termination.

Recommendation:

Modify the ERP application configuration or the ERP application to remove temporary objects from memory and disk prior to application termination.
	V0013881
ERP STIG Section: 3.11

ECRC-1

123-CS

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	III
	ERP010000:  The IAO and ERP Administrator will ensure the application does not modify data files outside the scope of the application.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
The modification of data files outside of the scope of the ERP application can lead to the compromise of sensitive data.  For files to be considered within scope of the application, they will be described in the ERP application documentation.

Instruction:

The reviewer will interview the IAO and ERP administrator to verify that all files modified by the ERP application are within the scope of the application.

Finding Details:

The ERP application modifies files outside of the scope of the application.

Recommendation:

Modify the ERP application so that it does not modify files outside of its scope or, if the files cannot be removed, modify the ERP documentation to document all files modified by the ERP application.
	V0013882
ERP STIG Section: 3.12

ECLP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP010100:  The ERP Administrator will ensure the application code and application data is not located in the same directory.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
This segregation of ERP application data from ERP application code makes it easier protect the code from unauthorized modification and to detect the unauthorized modification if the access control mechanisms are bypassed.

Instruction:

The reviewer will interview the ERP administrator to verify that application data and code are not located within the same directory.

Finding Details:

ERP application code and ERP application data reside within the same directory.

Recommendation:

Modify the ERP application so that the ERP application code and the ERP application data can be stored in different directories and move the code or data to accomplish this.
	V0013891
ERP STIG Section: 3.12.1

DCBP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP010200:  The ERP Administrator will ensure the application does not store authentication credentials on client computers after a session terminates.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Some ERP applications, when using a “fat” client as apposed to a web browser client, store authentication credentials on the client system.  If these credentials are not deleted prior to session termination, the credentials may be compromised and used to compromise sensitive data.

Instruction:

The reviewer will interview the ERP administrator to determine if the ERP application stores authentication credentials on the client system.  If the ERP applications stores authentication credentials on the client system, the reviewer will verify that the ERP application removes these credentials prior to session termination.

Finding Details:

The ERP application stores authentication credentials on the client system and does not remove them prior to session termination.

Recommendation:

Modify the ERP application so that it does not store authentication credentials on the client system or, if this is not possible, that the ERP application removes the authentication credentials prior to session termination.
	V0013901
ERP STIG Section: 3.12.1

DCBP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP011000:  The ERP Administrator and developers will ensure the application does not include an explicit error and exception handling capability.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Explicit error and exception error handling returns the original, unfiltered, error code from the underlying application or software to the user that created the error.  This code can be used by a knowledgeable hacker to identify the underlying software and which could lead to additional threat vectors.  The ERP application should interpret the error and return a less informative error message to the user such a “Database error, please contact the help desk” as apposed to “Oracle error number 2005”.  If the application does not provide this capability, an appropriate application level firewall implementation that intercepts these messages before they are returned to the user substituting appropriate no software specific error messages to the end user.
Instruction:

The reviewer will interview the ERP administrator to verify that the ERP application does not include an explicit error or exception handling capability.
Finding Details:

The ERP application does include an explicit error and exception handling capability.
Recommendation:

Modify the ERP application so that it does not include an explicit error and exception handling capability or insert an application level firewall between the user and the ERP application.
	V0013902
ERP STIG Section: 3.13

DCBP-1
123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	III
	ERP011100:  The ERP Administrator and SA will ensure the application interfaces are identified and protected.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
If application interfaces are not protected from unauthorized access, they may be used to compromise the ERP application or sensitive data within the application.

Instruction:

The reviewer will interview the ERP administrator to verify that all application interfaces have been identified and protected.

Finding Details:

All ERP application interfaces have not been identified and protected.

Recommendation:

Identify all application interfaces and ensure that they are protected.
	V0013903
ERP STIG Section: 3.13

DCBP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP011200:  The developers will ensure the application code does not contain invalid references to network resources (pathnames, URLs, etc.).
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
References to invalid network resources can be exploited in the future bye creating unauthorized network resources that match the invalid references within the ERP application code.  This can then lead to the compromise of the ERP application or sensitive application data.

Instruction:

The reviewer will interview the ERP administrator to verify that the application code has been checked for invalid network references.

Finding Details:

The ERP application code has not been reviewed for invalid network resources.

Recommendation:

Review the ERP application code for invalid network resource references and, if found remove them.
	V0013905
ERP STIG Section: 3.13

DCBP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP011300:  The ERP application administrator will ensure that any shell access privileges the users can get through the application client are removed.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Shell access privileges can be exploited to destabilize the host platform leading to a denial-of-service or lead to the compromise of sensitive data.  Users will not be allowed privileges to access the host shell via the application client.

Instruction:

The reviewer will interview the ERP administrator to verify that all shell access privileges via the application client are removed from the users.

Finding Details:

Shell access privileges are granted users via the ERP application client.

Recommendation:

Remove shell access privileges from all users accessing the ERP application via the application client.
	V0013906
ERP STIG Section: 3.13

ECLP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP011400:  The ERP application administrator will ensure the removal of ad hoc query privileges from users through the application client.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Some ERP applications allow ad hoc queries via the application client.  This can lead to the compromise of sensitive data.

Instruction:

The reviewer will interview the ERP administrator to verify that the ability to perform ad hoc queries via the application client by users has been removed.

Finding Details:

Users are allowed to perform ad hoc queries via the ERP application client.

Recommendation:

Remove the ability for users to perform ad hoc queries via the ERP application client.
	V0013912
ERP STIG Section: 3.13

ECLP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP011500:  The IAO will not grant access to transactions or authorization objects not being used for a defined purpose.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
ERP applications are delivered with default modules that contain many transactions and authorization objects.  Most ERP implementations do not make use of all of these transactions or authorization objects.  If access is granted to these unneeded items, sensitive data may be compromised.  Ideally these transactions and authorization objects would be removed from the application but unfortunately many ERP applications will not function or will not function correctly if this is done.

Instruction:

The reviewer will interview the IAO and verify that access has not been granted to unused transactions or authentication objects.

Finding Details:

Access has been granted to unneeded and unused transactions or authorization objects within an ERP application.

Recommendation:

Remove access from all unneeded and unused transactions or authorization objects within an ERP application.
	V0013913
ERP STIG Section: 3.13

ECLP-1

123-CSP

DCBP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	III
	ERP012000:  The ERP Administrator will ensure the ERP application code changes are tracked and documented.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Failure to document and track all changes to application code can lead to the inability to locate malicious code.  Additionally this failure can lead to excessive time needed when analyzing a potential security incident.

Instruction:

The reviewer will interview the ERP administrator to verify that all changes to application code are tracked and documented.  This will be part of the documented change control process.

Finding Details:

There is no documented process for documenting and tracking all changes made to ERP application code.

Recommendation:

Modify and document the change control process to include documenting and tracking of all changes made to the ERP application.
	V0013914
ERP STIG Section: 3.14

ECSD-1

3-CSP

ECSD-2

12-CSP


	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP013000:  The ERP Administrator and IAO will ensure all updates to security software or security functionality of software and applications are logged.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Changes to the security posture of the software can lead to the compromise of ERP application security and sensitive data stored within the application.  Therefore all updates or changes to the security software or security functionality of the software and application will be logged, or audited.
Instruction:

The reviewer will interview the ERP administrator to verify that the ERP application will log, or audit, all updates or changes to the software or security functionality of the software and applications.
Finding Details:

Updates or changes to the security software or the security functionality and applications are not logged, or audited.
Recommendation:

Modify the ERP application to log or audit all changes and updates to the security software or the security functionality of the software and applications.
	V0013915
ERP STIG Section: 3.15

ECAR-1

123-P

ECAR-2
123-S

ECAR-3

123-C

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP013100:  The ERP Administrator will ensure the IAO is notified when the application logs are near capacity.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
If the application log (or audit) files become full information critical to the tracing of a security incident may be lost.  An automated process of switching the logging to a new file and backing up the old file to ensure that no audit data is lost is an acceptable alternative to notification of the IAO.

Instruction:

The reviewer will interview the ERP administrator to verify that the IAO is notified when the application log files are near capacity so that action can be taken to ensure that no audit data is lost.

Finding Details:

The IAO is not notified when the application log files near capacity.

Recommendation:

Establish and document a policy to notify the IAO when the application log files near capacity or a process that will ensure that no audit data is lost because the application log files become full.
	V0013916
ERP STIG Section: 3.15

ECTP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP013200:  The ERP Administrator and IAO will ensure the activities of administrators are monitored for evidence of misuse of privileges.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Security audit logs need to be monitored regularly to ensure that administers do not misuse their privileges.  Misuse of privilege must be detected as soon as possible to minimize the damage caused by the misuses of the data compromised by the misuse.

Instruction:

Interview the IAO to verify that the activities of administrators are monitored for evidence of misuse of privilege.

Finding Details:

The security audit logs are not monitored regularly to ensure that administrators do not misuse their privileges.

Recommendation:

Establish and document a policy that requires the review of security audit logs regularly for evidence of misuse of privileges by administrators.
	V0013917
ERP STIG Section: 3.15

ECAT-1

3-SP

ECAT-2

12-C

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP013300:  The IAO will ensure the use of system audit tools is restricted to authorized users.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Audit tools can produce sensitive information that can lead to the compromise of the ERP application or sensitive data.

Instruction:

The reviewer will interview the IAO to ensure that access to and use of audit tool are restricted to authorized users.

Finding Details:

Audit tools are not restricted to authorized users.

Recommendation:

Restrict the access to and use of audit tools to authorized users.
	V0013918
ERP STIG Section: 3.15

ECLP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I
	ERP013350:  The IAO will ensure ERP Application audit data is captured and maintained for one year.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Audit data for the ERP application will be retained for one (1) year unless the application contains SAMI data in which case it will be retained for five (5) years.

Instruction:

The reviewer will interview the IAO to verify that audit data from the ERP application is retained for one (1) year unless the application contains SAMI data.  If the application contains SAMI data audit data will be retained for five (5) years.

Finding Details:

The ERP audit data is not being retained for the required time.

Recommendation:

Establish and document a process that will ensure that ERP data is retained for the required amount of time.
	V0013919
ERP STIG Section: 3.15

ECRR-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP013400:  The IAO will review authorization to maintain security audit logs once a week to ensure no one other than the IAO has access to modify security.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Unauthorized modification of the ERP application security can lead to the compromise of the ERP application and the compromise of sensitive data.  Only the IAO or a designated representative of the IAO may modify ERP security settings.  The security audit logs need to be reviewed at least once a week to ensure that no unauthorized user is granted this privilege.

Instruction:

The reviewer will interview the IAO to verify that the security audit logs are reviewed at least once a week to verify that no unauthorized user is granted the privilege to modify the ERP security settings.  An automated process for monitoring this as apposed to the manual review of the security log is acceptable.

Finding Details:

The security audit logs are not reviewed weekly to verify that unauthorized users are not granted the privilege to change the ERP application security settings.

Recommendation:

Establish and document a policy to review the security audit logs at least once a week to verify that unauthorized users are not granted the privilege to modify the ERP application security settings.
	V0013920
ERP STIG Section: 3.15

ECAT-1

3-SP

ECAT-2

12-C

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	I
	ERP013450:  The IAO will ensure changes to identifiers and role privileges or attributes are logged.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Changes to identifiers and role privileges or attributes can lead the compromise of sensitive data by granting access to unauthorized individuals.  All changes made in these areas will be logged.

Instruction:

The reviewer, with the assistance of the IAO, will verify that the ERP application is configured to log all changes to identifiers and role privileges or attributes.

Finding Details:

Changes to identifiers and role privileges or attributes are not being logged.

Recommendation:

Modify the configuration of the ERP application so that changes to identifiers and role privileges or attributes are logged.


	V0013921
ERP STIG Section: 3.15

ECAT-1

3-SP

ECAT-2

12-C

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP013500:  The IAO will ensure security violations are reviewed and reconciled based on the access requirements and security needs of each individual.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Reviewing security violations and reconciling them with the access requirements of the offending individual is useful in determining whether an attempt is being made to access sensitive data by an unauthorized user, if further security training or documentation is required, or if the security violation was unintentional.

Instruction:

The reviewer will interview the IAO to verify that security violations are reviewed and reconciled with the access requirements and security needs of each individual involved.

Finding Details:

Security violations are not reviewed and reconciled with the access requirements and security needs of each individual involved.

Recommendation:

Establish and document a process for reviewing and reconciling security violations.
	V0013922
ERP STIG Section: 3.15

ECAT-1

3-SP

ECAT-2

12-C

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP013600:  The IAO will review changes to access in production systems once a month to ensure no roles change in a production system.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
All changes to the access privileges granted roles will be made in the ERP development or QA environments where the impact of these changes can be tested and review prior to release into the production environment.  The privileges granted roles will never be changed directly in the production environment and periodic reviews will be made to insure that they are not changed.

Instruction:

The reviewer will interview the IAO to verify that changes to access privileges granted roles are not changed in the production environment and that periodic reviews are made to verify that access privileges granted roles have not been changed in the production environment.

Finding Details:

Access privileges are granted to roles are being changed in the ERP production environment or there is no periodic review to verify that changes are not being made to access privileges granted roles in the ERP production environment.

Recommendation:

Establish and document a procedure for reviewing the access privileges granted a role in the production  to verify that they have not been changed.
	V0013923
ERP STIG Section: 3.15

DCBP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP013650:  The IAO will review access to view system logs once a month to ensure no one other than the users with batch submit access can display the system log.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Users that are not privileged are not normally granted log access because log files contain sensitive information.  Many ERP implementations require users with batch submit privileges to have access to the log files for coordination of batch process and other functionality.  The users granted the privilege to access log files should be reviewed periodically to ensure only privileged users or users that have batch submit access are granted log access.

Instruction:

The reviewer will interview the IAO to verify that the log access privilege is not granted to non-privileged users except when the user has the batch submit access or privilege and that privileges are reviewed monthly to ensure that this requirement is enforced.

Finding Details:

Log access is being granted to unauthorized users.

Recommendation:

Establish and document a process for reviewing access privileges for non-privileged users to verify that only users who have batch submit access are granted log access.
	V0013924
ERP STIG Section: 3.15

DCBP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP013750:  The IAO will review batch and generic userids once a month in order to ensure all such userids are valid and that no new userids are created without approval. All anomalies are reviewed and appropriate action taken to secure the system.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Batch and generic userids used within an ERP application must be authorized and documented.  There needs to be a process for the periodic reviewing of all batch and generic userids within the application to verify that they are authorized and documented.
Instruction:

The reviewer will interview the IAO to verify that there is a documented process for periodically, at least once a month, reviewing all batch and generic userids in the ERP application to verify that they are authorized and documented.

Finding Details:

Undocumented or unauthorized batch or generic userids exist in the ERP application.

Recommendation:

Remove all unauthorized batch or generic userids and document all undocumented batch or generic userids.  If undocumented batch or generic userids cannot be documented remove them.


	V0013925
ERP STIG Section: 3.15

DCBP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP013800:  The IAO will review access to the background administrator function once a month to ensure only appropriate userids have this ability.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Background administrator functions can be used to create a denial-of-service or the compromising of sensitive data.  Access to these functions will be reviewed periodically to verify that access is only granted to authorized users.

Instruction:

The reviewer will interview the IAO to verify that there is a process for periodically, at least once a month,  reviewing access to background administrator functions to ensure that only authorized users are granted access.

Finding Details:

There is no process to periodically verify that access to background administrator functions is not granted to unauthorized users.

Recommendation:

Establish and document a process to periodically review user access privileges to verify access to background administrator functions is not granted to unauthorized users.
	V0013926
ERP STIG Section: 3.15

DCBP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP013900:  The IAO will review data dictionary functions once a month to ensure only appropriate userids have this function.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
The functionality to modify the data dictionary can lead to the loss or compromise of sensitive data.  A malicious user could also create a denial-of-service by corrupting the data dictionary to the point where the ERP application fails.

Instruction:

The reviewer will interview the IAO to ensure that there is a procedure for verifying that only authorized users are allowed access to the data dictionary function and that this process us used at least once a month.

Finding Details:

There is no process for verifying that only authorized users are granted access to the data dictionary function.

Recommendation:

Develop and document a process for verifying at least once a month that only authorized users are granted access to the data dictionary function.
	V0013927
ERP STIG Section: 3.15

DCBP-1

123-CSP



	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP013910:  The IAO will review administrator access to the transport and change system once a month in order to ensure all such userids are valid.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
The transport and change system is used to move the ERP application or its components from the development environment to the QA environment and from the QA environment to the production environment.  The ability to access the transport and change system can be used to move untested or malicious code into production, so only authorized userids will be allowed this access and monthly the userids should be reviewed to validate that only authorized userids are granted access.

Instruction:

The reviewer will interview the IAO to verify that there is a process for validating that only authorized users are granted access to the transport and change system.  This process will provide for monthly validations.

Finding Details:

There is no process for validating that only authorized users are granted access to the transport and change system or the process exists but is not performed at least once a month.

Recommendation:

Develop and document a process for validating, at least once a month, that only authorized users are granted access to the transport and change system.
	V0013928
ERP STIG Section: 3.15

DCBP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP013920:  The IAO will review developer access once a month in order to ensure only authorized userids have this access.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Development access consists of access to the development functionality.  This can be used to modify the ERP application in a manner that could lead to the compromise of sensitive data.  This access will only be granted to authorized users and it will be validated, at least once a month, that only authorized users are granted development access.

Instruction:

The reviewer will interview the IAO to verify that there is a process, executed at least once a month, which verifies that only authorized users are granted access to development functionality.

Finding Details:

There is no process to verify that only authorized users have been granted access to development functionality or the process is not being performed at least once a month.

Recommendation:

Develop and document a process for verifying monthly that only authorized users are granted access to development functionality.
	V0013930
ERP STIG Section: 3.15

ECPC-1

3-CSP

ECPC-2

12-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP013950:  The ERP Administrator will review system parameters once a month to ensure applicable system parameters comply with standards and that changes to system parameters are documented and appear appropriate. This includes auditing of creating, alteration or deletion of application objects, granting and revoking of roles/privileges, connection failures, changes to classified data, unusual patterns of activity, configuration changes, and critical table changes.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Modifying the system parameters can lead to the compromise of application security and sensitive data.  The system parameters will be verified at least once a month to ensure that that have not been changed from the expected values and if they have been changed that the proper documentation exist for the change.  This includes auditing of creating, alteration or deletion of application objects, granting and revoking of roles/privileges, connection failures, changes to classified data, unusual patterns of activity, configuration changes, and critical table changes.

Instruction:

The reviewer will interview the IAO to verify that there is a process for verifying once a month that the system parameters have not been changed or, if they have been changed, that the correct documentation exist for the change.

Finding Details:

There is no process for verifying that the system parameters have not been changed without proper documentation or the process is not executed at least once a month.

Recommendation:

Develop and document a process for verifying once a month that the system parameters have not been changed or, if they have been changed, the proper documentation exist for the change.
	V0013931
ERP STIG Section: 3.15

DCBP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


	CAT
	II
	ERP013960:  The IAO will review a list of conflicting access once a month in order to ensure all such userids have a valid approval by the appropriate approver(s) and segregation of duties is intact for SOX audit information.
	Environment: Lab and Production


	N/A
	Pass
	Fail
	Policy
	Reference

	
	
	
	Applicability and Scope:

This check applies to all DoD ERP development, QA, and production systems.

Vulnerability Discussion:
Conflicting access is when a user has been granted access to perform task that would not conform to business best practices for separation of duties.  An example would be that the user that can approve an invoice for payment will not be the user who can authorize payment of the approved invoice.  Many ERP implementations can generate a report that lists all userids that have been granted conflicting access.  This report should be generated monthly and a check should be made that the user who owns the userids on this report has the proper authorization for this conflicting access.  Note that because of the way that many ERP applications grant privileges it is possible to unintentionally grant conflicting access.

Instruction:

The reviewer will interview the IAO to verify that there is a process for reviewing the conflicting access report monthly and resolving any unauthorized findings from this review.

Finding Details:

There is not process for reviewing the conflicting access report monthly and resolving any unauthorized findings form this review.

Recommendation:

Develop and document a process for reviewing the conflicting access report monthly and resolving any unauthorized findings form this review.  Note that the resolution for unauthorized userids in the conflicting access report may entail the further customization of roles.
	V0013932
ERP STIG Section: 3.15

DCBP-1

123-CSP

	Comments:

	Finding
	
	Not a Finding
	
	Not Reviewed
	
	Not Applicable
	


APPENDIX A:  DOCUMENT CHANGE LOG

Version 1.0.0

Section 3 CHECKLIST INSTRUCTIONS – GENERIC ENTERPRISE RESOURCE PLANNING

General: all encryption requirements where re-written to correctly reflect the correct encryption requirements for the classification and/or sensitivity of the data.

Check ERP000810 is in the STIG but was removed from the checklist as it is a duplicated of check ERP000500

Check ERP002500 is in the STIG but was removed from the checklist as it duplicates requirements found in ERP002100 and other checks.

Check ERP003500 is in the STIG but was removed from the checklist as it duplicates the requirements found in check ERP001700.

Check ERP003750 is in the STIG but was removed from the checklist as it is duplicates the requirements in check ERP003700.

Check ERP004300 is recommended by some vendors and security personnel but is not a DoD requirement so it has been removed from the checklist.

Check ERP004500 uses 60 days for password reset in the STIG.  At the time of the writing of the STIG it was decided that the STIG would take into account CTO’s of this type.  Since that time it was decided that to do this the STIGs would be chasing a moving target so we would revert to the 8500 standards with a caveat that the value was a minimum requirement and that intervening directives could override the value providing they did not decrease the security offered by the value.  The value in the check is changed to 90 days.  Additionally the check as written in the STIG duplicated the requirements found in other checks so the duplicated requirements where removed from this check in the checklist.

Check ERP006600 is not valid, the application server within the ERP application should never execute mobile code, and has been removed from the checklist.

Check ERP008200 duplicates the requirements of other checks found in the checklist, this check was removed from the checklist.

Check ERP008500 is SAP specific an the intent is covered by other checks that restrict access to application configuration files to authorized users.  This check has been removed from the this checklist.

Check ERP008900, The System Administrator and ERP Administrator will ensure file encryption, VPN, SSH and other entities to be encrypted are FIPS 140-2 compliant, duplicates requirements found in other checks so it was removed from this checklist.

Check ERP012100 duplicates the documentation requirements found in ERP012000 except that it specific the use of the SSAA.  This check was removed from this checklist.
Check ERP0133250 duplicates requirements of other checks and has been removed from the checklist.

Check ERP013550 is not clear and the specific requirements it alludes to are covered in other checks so it was removed from the checklist.

Check ERP013850 is unclear and the requirements that it implies are covered by other checks so it was removed from the checklist.

Check ERP013700 duplicates the intent of requirements found in other checks and is SAP specific so it was removed from the checklist.
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APPENDIX B:  LIST OF ACRONYMS

	Acronym
	Term

	ACL
	Access Control List

	ALE
	Application Linking Enabling

	ASP
	Active Server Pages

	CAC
	Common Access Card

	CFML
	Cold Fusion Markup Language

	CGI
	Common Gateway Interface

	CORBA
	Common Object Request Broker Architecture

	COTS
	Commercial Off-the-Shelf

	DCOM
	Distributed Common Object Model

	DISA
	Defense information Systems Agency

	DoD
	Department of Defense

	ERP
	Enterprise Resource Planning

	FOUO
	For Official Use Only

	FSO
	Field Security Operations

	FTP
	File Transfer Protocol

	HTTP
	Hypertext Transfer Protocol

	IA
	Information Assurance

	IAM
	Information Assurance Manager

	IAO
	Information Assurance Officer (formerly Information Systems Security Officer)

	IAO
	Information Assurance Offices

	IP
	Internet Protocol

	MAC
	Mission Assurance Category

	NFS
	Network File System

	NIAP
	National Information Assurance Partnership

	OS
	Operating System

	PHP
	PHP Hypertext Preprocessor

	PK
	Public Key

	PKI
	Public Key Infrastructure

	SA
	System Administrator

	SMIL
	Synchronized Multimedia Integration Language

	SOAP
	Simple Object Access Protocol

	SRR
	Security Readiness Review

	SSAA
	System Security Authorization Agreement

	SSI
	Server Side Includes

	ST&E
	Security Testing and Evaluation

	STIG
	Security Technical Implementation Guide

	TCP
	Transmission Control Protocol

	UID
	User Identification

	VBA
	Visual Basic Application

	VMS
	Vulnerability Management System

	VRML
	Virtuial Modeling Language

	WSH
	Windows Scripting Host

	XML
	Extensible Markup Language


APPENDIX C:  Links and Resources

· ERP Resources
None for first release.
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