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2. SRR Result Report
2.1 Site Information

	Reviewer:
	
	Date:
	

	Site:
	

	Mailing Address:
	

	STIG Version /Release:

Version 1 Release 5
Script Version:

System Administrator Information:

	Name:
	

	E-mail Address:
	

	SIPRNet E-mail:
	

	Phone # (Commercial):
	(       )
	DSN:
	

	IAO Information:

	Name:
	

	E-mail Address:
	

	SIPRNet E-mail:
	

	Phone # (Commercial):
	(       )
	DSN:
	

	NSO Information:

	Name:
	

	E-mail Address:
	

	SIPRNet E-mail:
	

	Phone # (Commercial):
	(       )
	DSN:
	


2.2 System Information
	System Name/Workload ID:
	

	IP Address(es):
	

	Hardware Description:
	

	
	

	System Location (building/room):
	

	Console Location:
	

	System Classification:
	

	System Status (Production/Test/Development/Mixed):
	

	Operating System(s) and Version Used On This System:
	

	

	System Workload (Main Application/Function):
	

	

	Program Manager Information:

	Name:
	

	E-mail Address:
	

	SIPRNet E-mail:
	

	Phone # (Commercial):
	(       )
	DSN:
	


Summary of Changes

14 April 2006 – Added VMS 6.0 review procedures.

14 April 2006 – Added VMS 6.0 Vulnerability Key to each checklist item.

VMS 6.0 Tandem Review Procedures

The following is an outline of the process for performing a Tandem review and entering the results using VMS 6.0.

1.
Ensure that asset is registered in VMS under the correct organization.  The asset must have at least an Operating system that is a child of Tandem in its posture.  The asset may have additional elements (such as database, application server, …) in its posture depending on the functionality of the asset.

2.
If the asset is registered skip to Step 4 otherwise you must register the asset. You will find the appropriate selection criteria by selecting Asset Finding Maint → Assets/Findings → By Location → your location → Computing and then click on the file icon to create the asset. 

3.
On the General tab fill out the Host Name and appropriate values for the other fields on this tab.

4.
Determine the enclave that the asset is within.

5.
If the asset is in the correct enclave, skip to step 9.

6.
Enter the enclave on the Systems/Enclaves tab of the asset creation / or update screen.

7.
For registered enclaves, choose the enclave.

8.
If the enclave is not present, contact your team lead or your IAM and report that the enclave is not present.

NOTE:  Every effort should be made when registering or updating an asset to include the asset within an enclave.

9.
Since at this time there is no scripted review process that automatically generated an import file, only the fields required by VMS are need unless there are other elements in asset posture that require specific fields for their scripts.  Any additional fields may be filed in for documentation purposes.  The more documentation the better for identifying the system correctly.

10.
Print the Checklist and perform a manual review.

11.
Manually key results into VMS.

Reviewers: By navigating to the pertinent visit, selecting the asset, and expanding the appropriate element for this review.  If the asset is not present in the visit, contact your Team Lead and have them enter the asset into the visit.

Systems Administrators: by navigating to the your location, selecting the asset and expanding the appropriate element for review.

The appropriate element will be Tandem.

12.
Process any additional reviews required by additional elements within the asset posture.

	Description:

The IAO at the local site is not responsible for maintaining agreements (related to security requirements documenting the roles and responsibilities) or does not provide assurance that all applications, operating systems, and networking security requirements are covered.

	

	Script:
A13_1 (2003)
A13_1 (2001)
A001 (2000)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2,DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code: III 
Category Code:  19C4 – Security SOP

	

	Check:
     


	Description:

The site’s security officer does not ensure the physical/personnel security requirements are adhered to, as contained in the DISA Computing Services Security Handbook, Section 3.1.5.

	

	Script:

A19_1 (2003)

	

	Finding Detail:


	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.9
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2,DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code: III 
Category Code:  19C4 – Security SOP

	

	Check:
     


	Description:

The site’s security officer does not ensure the DISA Form 41 or similar access authorization form will be used to validate a user’s requirement to have an account on any Tandem.

	

	Script:

A19_2 (2003)

	

	Finding Detail:


	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.9
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2,DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code: III 
Category Code:  19C4 – Security SOP

	

	Check:
     


	Description:
Commercial-Off-The-Shelf (COTS) products and associated data files (see Appendix M, COTS Product Security) are not protected within standard Kernel.

	

	Script:
S1A_1 (2003)
S18_1 (2001)
S001 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.10
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2,DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  19 – Security Management

	

	Check:
     


	Description:

COTS products do not contain a User-to-Function access security matrix for the application database Discretionary Access Control (DAC) that will be tailored or maintained by the IAO at the local site.

	

	Script:

A1A_2 (2003)
A18_2 (2001)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.10
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2,DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code: II 
Category Code:  19 – Security Management

	

	Check:
     


	Description:

The COTS products and associated data files are not secured to an owner-only access level with the Enscribe file security (read, write, execute, and purge) for those applications that do not have a security requirement from the vendor or are approved and documented by the IAO.

	

	Script:

S1A_3 (2003)
S18_3 (2001)
S002 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.10
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2,DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  10 - INFOSEC

	

	Check:
     


	Description:

The COTS product and its associated data does not use a separate or secure SQL catalog, tables, or views (if it uses an SQL database) and files (if it uses Enscribe).

	

	Script:

S1A_4 (2003)
S18_4 (2001)
S003 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.10
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2,DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  14 – Configuration Management

	

	Check:
     


	Description:

Government-Off-The-Shelf (GOTS) products or newly developed applications, along with associated data files (see Appendix N, GOTS Product Security), are not implemented using the standard Enscribe file management system or the NSSQL database management system security restrictions as determined appropriate by the IAO or the CDA or in a fashion that cannot be duplicated by security mechanisms implemented within the application.

	

	Script:

S1A_5 (2003)
S18_5 (2001)
S005 (2000)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.10
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2,DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  14 – Configuration Management

	

	Check:
     


	Description:

The GOTS-developed internal security mechanisms are not limited to those functions that augment, not replace, the safeguards in Kernel.

	

	Script:

A1A_6 (2003)
A18_6 (2001)
A003 (2000)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.10
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2,DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  14B2 - Applications

	

	Check:
     


	Description:

When the GOTS products are user application packages, they do not contain a User-to-Function access security matrix for application database DAC that can be tailored and maintained by the IAO at the local site.

	

	Script:
A1A_7 (2003)
A18_7 (2001)

A004 (2000)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.10
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2,DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  14B2 - Applications

	

	Check:
     


	Description:

The IAO does not ensure all programs with programmatic logon calls, privileged code, licensed code, and PROGID bit set are identified in a list maintained at the local site and submitted to Field Security Operations.

	

	Script:

A1A_8 (2003)

A18_8 (2001)

A005 (2000)

A015 & A016 (1999)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.10
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2,DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11A1 – Standard Form

	

	Check:
     


	Description:

The IAO does not ensure the audit logfiles and the BOSS configuration files are reviewed so only authorized users have access to Privileged code, licensed code, or PROGID code.

	

	Script:

A1A_9 (2003)

	

	Finding Detail:


	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.11
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2,DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  14B2 - Applications

	

	Check:
     


	Description:

The IAO does not ensure all DISA Tandem critical information system assets are registered with the VMS

	

	Script:

A1D_1 (2003)

A1E_1 (2001)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.13
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2,DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  19B1 – Roles and Responsibility

	

	Check:

     


	Description:

System Administrators (SAs), responsible for critical information system assets, are not registered with the VMS.

	

	Script:

A1D_2 (2003)

A1E_2 (2001)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.13
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2,DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  19B1 – Roles and Responsibility

	

	Check:

     


	Description:

The IAO or IAM, in conjunction with the SA, is not responsible for ensuring that all IAVM notices are responded to (acknowledged and compliance status updated) within the specified suspense dates as stated within each IAVM notice.

	

	Script:

A1D_3 (2003)

A1E_3 (2001)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.13
DODD 8500.1 Para 4.21

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (13)

	

	Severity Code:  II
Category Code:  19B1 – Roles and Responsibility

	

	Check:

     


	Description:

The IAO or SA does not ensure the vulnerability 2000-A-0001.0.0-01 (Cross-site Scripting Vulnerability) has been checked for and if found, corrective action has not been completed.

	

	Script:

A1D_31 (2003)

A1E_34 (2001)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.13
IAVA 2000-A-0001.0.0-01
DODD 8500.1 Para 4.21

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (13)

	

	Severity Code: I  
Category Code:  IAVA-A-IAVA Alerts

	

	Check:

     


	Description:

The IAO or SA does not ensure the vulnerability 2000-B-0001.0.0-01 (BIND NXT Buffer Overflow) has been checked for and if found, corrective action has not been completed.

	

	Script:

A1D_32 (2003)

A1E_35 (2001)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.13
IAVA 2000-B-0001.0.0-01
DODD 8500.1 Para 4.21

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (13)

	

	Severity Code: I  
Category Code:  IAVA-B-IAVA Bulletins

	

	Check:

     


	Description:

The IAO or SA does not ensure the vulnerability 2000-B-0003.0.0-01 (Multiple Buffer Overflows in Kerberos Authenticated Services) has been checked for and if found, corrective action has not been completed.

	

	Script:
A1D_33 (2003)
A1E_36 (2001)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.13
IAVA 2000-B-0003.0.0-01
DODD 8500.1 Para 4.21

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (13)

	

	Severity Code: I  
Category Code:  IAVA-B-IAVA Bulletins

	

	Check:

     


	Description:

The IAO or SA does not ensure the vulnerability 2000-T-0006-01 (Frame Domain Cverification, Unauthorized Cookie Access and Malformed Component Attribute Vulnerabilities) has been checked for and if found, corrective action has not been completed.

	

	Script:

A1D_34 (2003)

A1E_37 (2001)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.13
IAVA 2000-T-0006-01
DODD 8500.1 Para 4.21

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (13)

	

	Severity Code: I  
Category Code:  IAVA-T-IAVA Technical Advisories

	

	Check:

     


	Description:

The IAO or SA does not ensure the vulnerability 2000-B-0008.0.0-01 (BIND 8.2.2-P6 Denial of Service Vulnerabilities) has been checked for and if found, corrective action has not been completed.

	

	Script:

A1D_35 (2003)

A1E_38 (2001)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.13
IAVA 2000-B-0008.0.0-01
DODD 8500.1 Para 4.21

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (13)

	

	Severity Code: I  
Category Code:  IAVA-B-IAVA Bulletins

	

	Check:

     


	Description:

The IAO or SA does not ensure the vulnerability 2001-A-0001.0.1 (Multiple Vulnerabilities in BIND) has been checked for and if found, corrective action has not been completed.

	

	Script:

A1D_36 (2003)

A1E_39 (2001)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.13
IAVA 2001-A-0001.0.1
DODD 8500.1 Para 4.21

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (13)

	

	Severity Code: I  
Category Code:  IAVA-A-IAVA Alerts

	

	Check:

     


	Description:

The IAO or SA does not ensure the vulnerability 2001-B-0003-01 (%U Encoding Intrusion Detection System Bypass Vulnerability) has been checked for and if found, corrective action has not been completed.

	

	Script:

A1D_37 (2003)

A1E_3A (2001)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.13
IAVA 2001-B-0003-01
DODD 8500.1 Para 4.21

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (13)

	

	Severity Code: I  
Category Code:  IAVA-B-IAVA Bulletins

	

	Check:

     


	Description:

The IAO or SA does not ensure the vulnerability 2001-T-0009-01 (Symantec Norton Antivirus LiveUpdate Host Verification Vulnerability) has been checked for and if found, corrective action has not been completed.

	

	Script:

A1D_38 (2003)

A1E_3B (2001)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED  
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.13
IAVA 2001-T-0009-01
DODD 8500.1 Para 4.21

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (13)

	

	Severity Code: I  
Category Code:  IAVA-T-IAVA Technical Advisories

	

	Check:

     


	Description:

The IAO or SA does not ensure the vulnerability IAVA 2001-T-0018-01 (Short Password Vulnerability in SSH Communications Security) has been checked for and if found, corrective action has not been completed.

	

	Script:

A1D_39 (2003)

A1E_3C (2001)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED  
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.13
IAVA 2001-T-0018-01
DODD 8500.1 Para 4.21

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (13)

	

	Severity Code: I  
Category Code:  IAVA-T-IAVA Technical Advisories

	

	Check:

     


	Description:

The IAO or SA does not ensure the vulnerability IAVA 2002-T-SNMP-003-01 (Multiple Simple Network Management Protocol Vulnerabilities in Servers and Applications) has been checked for and if found, corrective action has been completed.

	

	Script:

A1D_3A (2003)

A1E_3E (2001)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.13
IAVA 2002-T-SNMP-003-01
IAVA 2002-A-SNMP-006
DODD 8500.1 Para 4.21

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (13)

	

	Severity Code: I  
Category Code:  IAVA-T-IAVA Technical Advisories

	

	Check:

     


	Description:

The IAO or SA does not ensure the vulnerability IAVA 2002-T-0004-01 (Kerberos Telnet Protocol Vulnerability) has been checked for and if found, corrective action has been completed.

	

	Script:

A1D_3B (2003)

A1E_3D (2001)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED   
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.13
IAVA 2002-T-0004-01
DODD 8500.1 Para 4.21

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (13)

	

	Severity Code: I  
Category Code:  IAVA-T-IAVA Technical Advisories

	

	Check:

     


	Description:

The IAO or SA does not ensure the vulnerability IAVA 2002-B-0003-01 (Multiple Vulnerabilities in PHP) has been checked for and if found, corrective action has been completed.

	

	Script:

A1D_3C (2003)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED   
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.13
IAVA 2002-B-0003-01
DODD 8500.1 Para 4.21

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (13)

	

	Severity Code: I  
Category Code:  19B1 – Roles and Responsibility

	

	Check:

     


	Description:

The local site does not monitor the Tandem web site (or be on a Tandem e-mail mailing list) to receive current updates to the Kernel Release and for related known operating system problems, HOT STUFF documents, and relevant Interim Product Modifications (IPMs) (patches for the Kernel release).

	

	Script:

A1D_4 (2003)

A1D_2 (2001)

A007 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.13
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2,DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  12C – Operating System Integrity

	

	Check:
     


	Description:

All Tandem SAs at the local site are not DISA Level I certified.

	

	Script:

A1F_1 (2003)

A1G_1 (2001)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.15
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  19G – Industrial Security Program

	

	Check:

     


	Description:

Continued user or support staff awareness training or corrective action is not performed as determined by the IAO.

	

	Script:

A1F1_1 (2003)

A1G1_1 (2001)

A008 (2000)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.15.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  IV
Category Code:  13B – Technical Staff

	

	Check:

     


	Description:

The IAO does not develop or distribute the Tandem Security Features Users Guide (SFUG) for the local site.

	

	Script:

A1F2_1 (2003)

A1G2_1 (2001)

A009 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 1.15.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  19C2 - SFUG

	

	Check:
     


	Description:

The IAM does not ensure a Vendor Integrity Statement is requested within all software procurement actions for all commercial software products and a request has not been made to Field Security Operations for verification of an existing Vendor Integrity Statement.

	

	Script:

A22_1 (2003)

A22_1 (2001)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 2.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  12C1 – Vendor Integrity Statements

	

	Check:
     


	Description:

The IAM does not use, on all locally developed software or other GOTS software, the FSO Security Review Methodology or approved equivalent methodology and does not retain the results of the review.

	

	Script:

A22_2 (2003)

A22_2 (2001)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 2.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code: II 
Category Code:  12C1 – Vendor Integrity Statements

	

	Check:
     


	Description:

When a Vendor Integrity Statement is not available for a software product, the product is not evaluated for vulnerabilities.

	

	Script:

A22_3 (2003)

A22_3 (2001)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 2.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code: II 
Category Code:  12C1 – Vendor Integrity Statements

	

	Check:
     


	Description:

For each site-unique developed and procured software product, the Vendor Integrity Statement field in the Software Contract Table of the Aperture Visual Information Manager database is not maintained to indicate the status of the Vendor Integrity Statement.

	

	Script:

A22_4 (2003)

A22_4 (2001)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 2.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  12C1 – Vendor Integrity Statements

	

	Check:
     


	Description:

Public domain software is used without the approval of the local configuration control board or evaluation using the FSO Security Review Methodology.

	

	Script:

A22_5 (2003)

A22_5 (2001)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 2.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code: I 
Category Code:  12C2 – Integrity Review

	

	Check:
     


	Description:

The IAO does not ensure the current standard Field Security Operations-authorized CMON program is installed, properly configured, and executing with the name $CMON at the local site prior to allowing any user access to the Tandem system.

	

	Script:

A32_1 (2003)

A32_1 (2001)

A010 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 3.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  14B – Service Configuration

	

	Check:
     


	Description:

The IAO does not ensure the BOSS COTS product is installed and configured in accordance with DISA requirements prior to allowing any user access to the Tandem system.

	

	Script:

A33_1 (2003)

A33_1 (2001)

A011 (2000)

B001 & B002 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 3.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  12B2 – Security Product

	

	Check:
     


	Description:

BOSS is not configured to audit the functions performed when accessing Kernel utilities, system administration, development, and operations functions from within BOSS.

	

	Script:

S33_2 (2003)

S33_2 (2001)

S006 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 3.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  19 – Security Management

	

	Check:
     


	Description:

Following the installation, initial configuration, and acceptance testing of the BOSS COTS product, the IAO does not ensure passwords associated with the default userids are changed prior to allowing any user access to the Tandem system.

	

	Script:

A33_3 (2003)

A33_3 (2001)

A012 (2000)

B003 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 3.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11A9 – User-ID Attributes

	

	Check:
     


	Description:

The IAO and SA do not ensure the default userid settings MACRO (DEFVOLSC) fielded by SSO Mechanicsburg (which resolves BOSS default userid settings) is in place and used.

	

	Script:

A33_4 (2003)

A33_4 (2001)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 3.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  I
Category Code:  19C4 – Security SOP

	

	Check:

     


	Description:

If the domain feature is used, the IAO does not ensure the BOSS Manager creates all domains, or does not define all entities for each domain to be used in BOSS.

	

	Script:

A332_1 (2003)
A332_2 (2001)

A016 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 3.3.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  IV
Category Code:  19B1 – Roles and Responsibilities

	

	Check:
     


	Description:

If the domain feature is used, the IAO does not delegate the authority or responsibility of domain management to an IAO‑appointed Domain Manager after the domain has been created.

	

	Script:
A332_2 (2003)
A332_3 (2001)

A017 (2000)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 3.3.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  IV
Category Code:  19B1 – Roles and Responsibilities

	

	Check:

     


	Description:

If the domain feature is used, the IAO does not ensure a Domain Manager is assigned to each remote domain.

	

	Script:

A333_1 (2003)

A333_1 (2001)

A018 (2000)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 3.3.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  IV
Category Code:  19B1 – Roles and Responsibilities

	

	Check:

     


	Description:

If the domain feature is used, the Domain Manager is not located at the same remote site where the users are domain members.

	

	Script:

A333_2 (2003)

A333_2 (2001)

A019 (2000)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 3.3.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  IV
Category Code:  19B1 – Roles and Responsibilities

	

	Check:

     


	Description:

If the domain feature is used, the IAO does not create BOSS domains and menu items to be used by the Domain Manager to configure and restrict remote users accessing the local site on an as required and authorized basis.

	

	Script:

A333_3 (2003)

A333_3 (2001)

A020 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 3.3.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  IV
Category Code:  19B1 – Roles and Responsibilities

	

	Check:
     


	Description:

The IAO does not ensure there are two terminals located in a restricted area with TACL access not controlled by BOSS.

	

	Script:

A334_1 (2003)

A334_1 (2001)

A022 (2000)

C003 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 3.3.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  15F – Emergency Operations

	

	Check:
     


	Description:

One of the non-BOSS TACL terminals is not named in the System Configuration File CONFTEXT in the ALLPROCESSORS paragraph at the SYSTEM_TERMINAL parameter.

	

	Script:

S334_2 (2003)

S334_2 (2001)

S007 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 3.3.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  IV
Category Code:  14 – Configuration Management

	

	Check:
     


	Description:

The non-BOSS TACL terminals are not located in a secure area.

	

	Script:

A334_3 (2003)

A334_3 (2001)

A023 (2000)

C004 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 3.3.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  19 – Security Management

	

	Check:
     


	Description:

Logon Warning Banners are not deployed on all display devices allowing access to the Tandem (e.g., application or command-level access).

	

	Script:

A411_1 (2003)

A411_1 (2001)

A027 (2000)

T001 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.1.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  14A2 – Accountability

	

	Check:
     


	Description:

The IAO does not ensure the Legal Notice Logon Warning Banner includes the four points outlined in the 16 January 1997 message from Assistant Secretary of Defense, Subject: Policy on DOD Electronic Notice and Consent Banner. 

	

	Script:
A411_2 (2003)

A411_2 (2001)

A028 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.1.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  12B5 – Host Access Warning Message

	

	Check:
     


	Description:

The IAO does not ensure when the Legal Notice Logon Warning Banner, identified in the DISA WESTHEM Security Handbook, is not used, the banner being used has passed legal review from the appropriate DOD Inspector General (IG) office or Department of Justice (DOJ).

	

	Script:

A411_3 (2003)

A411_3 (2001)

A029 (2000)

T002 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.1.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  14A2 - Accountability

	

	Check:
     


	Description:

Users do not log on to the system with a unique userid (groupname.username) and password.

	

	Script:

A412_1 (2003)

A412_1 (2001)

A030 (2000)

T003 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.1.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  14A2 – Accountability

	

	Check:
     


	Description:

Users are able to log on to another userid without the password for that other userid.

	

	Script:

S412_2 (2003)

S412_2 (2001)

S013 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.1.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  I
Category Code:  12A – Access Controls

	

	Check:
     


	Description:

When BOSS fails, for any reason, and is unavailable to perform I&A, the IAO/SA does not ensure all application access is also unavailable and remains unavailable until BOSS is available to perform I&A.

	

	Script:

A412_3 (2003)

A412_3 (2001)

A031 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.1.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  19B1 – Roles and Responsibilities

	

	Check:
     


	Description:

Users do not log on with their userids or can log on using their userid numbers.

	

	Script:

S412_4 (2003)

S412_4 (2001)

S014 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.1.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11 – User-ID Administration

	

	Check:
     


	Description:

The IAO does not approve all administrative shared userids or does not ensure shared userids are only accessible from previously logged on TACL and/or BOSS interface.

	

	Script:

A412_5 (2003)

A412_5 (2001)

A032 (2000)

A005 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.1.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  10E – Procedures

	

	Check:
     


	Description:

The IAO and Domain Manager do not ensure only authorized users will be set up to run as a shared userid.

	

	Script:

A412_6 (2003)

A412_6 (2001)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.1.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  I
Category Code:  14A2 – Accountability

	

	Check:
     


	Description:

Only authorized users do not have access to the password(s) of the specific shared userids to which they require access.

	

	Script:

A412_7 (2003)

A412_7 (2001)

A033 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.1.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11A7 – Group User-Ids

	

	Check:
     


	Description:

The IAO does not establish local policy to ensure users do not leave their unsecured Tandem sessions unattended, and they log off the Tandem computer whenever they need to leave their unsecured terminals.

	

	Script:

A413_1 (2003)

A413_1 (2001)

A034 (2000)

A007 & C006 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.1.3
Tandem STIG 8.5.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  10E – Procedures

	

	Check:
     


	Description:

BOSS is not configured to suspend the userid after the threshold for consecutive failed logon attempts has been exceeded.

	

	Script:

S414_1 (2003)

S414_1 (2001)

S015 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.1.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  14 – Configuration Management

	

	Check:
     


	Description:

All Kernel or logical application userids are not established and maintained using strong password restrictions.

	

	Script:
S414_2 (2003)
S414_2 (2001)

S016 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.1.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11D - Passwords

	

	Check:
     


	Description:

Passwords are not encrypted when stored on the system.

	

	Script:

S414_3 (2003)

S414_3 (2001)

S017 (2000)

T004 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.1.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  I
Category Code:  11D – Passwords

	

	Check:
     


	Description:

Passwords do not have a minimum length of eight (8) alphanumeric characters with at least one (1) numeric character and one (1) alphabetic character.

	

	Script:

S414_4 (2003)

S414_4 (2001)

S018 (2000)

T005 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.1.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11D – Passwords

	

	Check:
     


	Description:

Passwords are echoed to the screen.

	

	Script:

S414_5 (2003)

S414_5 (2001)

S019 (2000)

T006 & T007 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.1.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11D – Passwords

	

	Check:
     


	Description:

Users are not permitted to manage their own passwords or do not change their passwords every 90 days.

	

	Script:

S414_6 (2003)

S414_6 (2001)

S020 (2000)

T008 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.1.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11D – Passwords

	

	Check:
     


	Description:

Passwords may be changed more frequently than once every 24 hours without the intervention of the IAO.

	

	Script:

S414_7 (2003)

S414_7 (2001)

S021 (2000)

T009 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.1.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  11D – Passwords

	

	Check:
     


	Description:

Passwords may be reused within ten (10) password changes.

	

	Script:

S414_8 (2003)

S414_8 (2001)

S022 (2000)

T010 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.1.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  11D - Passwords

	

	Check:
     


	Description:

All successful and unsuccessful logon attempts are not logged to an audit file.

	

	Script:

S414_9 (2003)

S414_9 (2001)

S023 (2000)

T011 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.1.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  22A – Inadequate Audit Trails

	

	Check:
     


	Description:

The TACL userid is not locked out of the system after three consecutive unsuccessful login attempts.

	

	Script:
S414_A (2003)
S414_A (2001)

S024 (2000)

T012 & T013 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.1.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11A9 – User-ID Attributes

	

	Check:
     


	Description:

All Kernel users are not created with an initial password the user must change immediately upon logging on to the system for the first time.

	

	Script:

S42_1 (2003)

S42_1 (2001)

S025 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  11D - Passwords

	

	Check:
     


	Description:

The IAO does not establish local policy to ensure users do not share userids and passwords.

	

	Script:

A42_2 (2003)

A42_2 (2001)

A035 (2000)

A006 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  10E – Procedures

	

	Check:
     


	Description:

All application users do not have a unique application userid.

	

	Script:

A42_3 (2003)

A42_3 (2001)

A036 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  11A8 – User-ID and Account Naming Standards

	

	Check:
     


	Description:

All command-level users of the local Tandem system do not have assigned to them at least one unique Kernel userid, where all command-level functions they perform will be executed under that userid.

	

	Script:

A42_4 (2003)

A42_4 (2001)

A037 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  11A3 – Assignment Procedures

	

	Check:
     


	Description:

The IAO, or their appointed representative (Domain Manager or Functional OPRs), does not determine the appropriate level of access for each user (full TACL command-level access, limited TACL command-level access, or application access).

	

	Script:

A42_5 (2003)

A42_5 (2001)

A038 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  14B – Service Configuration

	

	Check:
     


	Description:

The IAO does not ensure the appropriate assignment of any internal application User-to-Function matrix or BOSS menus and submenus user access levels is defined as required.

	

	Script:

A42_6 (2003)

A42_6 (2001)

A039 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  14B – Service Configuration

	

	Check:
     


	Description:

The IAO does not determine which capabilities will be allowed for the limited command-level access BOSS menus or submenus and which userids will be allowed to access these menus or submenus.

	

	Script:

A42_7 (2003)

A42_7 (2001)

A040 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  11A3 – Assignment Procedures

	

	Check:
     


	Description:

When Safeguard is not running on the system, the NULL.NULL (0,0) and the NULL Administrator (0,255) userids are not deleted from the system.

	

	Script:

S4211_1 (2003)

S4211_1 (2001)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.1.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11 – User-ID Administration

	

	Check:
     

	


	Description:

When Safeguard is running on the system, the NULL.NULL userid (0,0) has not been deleted and replaced with the NULL.BOSS userid (0,0).

	

	Script:

S4211_2 (2003)

S4211_2 (2001)

S026 (2000)

T014 & T015 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.1.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11A8 – User-ID and Account Naming Standards

	

	Check:
     


	Description:

When Safeguard is running on the system, the NSK 0,0 and 0,255 (if required) userid is not secured with strong passwords.

	

	Script:

A4211_3 (2003)

A4211_3 (2001)

A041 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.1.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11D - Passwords

	

	Check:
     


	Description:

When Safeguard is running on the system, the NSK null-userids (0,0 and 0,255 (if required)) is not secured at all times or is defined in BOSS.

	

	Script:

S4211_4 (2003)

S4211_4 (2001)

S027 (2000)

T016 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.1.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11A9 – User-ID Attributes

	

	Check:
     


	Description:

When Safeguard is running on the system, all activity done under the NSK 0,0 and 0,255 userids is not audited, and reviewed by the IAO.

	

	Script:

S4211_5 (2003)

S4211_5 (2001)

S028 & A042 (2000)

T017 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.1.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11A9 – User-ID attributes

	

	Check:
     


	Description:

When Safeguard is running on the system, the IAO does not establish local policy to prohibit logging on as either NSK 0,0 or NSK 0,255.

	

	Script:

A4211_6 (2003)

A4211_6 (2001)

A043 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.1.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  12A – Access Controls

	

	Check:
     


	Description:

The IAO does not ensure the super-group userid used by the Tandem System Engineer (without appropriate security clearance) is secured (suspended in BOSS) at all times, except when the Tandem System Engineer is working on the local site.

	

	Script:

A4211_7 (2003)

A4211_7 (2001)

A044 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.1.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11D - Passwords

	

	Check:
     


	Description:

The password for the super-group userid used by a Tandem System Engineer (without appropriate security clearance) is not changed immediately after the Tandem System Engineer is done on the system or is not secured at the site so no one can log on to this userid.

	

	Script:

A4211_8 (2003)

A4211_8 (2001)

A045 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.1.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  19B1 – Roles and Responsibilities

	

	Check:
     


	Description:

The super-group userid, used by the Tandem System Engineer, is not secured and maintained with strong passwords like all other userids.

	

	Script:

A4211_9 (2003)

A4211_9 (2001)

A046 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.1.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  19B1 – Roles and Responsibilities

	

	Check:
     


	Description:

Functions executed by the Administrative group users are not more closely monitored and audited than standard users.

	

	Script:

A4212_1 (2003)

A4212_1 (2001)

A047 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.1.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  22A2 - Monitoring

	

	Check:
     


	Description:

The IAO does not ensure the Group Manager (*,255) userid for all userid groups is used only for the application processes and the management of the related pathway or for the groups administration.

	

	Script:

A4213_1 (2003)

A4213_1 (2001)

A048 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.1.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  11C2 - Applications

	

	Check:
     


	Description:

When assigning a new Kernel command-level userid and group ID to a user, not every attempt is made to carefully choose the group ID being assigned so it aids in the logical grouping of users.

	

	Script:

A4214_1 (2003)

A4214_1 (2001)

A049 (2000)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.1.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  11A3 – Assignment Procedures

	

	Check:

     


	Description:

The password and TACL parameters are not set for all TACL processes.

	

	Script:

S422_1 (2003)

S422_1 (2001)

S029 (2000)

T018, T019, T020, T021, T024 & T025 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11C1 - System

	

	Check:
     


	Description:

The IAO does not ensure full TACL access is only available through direct connect terminals in secured areas, through access from the Trusted Network, or through an encrypted connection between the terminal and the Tandem.

	

	Script:

A4222_1 (2003)

A4222_1 (2001)

A050 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.2.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  19B1 – Roles and Responsibilities

	

	Check:
     


	Description:

The IAO does not work with the Network Security Officer (NSO) to ensure the Trusted Network (an internal site network) is STIG compliant and does not include paths across the common user backbone.

	

	Script:

A4223_1 (2003)

A4223_1 (2001)

A051 (2000)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Network Infrastructure STIG 2.2.2.2

Network Infrastructure STIG 3.2

Network Infrastructure STIG 3.6.1

Network Infrastructure STIG 3.6.2

STIG on Enclave Security 2.2.6

Tandem STIG 4.2.2.3
Tandem STIG 10.7
Computing Services Security Handbook 3.16
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  16F – Firewalls

	

	Check:

     


	Description:

The IAO does not establish procedures to ensure the System Administration group access is only available through direct connect terminals in secured areas, through access from the Trusted Network, or through an encrypted connection to the Tandem.

	

	Script:

A4223_2 (2003)

A4223_2 (2001)

A052 (2000)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Network Infrastructure STIG 2.2.2.2

Network Infrastructure STIG 3.2

Network Infrastructure STIG 3.6.1

Network Infrastructure STIG 3.6.2

STIG on Enclave Security 2.2.6

Tandem STIG 4.2.2.3
Tandem STIG 10.7
Computing Services Security Handbook 3.16
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  16N – Procedures

	

	Check:

     


	Description:

When dial-up exists on the Tandem system, dial-up security has not been established by using a second copy of BOSS (Stand-alone) to manage all the dial-up ports only and limit access to a subset of authorized users and minimal subset of necessary functions (units-of-work).

	

	Script:

S4223_3 (2003)

S4223_3 (2001)

S030 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Network Infrastructure STIG 2.2.2.2

Network Infrastructure STIG 3.2

Network Infrastructure STIG 3.6.1

Network Infrastructure STIG 3.6.2

STIG on Enclave Security 2.2.6

Tandem STIG 4.2.2.3
Tandem STIG 10.7
Computing Services Security Handbook 3.16
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  14B – Service Configuration

	

	Check:
     


	Description:

When BOSS is not being used to control and audit the dial-up ports on the Tandem, the dial-up processes are not terminated and may be used until BOSS can be configured to control and audit the dial-up ports.

	

	Script:

A4223_4 (2003)

A4223_4 (2001)

A053 & A177 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.2.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  16 – Network and Communications Security

	

	Check:
     


	Description:

The IAO does not establish guidelines for limited TACL and its limited access users.

	

	Script:

A4224_1 (2003)

A4224_1 (2001)

A055 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.2.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  10E - Procedures

	

	Check:
     


	Description:

All production processes do not have a pre-defined home terminal (e.g., Virtual Home Term) so Inspect and Debug prompts do not go to the user’s terminal.

	

	Script:

S4224_2 (2003)

S4224_2 (2001)

S037 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.2.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  14 – Configuration Management

	

	Check:
     


	Description:

The Kernel limited TACL will allow users to execute a set list of tools unless approved and documented by the IAO.

	

	Script:

S4224_3 (2003)

S4224_3 (2001)

S038 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.2.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  12A – Access Controls

	

	Check:
     


	Description:

The IAO does not create and maintain a list of functions the local limited TACL users will be allowed to access.

	

	Script:

A4224_4 (2003)

A4224_4 (2001)

A057 (2000)

A008 (1999)

	

	Finding Detail:
     

	

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.2.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  11A2 – Paperwork Retention

	

	Check:
     


	Description:

When the suggested list of functions is expanded for the local users, the additional access is not documented and approved by the IAO.

	

	Script:

A4224_5 (2003)

A4224_5 (2001)

A054 (2000)

	

	Finding Detail:

     

	

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.2.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  16 – Network and Communications Security

	

	Check:

     


	Description:

The local IAO or the SA does not set all userids and REMOTEPASSWORDs for all remote access to the local site, if access has been approved by the local IAO.

	

	Script:

A4225_1 (2003)

A4225_1 (2001)

A058 (2000)

A009 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.2.5
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  10E - Procedures

	

	Check:
     


	Description:

The IAO does not maintain local agreements, with the CDA, to provide assurance there are no undocumented SETMODE, CONTROL, CONTROLBUF, escape sequences, and sequential I/O procedure functions programmed in the application.

	

	Script:

A423_1 (2003)

A423_1 (2001)

A059 (2000)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  19C4 – Security SOP

	

	Check:
     


	Description:

The IAO does not maintain local agreements to document the security responsibilities accepted by the CDA for application users access when specific functions are programmed into the application.

	

	Script:

A423_2 (2003)

	

	Finding Detail:


	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  19C4 – Security SOP

	

	Check:
     


	Description:

The IAO does not ensure the application users are restricted so they do not have direct remote access.

	

	Script:

A4231_1 (2003)

A4231_1 (2001)

A060 (2000)

T030 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.3.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11C2 - Applications

	

	Check:
     


	Description:

The IAO does not establish and manage remote access for application owner userids only as needed, or does not periodically review the need for these remote accesses to determine if any of them can be eliminated.

	

	Script:

A4231_2 (2003)

A4231_2 (2001)

A061 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.3.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11B – User-ID Removal Procedures

	

	Check:
     


	Description:

The IAO does not explicitly define the DAC levels for all remote access of application-level users.

	

	Script:

A4231_3 (2003)

A4231_3 (2001)

A062 (2000)

A013 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.3.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  19 – Security Management

	

	Check:
     


	Description:

The IAO does not ensure advanced auditing is enabled for tracking function-level access mapping activities or does not periodically review and maintain these user application capabilities to ensure up-to-date application security and data integrity.

	

	Script:

A4232_1 (2003)

A4232_1 (2001)

A064 (2000)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.3.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  IV
Category Code:  19 – Security Management

	

	Check:
     


	Description:

Application-level user’s access is not limited to the production databases by accessing through the designed production applications interface.

	

	Script:

A4232_2 (2003)

A4232_2 (2001)

A065 (2000)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.3.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  14B – Service Configuration

	

	Check:
     


	Description:

The IAO does not ensure the current baseline reports and backups are maintained for recovery verification comparisons.

	

	Script:

A4232_3 (2003)

A4232_3 (2001)

A066 (2000)

A014 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.3.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  10E - Procedures

	

	Check:
     


	Description:

The IAO does not secure the production databases with first the Kernel file system and then with any additional security packages.

	

	Script:

A4232_4 (2003)

A4232_4 (2001)

A067 (2000)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.3.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  12A3 – Application Programs and Data

	

	Check:
     


	Description:

The file system security for stand-alone application databases is not set to “OOOO” so only the data owner has access to the data.

	

	Script:

S4232_5 (2003)

S4232_5 (2001)

S040 (2000)

T031 (1999)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.3.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  21A – System/Security Files

	

	Check:
     


	Description:

The file system security for network-wide shared application databases is not set to “CCOO” so only network-wide group members or the data owner have access to the data.

	

	Script:

S4232_6 (2003)

S4232_6 (2001)

S041 (2000)

T032 (1999)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.3.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  16 – Network and Communications Security

	

	Check:
     


	Description:

Privileged programs are accessed internally from any applications where the standard application user can access or the IAO has not documented the programs and user access.

	

	Script:

A4233_1 (2003)

A4233_1 (2001)

A068 (2000)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.3.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  21A – System/Security Files

	

	Check:
     


	Description:

The IAO/SA does not set the privileged programs on the system so they are audited in the audit logfiles.

	

	Script:

A4233_2 (2003)

	

	Finding Detail:


	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.3.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  I
Category Code:  21A – System/Security Files

	

	Check:
     


	Description:

The IAO/SA does not monitor the BOSS audit logfiles so, if any privileged programs have been executed without IAO/SA approval, then the appropriate incident reporting needs to be executed.

	

	Script:

A4233_3 (2003)

	

	Finding Detail:


	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.3.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  I
Category Code:  21A – System/Security Files

	

	Check:
     


	Description:

Licensed programs or PROGID (owner id) programs are allowed to be set for any applications where the standard application user can access or the IAO has not documented the programs and user access.

	

	Script:

A4233_4 (2003)

A4233_2 (2001)

A069 (2000)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.3.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  19C1 – Security Plan

	

	Check:
     


	Description:

When BOSS is not being used to control the system-wide access, the IAO does not maintain local agreements to ensure the password policy is followed.

	

	Script:

A4234_1 (2003)

A4234_1 (2001)

A070 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.3.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  11D - Passwords

	

	Check:
     

	


	Description:

The IAO does not ensure the default security for all NSK command-level users is set to “OOOO” (preferred) to allow only owner-level access to read, write, execute, or purge, and without a extension, the default security is not set more permissive than “GOOO”.

	

	Script:

A424_1 (2003)

A424_1 (2001)

A071 (2000)

T033 (1999)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11A9 – User-ID Attributes

	

	Check:
     


	Description:

Local files are given network access security even when not specifically requested, granted or fully documented by the IAO.

	

	Script:

A424_2 (2003)

A424_2 (2001)

A072 (2000)

T034 (1999)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  21A- System/Security Files

	

	Check:
     


	Description:

The IAO does not ensure each command-level Kernel userid will have the default security, volume, and subvolume set before the user is allowed access to the Tandem system.

	

	Script:

A425_1 (2003)

A425_1 (2001)

A074 (2000)

T035 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.5
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  I
Category Code:  11C1 - System

	

	Check:
     


	Description:

The IAO does not ensure the default subvolumes will not be located on the $SYSTEM volume, the TM/MP audit trail volume, or the production data volumes except for the IAO approved and documented Super-Group users that require subvolumes on $SYSTEM.

	

	Script:

A425_2 (2003)

A425_2 (2001)

A075 (2000)

T036 (1999)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.5
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11C1 - System

	

	Check:

     


	Description:

The IAO does not ensure all sensitive data files are secured.

	

	Script:

A426_1 (2003)

A426_1 (2001)

A076 (2000)

A018 (1999)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  12A2 – Sensitive Files

	

	Check:
     


	Description:

The IAO does not ensure all individual userids, System Operators, System Administrators, and Security Administrators are subject to the DAC security mechanisms as assigned and implemented by the IAO.

	

	Script:

A426_2 (2003)

A426_2 (2001)

A077 (2000)

A019 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11A9 – User-ID Attributes

	

	Check:
     


	Description:

Access for the database and file management tools is not limited to only those IAO documented individuals that require access.

	

	Script:

S4271_1 (2003)

S4271_1 (2001)

S042 (2000)

T037 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.7.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  12A – Access Controls

	

	Check:
     


	Description:

The IAO does not ensure access is limited for the standard system management tools to only the SA group unless there is an operational need and this need is approved and documented by the IAO.

	

	Script:

A4272_1 (2003)

A4272_1 (2001)

A078 (2000)

T039 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.7.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11C1 - System

	

	Check:
     


	Description:

The IAO or the SA does not ensure local policy addresses the need for the tape management function to be performed.

	

	Script:

A4273_1 (2003)

A4273_1 (2001)

A079 (2000)

A020 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.7.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  19B – Procedures and Policies

	

	Check:
     


	Description:

Local policy has not been established so the compilers and other development tools, on production only systems, are secured through file system security, or access is not restricted to only the SA group.

	

	Script:

A4274_1 (2003)

A4274_1 (2001)

A080 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.7.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  21A – System/Security Files

	

	Check:
     


	Description:

Local policy has not been established so on mixed systems the compilers and development tools are secured through file system security, or access to these tools is not restricted only to members of the SA group, the SSO group, or the CDA group on an as-needed basis.

	

	Script:

A4274_2 (2003)

A4274_2 (2001)

A081 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.2.7.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  IV
Category Code:  12A1 – Sensitive Utilities

	

	Check:
     


	Description:

BOSS has not been configured to audit all command-level and utility processing.

	

	Script:

A43_1 (2003)

A43_1 (2001)

A082 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  14B – Service Configuration

	

	Check:
     


	Description:

The IAO, in conjunction with the SA, does not ensure, at the local site level, all Tandem systems have TM/MP appropriately installed, configured, and secured whether or not it is used.

	

	Script:

A433_1 (2003)

A433_1 (2001)

A083 (2000)

T040 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.3.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  12B2 – Security Product

	

	Check:
     


	Description:

The IAO, in conjunction with the SA, does not ensure already existing production TM/MP capable databases, on the system, will be audited with TM/MP transaction data auditing prior to allowing any user-level access to the application.

	

	Script:

A433_2 (2003)

A433_2 (2001)

A084 (2000)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.3.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  23 – Database Auditing

	

	Check:
     


	Description:

When there are databases on the system are not TM/MP capable, the IAO, in conjunction with the SA, do not document these databases.

	

	Script:

A433_3 (2003)

A433_3 (2001)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.3.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  23 – Database Auditing

	

	Check:
     


	Description:

The IAO, in conjunction with the SA, does not ensure, at the local site level, all newly installed production databases are audited with TM/MP transaction data auditing prior to allowing any user-level access to the application.

	

	Script:

A433_4 (2003)

A433_4 (2001)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.3.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code: II 
Category Code:  23 – Database Auditing

	

	Check:
     


	Description:

The IAO does not ensure the BOSS software has been installed to include modifying the local system startup obey file for starting the BOSS (e.g. $BOSS) during system startup and configured prior to allowing user access to the local site level.

	

	Script:

S434_1 (2003)

S434_1 (2001)

S044 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.3.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  14B – Service Configuration

	

	Check:
     


	Description:

The IAO does not ensure the BOSS audit logfiles are reviewed in accordance with DISA requirements and local INFOCON Level Guidance.

	

	Script:

A434_2 (2003)

A434_2 (2001)

A013 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.3.4
CJCS INFOCON Memo dated 10 March 1999
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  10E – Procedures

	

	Check:
     


	Description:

The BOSS audit logfiles are located on the $SYSTEM volume or is not located on the TM/MP audit trail volume or distributed across multiple volumes.

	

	Script:

S434_3 (2003)

S434_3 (2001)

S045 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.3.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  14 – Configuration Management

	

	Check:
     


	Description:

The IAO does not manage the audit data file rollover to ensure audit data is not lost.

	

	Script:

A434_4 (2003)

A434_4 (2001)

A014 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.3.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  23 – Database Auditing

	

	Check:
     


	Description:

The IAO does not ensure the CMON software has been tailored for the specific security concerns and user controls at the local site level.

	

	Script:

A435_1 (2003)

A435_1 (2001)

A085 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.3.5
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  12B2 – Security Product

	

	Check:
     


	Description:

The IAO and SA do not ensure the local system startup obey file (or CIIN command, if applicable) will be modified to include automatically starting $CMON during system startup by a command or by the obey file being executed from the CIIN file.

	

	Script:

A435_2 (2003)

A435_2 (2001)

S043 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.3.5
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  14B – Service Configuration

	

	Check:
     


	



	Description:

The IAO does not ensure the audit facilities and related files are appropriately secured and maintained.

	

	Script:

A437_1 (2003)

A438_1 (2001)

A090 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.3.7
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  12A2 – Sensitive Files

	

	Check:
     


	Description:

The IAO does not ensure all the audit facility logfiles are reviewed in accordance with DISA requirements.

	

	Script:

A437_2 (2003)

A438_2 (2001)

A091 (2000)

T042 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.3.7
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  19B1 – Roles and Responsibilities

	

	Check:
     


	Description:

Audit logfiles are not periodically rolled to new log files, backed up to tape, and the old logfile purged from the system.

	

	Script:

S437_3 (2003)

S438_3 (2001)

S046 (2000)
B004, T043 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.3.7
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  21A3 – Backup and Recovery Procedures

	

	Check:
     


	Description:

Audit logfile backup tapes are not archived for a minimum of one year, offsite, unless otherwise specified.

	

	Script:

A437_4 (2003)

A438_4 (2001)

A092 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.3.7
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  19B1 – Roles and Responsibilities

	

	Check:
     


	Description:

The IAO does not maintain a list of all files containing sensitive data or does not ensure the CLEARONPURGE bit has been set.

	

	Script:

A442_1 (2003)

A442_1 (2001)

A093 (2000)

T044 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.4.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11C1 – System

	

	Check:
     


	Description:

The IAO or the SA does not test the applications software programs to determine if privileged code is being used.

	

	Script:

A443_1 (2003)

A443_1 (2001)

A094 (2000)

T045 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.4.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11C1 – System

	

	Check:
     


	Description:

When a program contains privileged code, the IAO or the SA does not maintain a list of all privileged code programs for each application and take the appropriate action to verify the DISA Computing Services (formerly DISA WESTHEM) or the DISA Computing Services CCB has issued approval for this program to exist on the system.

	

	Script:

A443_2 (2003)

A443_2 (2001)

A095 (2000)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.4.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  19B1 – Roles and Responsibilities

	

	Check:
     


	Description:

When the program contains privileged code and has not been approved, it is not secured away from use, and treated as a high-risk vulnerability with the potential of seriously compromising system security, until the program is approved for use.

	

	Script:

A443_3 (2003)

A443_3 (2001)

A096 (2000)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.4.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  19B1 – Roles and Responsibilities

	

	Check:
     


	Description:

The SA does not ensure object (program) reuse is being implemented at the application level by accessing the applications programs (from more than one (client) device simultaneously, from one or multiple application userids, or from multiple similar consecutive accesses) to ensure there is no residual information in the presentation to the clients.

	

	Script:

A443_4 (2003)

A443_4 (2001)

A097 (2000)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.4.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  IV
Category Code:  19B1 – Roles and Responsibilities

	

	Check:
     


	Description:

The SA does not test each of the applications software programs by using the BIND utility to determine if the program’s symbols have been removed.

	

	Script:

A443_5 (2003)

A443_5 (2001)

A098 (2000)

T046 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.4.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  11C1 - System

	

	Check:
     


	Description:

The SA does not document all programs containing symbols with the IAO or does not ensure the responsible CDA is notified.

	

	Script:

A443_6 (2003)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 4.4.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  22B - Procedures

	

	Check:
     


	Description:

The IAO does not ensure the access to special maintenance tools (e.g., TMDS, TANDUMP, DIVER, and RELOAD) is controlled so only the SA group has access to them.

	

	Script:

A51_1 (2003)

A51_1 (2001)

A099 (2000)

T047 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 5.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11C1 - System

	

	Check:
     


	Description:

The IAO does not ensure all TCBs, including the OSP/RMI, will be located in a secure controlled access facility area.

	

	Script:

A51_2 (2003)

A51_2 (2001)

A100 (2000)

T048 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 5.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  15G – Restricted Areas

	

	Check:
     


	Description:

The IAO does not ensure local policy is in place to address the proper handling of removable data and reports.

	

	Script:

A51_3 (2003)

A51_3 (2001)

A101 (2000)

T021 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 5.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  IV
Category Code:  22B - Procedures

	

	Check:
     


	Description:

The IAO does not ensure the installation files and related configuration files are properly secured so only the System Administration group can access them.

	

	Script:

A52_1 (2003)

A52_1 (2001)

A102 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 5.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  12A2 – Sensitive Files

	

	Check:
     


	Description:

The IAO does not ensure the operating system and related files are properly secured so only the System Administration group can modify them.

	

	Script:

A52_2 (2003)

A52_2 (2001)

A103 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 5.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  12A2 – Sensitive Files

	

	Check:
     


	Description:

The SA does not maintain a current drawing of the physical hardware configuration.

	

	Script:

A52_3 (2003)

A52_3 (2001)

A104 (2000)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 5.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  17 – Facility Management

	

	Check:

     


	Description:

The SA does not maintain a current drawing of the logical (MACKIE) hardware configuration diagram.

	

	Script:

A52_4 (2003)

A52_4 (2001)

A105 (2000)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 5.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  17 – Facility Management

	

	Check:

     


	Description:

The IAO does not ensure the Pathway configuration and related files are properly secured so only the System Administration group can modify them.

	

	Script:

A53_1 (2003)

A53_1 (2001)

A106 (2000)

T049 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 5.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  12B – Configuration Controls

	

	Check:
     


	Description:

The IAO does not ensure the Pathway system is configured properly to provide secure applications access.

	

	Script:

A53_2 (2003)

A53_2 (2001)

A107 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 5.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  IV
Category Code:  14B2 - Applications

	

	Check:
     


	Description:

The IAO does not ensure the appropriate Enscribe or NSSQL database security is set and maintained on all database files, database tables and related application supporting files.

	

	Script:

A542_1 (2003)

A542_1 (2001)

A108 (2000)

T050 (1999)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 5.4.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  13B2 – Database Managers/Administrators

	

	Check:
     


	Description:

The IAO does not ensure the operating system image volume $SYSTEM and all critical production data volumes are mirrored.

	

	Script:

A553_1 (2003)

A553_1 (2001)

A109 (2000)

T051 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 5.5.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  11C1 - System

	

	Check:
     


	Description:

The IAO does not ensure all application user access is through the Pathway applications interface.

	

	Script:

A56_1 (2003)

A56_1 (2001)

A110 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 5.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  16 – Network and Communications Security

	

	Check:
     


	Description:

The IAO does not ensure all database management tools accessed by application users are limited and controlled, if possible, through similar application tools.

	

	Script:

A56_2 (2003)

A56_2 (2001)

A111 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 5.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  12A1 –Sensitive Files

	

	Check:
     


	Description:

The IAO does not ensure transaction auditing is used for all critical data files to ensure audit logging and recoverability.

	

	Script:

A56_3 (2003)

A56_3 (2001)

A112 (2000)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 5.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  12A2 – Sensitive Files

	

	Check:
     


	Description:

The IAO does not ensure these database management tools will only be accessible on an as-needed basis to System Administration group users.

	

	Script:

A56_4 (2003)

A56_4 (2001)

A113 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 5.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  12A1 – Sensitive Utilities

	

	Check:
     


	Description:

The IAO does not ensure a local procedure is established and followed by the IAO or the SA to verify the database integrity at least weekly after the file management, database management, transaction management, tape management, or system management tools are used.

	

	Script:

A56_5 (2003)

A56_5 (2001)

A114 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 5.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  IV
Category Code:  12C2 – Integrity Review

	

	Check:
     


	Description:

The IAO does not ensure access to database catalogs and file structures is controlled through DAC or limited to the administrator in the appropriate Administration group(s).

	

	Script:

A56_6 (2003)

A56_6 (2001)

A115 (2000)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 5.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  12A2 – Sensitive Files

	

	Check:
     


	Description:

The IAO does not ensure access to the tape management software and tape library is controlled through DAC or limited to users in the System Administration group.

	

	Script:

A56_7 (2003)

A56_7 (2001)

A116 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 5.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  12A1 – Sensitive Utilities

	

	Check:
     


	Description:

The IAO does not ensure all SQL database access for application users is limited to and controlled through table views as defined by the System Administration group in conjunction with the CDA.

	

	Script:

A56_8 (2003)

A56_8 (2001)

A117 (2000)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 5.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  12A2 – Sensitive Files

	

	Check:
     


	Description:

The SA does not ensure a local procedure is established to address the regularly scheduled maintenance of tapes in the tape library to include the use of labeled tapes.

	

	Script:

A562_1 (2003)

A562_1 (2001)

A118 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 5.6.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  IV
Category Code:  22B – Procedures

	

	Check:
     


	Description:

The IAO does not ensure a local procedure addresses tape-handling security because Tandem Enscribe security does not apply to tape volumes.

	

	Script:

A563_1 (2003)

A563_1 (2001)

A120 (2000)

A023 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 5.6.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  22B - Procedures

	

	Check:
     


	Description:

The IAO, in conjunction with the SA, does not ensure local procedures address regular database backups.

	

	Script:

A563_2 (2003)

A563_2 (2001)

A121 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 5.6.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  IV
Category Code:  21A1 – Schedule/Frequency

	

	Check:
     


	Description:

The IAO does not ensure the file system security prevents unauthorized access to system tape processing tools.

	

	Script:

A563_3 (2003)

A563_3 (2001)

A122 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 5.6.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  21B4 – Access to Tapes

	

	Check:
     


	Description:

The IAO does not enforce procedures to ensure all system modifications and enhancements are in accordance with the local Configuration Control Board (CCB).

	

	Script:

A61_1 (2003)

A61_1 (2001)

A123 (2000)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 6.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  14A – Configuration Control/Management

	

	Check:

     


	Description:

The IAO or the SA does not ensure BOSS is configured to provide the required level of auditing, monitoring, and security management of command-level access.

	

	Script:

A62_1 (2003)

A62_1 (2001)

A124 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 6.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  12B2 – Security Product

	

	Check:
     


	Description:

The assignment of only one groupnumber to one groupname, or one usernumber to one username, is not strictly adhered to when defining command-level users.

	

	Script:

S62_2 (2003)

S62_2 (2001)

S047 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 6.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  IV
Category Code:  11A3 – Assignment Procedures

	

	Check:
     


	Description:

The IAO and SA do not ensure TM/MP capable production databases are audited by TM/MP.

	

	Script:

S63_1 (2003)

S63_1 (2001)

S048 (2000)

T041 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 6.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  12B2 – Security Product

	

	Check:
     


	Description:

The TM/MP reports are not reviewed on a regularly scheduled basis.

	

	Script:

A63_2 (2003)

A63_2 (2001)

A125 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 6.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  IV
Category Code:  19B1 – Roles and Responsibilities

	

	Check:
     


	Description:

The IAO or the SA does not ensure TM/MP is configured to perform secure transaction-level data auditing of TM/MP capable production databases, or does not ensure transaction-level integrity for updates being applied against TM/MP capable production database files and tables.

	

	Script:

A63_3 (2003)

A63_3 (2001)

A126 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 6.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  21BB – Application/Database Files

	

	Check:
     


	Description:

The IAO does not ensure application-level user access (database access and programs executed) is controlled, monitored, and audited.

	

	Script:

A641_1 (2003)

A641_1 (2001)

A127 (2000)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 6.4.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  19B1 – Roles and Responsibilities

	

	Check:
     


	Description:

The IAO or the Domain Manager does not ensure assignment of only one groupname and one username will be strictly adhered to when defining application-level users.

	

	Script:

S641_2 (2003)

S641_2 (2001)

S050 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 6.4.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  IV
Category Code:  11A3 – Assignment Procedures

	

	Check:
     


	Description:

The IAO or the SA does not ensure Pathway is configured and maintained to monitor and manage application-level user access.

	

	Script:

A642_1 (2003)

A642_1 (2001)

A128 (2000)

T052 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 6.4.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  12B2 – Security Product

	

	Check:
     


	Description:

When the batch job scheduler is in use, the monitor software configuration, and the startup obey-files are not periodically verified for consistency with the live production system executing at the site.

	

	Script:

S643_1 (2003)

S643_1 (2001)

S051 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 6.4.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  14 – Configuration Management

	

	Check:
     


	Description:

When used, the batch job scheduler and the monitor is not configured and is not maintained to monitor and manage application-level user batch jobs.

	

	Script:

S643_2 (2003)

S643_2 (2001)

S052 (2000)

	

	Finding Detail:
     

	

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 6.4.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  22A2 - Monitoring

	

	Check:
     


	Description:

The IAO does not customize the sample procedures to meet the local site needs for identification and notification.

	

	Script:

A71_1 (2003)

A71_1 (2001)

A129 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 7.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  19B – Procedures and Policies

	

	Check:
     


	Description:

The IAO does not develop procedures for containment.

	

	Script:

A72_1 (2003)

A72_1 (2001)

A130 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 7.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  22B1 – Incident Actions

	

	Check:
     


	Description:

The IAO does not develop procedures for eradication.

	

	Script:

A73_1 (2003)

A73_1 (2001)

A131 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 7.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  22B1 – Incident Actions

	

	Check:
     


	Description:

The IAO does not develop procedures for recovery.

	

	Script:

A74_1 (2003)
A74_1 (2001)

A132 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 7.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  21A3 – Backup and Recovery Procedures

	

	Check:
     


	Description:

The IAO does not develop procedures for handling a violation (or a suspected violation) of an SA account (normally the SUPER.SUPER userid).

	

	Script:

A75_1 (2003)

A75_1 (2001)

A133 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 7.5
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  22B1 – Incident Actions

	

	Check:
     


	Description:

The IAO does not develop procedures for handling the clean up after a violation (or a suspected violation) of the affected software and data files.

	

	Script:

A76_1 (2003)

A76_1 (2001)

A134 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 7.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  22B1 – Incident Actions

	

	Check:
     


	Description:

The IAO or TASO does not develop procedures for prevention of further incidents/attacks once the entry point has been identified.

	

	Script:

A77_1 (2003)

A77_1 (2001)

A135 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 7.7
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  22B1 – Incident Actions

	

	Check:
     


	Description:

The IAO or their approved representative does not set, on each system where EXPAND network access is required, the REMOTEPASSWORDs for the appropriate userids.

	

	Script:

A81_1 (2003)

A81_1 (2001)

A136 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  11D - Passwords

	

	Check:
     

	


	Description:

The IAO does not ensure the appropriate file security to allow successful network processing of the application functions the user is attempting to access has been set.

	

	Script:

A81_2 (2003)

A81_2 (2001)

A137 (2000)

	

	Finding Detail:
A blanket Tandem extension has been granted to allow the CDA time to investigate for recommendation or for action to be taken to correct the associated findings.  This blanket Tandem extension expires 3 Aug 03.  If some of these findings were fixed without CDA assistance, the system may not function properly.

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  12A3 – Application Programs and Data

	

	Check:
     


	Description:

Network management tools are not secured so only the System Administration group will have access to them.

	

	Script:

S81_3 (2003)

S81_3 (2001)

S053 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  14 – Configuration Management

	

	Check:
     


	Description:

Access to the EXPAND network (remote passwords) is not controlled by the IAOs of the systems involved.

	

	Script:

A81_4 (2003)
A81_4 (2001)

A056 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.1

Tandem STIG 4.2.2.5
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  16 – Network and Communications Security

	

	Check:
     


	Description:

Limited TACL users are allowed access across the EXPAND network to another node.

	

	Script:

S81_5 (2003)
S81_5 (2001)

S039 (2000)

A011 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.1

Tandem STIG 4.2.2.5
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  16 – Network and Communications

	

	Check:
     


	Description:

The IAO does not ensure the appropriate LAN Internet Protocol (IP) addresses, IP filters, masks, Gateway services, and type access permit/deny lists are set and maintained in accordance with the Network Infrastructure STIG.

	

	Script:

A82_1 (2003)

A82_1 (2001)

A138 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.2
Network Infrastructure STIG APPENDIX G Required Filtering Rules
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  12A- Access Controls

	

	Check:
     


	Description:

The IAO does not ensure the appropriate WAN IP addresses, IP filters, masks, Gateway services, and protocol-type access permit/deny lists are set and maintained in accordance with the Network Infrastructure STIG.

	

	Script:

A83_1 (2003)
A83_1 (2001)

A139 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.3
Network Infrastructure STIG APPENDIX G Required Filtering Rules
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  12A – Access Controls

	

	Check:
     


	Description:

The IAO does not ensure the appropriate I&A security is performed on the Tandem system, then again prior to the user logging on to the host system in accordance with the appropriate STIG before executing any functions on the Host.

	

	Script:

A84_1 (2003)

A84_1 (2001)

A140 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  12A – Access Controls

	

	Check:
     


	Description:

The IAO does not ensure the error rate parameters are configured on the communications ports.

	

	Script:

A851_1 (2003)

A851_1 (2001)

A141 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.5.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  IV
Category Code:  16 – Network and Communications Security

	

	Check:
     


	Description:

Local Policy has not been established to ensure users do not leave their unsecured Tandem system connections unattended; this could be accomplished by the user logging off the computer or an inactivity lock executed on all systems.

	

	Script:

S851_2 (2003)

S851_2 (2001)

S054 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.5.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  22 – Security Monitoring

	

	Check:
     


	Description:

The IAO does not coordinate with the NSO to ensure non-secured access is not allowed through the Internet to the Tandem system.

	

	Script:

A86_1 (2003)

A86_1 (2001)

A143 (2000)

T053 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  IV
Category Code:  11C1 - System

	

	Check:
     


	Description:

Access (Telnet, FTP) is permitted to the Tandem system through the LAN, other than application user-level access on the Trusted Network and the users not using an encrypted connection.

	

	Script:

A86_2 (2003)

A86_2 (2001)

A144 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  12A – Access Controls

	

	Check:
     


	Description:

More than the approved FTP commands (i.e. GET, PUT, MGET, and MPUT) are available to any application user-level access.

	

	Script:

A86_3 (2003)

A86_3 (2001)

A145 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  16 – Network and Communications Security

	

	Check:
     


	Description:

SMTP access is not only allowed if a specific operational requirement exists for this service, and is approved in writing.

	

	Script:

A86_4 (2003)

A86_4 (2001)

A146 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  16 – Network and Communications Security

	

	Check:
     


	Description:

Additional I&A is not required to be performed for all users accessing the Tandem system through the Internet unless a pre-approved Field Security Operations enhanced I&A mechanism is being used.

	

	Script:

A86_5 (2003)

A86_5 (2001)

A147 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  16 – Network and Communications Security

	

	Check:
     


	Description:

There is access to the Tandem, to include access from the Internet without the knowledge of the IAO and the SA.

	

	Script:

A86_6 (2003)

S86_6 (2001)

S056 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  16 – Network and Communications Security

	

	Check:
     


	Description:

There will be no access to the Tandem without session auditing.

	

	Script:

A86_7 (2003)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  16 – Network and Communications Security

	

	Check:
     


	Description:

The IAO does not ensure all TCP/IP well-known port number services not specifically required will be disabled.

	

	Script:

A86_8 (2003)

A86_7 (2001)

A148 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  16 – Network and Communications Security

	

	Check:
     


	Description:

The IAO or SA does not ensure documentation is maintained to reflect the TCP/IP port number services authorized and enabled on the Tandem system.

	

	Script:

A86_9 (2003)

A86_8 (2001)

A149 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  16 – Network and Communications Security

	

	Check:
     


	Description:

The utilities or commands are not used to modify the appropriate files by using the default filenames to ensure the Tandem TCP/IP functions, protocols, services, and ports are appropriately configured and secured.

	

	Script:

S86_A (2003)

S86_9 (2001)

S057 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  12A – Access Controls

	

	Check:
     


	Description:

The IAO or the SA does not ensure TCP/IP functions or port numbers, TCP/IP services, protocols, SMTP Gateway service, Domain Name Resolver, DNS service, and default host names are configured and secured properly to prevent unauthorized access and/or reconfiguration.

	

	Script:

A86_B (2003)

A86_A (2001)

A150 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  16 – Network and Communications Security

	

	Check:
     


	Description:

The IAO does not ensure all unauthorized TCP/IP service program files are secured to allow SUPER.SUPER access only.

	

	Script:

A86_C (2003)
A86_B (2001)
A151 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  16 – Network and Communications Security

	

	Check:
     


	Description:

The IAO or the SA with the NSO has not established all Tandem system LAN TCP/IP connections with static IP addresses, static address mask, static gateways and static windows.

	

	Script:

A86_D (2003)
A86_C (2001)
A152 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  16 – Network and Communications Security

	

	Check:
     


	Description:

The IAO and the SA does not ensure the access to the Tandem is in accordance to the “Packet Filtering Policy” and “TCP/UDP Port and Service Filtering Guide” of the current Network Infrastructure STIG and the STIG on Enclave Security.

	

	Script:

A86_E (2003)
A86_D (2001)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.6
Network Infrastructure STIG APPENDIX G Required Filtering Rules
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  16 – Network and Communications Security

	

	Check:
     


	Description:

The IAO and the SA do not ensure filters will be in place to manage all network traffic not filtered by the routers or firewalls.

	

	Script:

A86_F (2003)

A86_E (2001)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.6 APPENDIX C
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code: II 
Category Code:  16 – Network and Communications Security

	

	Check:
     


	Description:

All pass-through users are not required to go through BOSS I&A prior to being allowed access to the back-end host system.

	

	Script:

S87_1 (2003)

S87_1 (2001)

S058 (2000)

T054 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.7
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  14A2 - Accountability

	

	Check:
     


	Description:

Pass-through only users (i.e., users who do not do any Tandem processing except to use the Tandem system as a front-end to pass-through to a host) are granted further access to the Tandem system.

	

	Script:

S87_2 (2003)

S87_2 (2001)

S060 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.7
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  14A2 - Accountability

	

	Check:
     


	Description:

The IAO does not coordinate with the NSO and establish procedures to ensure all LAN traffic to and from the Tandem systems is legitimate and authorized.

	

	Script:

A882_1 (2003)

A882_1 (2001)

A153 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.8.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  16 – Network and Communications Security

	

	Check:
     


	Description:

The IAO does not ensure unauthorized traffic is not routed, broadcast, or bridged to a Network.

	

	Script:

A882_2 (2003)

A882_2 (2001)

A154 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.8.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  16 – Network and Communications Security

	

	Check:
     


	Description:

The IAO does not ensure each host is protected by configuring border network devices to block the SNMP service ports of 161 and 162.

	

	Script:

A8831_1 (2003)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.8.3.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  16 – Network and Communications Security

	

	Check:
     


	Description:

In the event SNMP is required outside of the LAN/Enclave, the IAO does not maintain a list of hosts and the specific IP addresses of those hosts authorized this access.

	

	Script:

A8831_2 (2003)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.8.3.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  16 – Network and Communications Security

	

	Check:
     


	Description:

In the event SNMP is required outside of the LAN/Enclave, the IAO does not ensure each host is protected by configuring border network devices to only permit the specific IP addresses of those hosts authorized this access.

	

	Script:

A8831_3 (2003)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.8.3.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  16 – Network and Communications Security

	

	Check:
     


	Description:

The IAO does not ensure the default community string names for SNMP get operations and SNMP set operations have each been changed to a unique value and are protected as passwords, even if SNMP is not being run on the host.

	

	Script:

A8831_4 (2003)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.8.3.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  16 – Network and Communications Security

	

	Check:
     


	Description:

The IAO, in conjunction with the SA, does not ensure all MIB files, used by SNMP, will be secured so only the System Administration user has access to them.

	

	Script:

A8832_1 (2003)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.8.3.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  16 – Network and Communications Security

	

	Check:
     


	Description:

The IAO, in conjunction with the SA, does not ensure the MIBCOMP utility is secured so only the System Administration user has access to it.

	

	Script:

A8832_2 (2003)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 8.8.3.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  16 – Network and Communications Security

	

	Check:
     


	Description:

The IAO or the SA does not develop local policy and implement Standard Operating Procedures (SOP), for COOP/DRP purposes, for system backup and restoration of the complete system.

	

	Script:

A91_1 (2003)

A91_1 (2001)

A157 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 9.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  21A3 – Backup and Recovery Procedures

	

	Check:
     


	Description:

The IAO does not ensure procedures are in place to secure backup tapes stored at a remote location.

	

	Script:

A91_2 (2003)

AA3_2 (2001)

A167 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 9.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  21A3 – Backup and Recovery Procedures

	

	Check:
     


	Description:

The IAO or the SA has not developed local policy and implement SOPs for system backup and restoration of the audited data through TM/MP, the system transaction audit trail dumps, on-line dumps, and recovery functions.

	

	Script:

A92_1 (2003)

A92_1 (2001)

A158 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 9.2
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  21A3 – Backup and Recovery Procedures

	

	Check:
     


	Description:

Prior to the use of the Remote Database Facility (RDF), the IAO does not coordinate efforts with Field Security Operations to address all related security concerns, which will include the (receive) system for the RDF database to also be STIG compliant.

	

	Script:

A93_1 (2003)

A93_1 (2001)

A159 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 9.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  21 – System Backup and Recovery

	

	Check:
     


	Description:

The environmental conditions (air conditioning, power requirements, etc.) are not, in accordance with standard Tandem guidelines, dry (acceptable humidity range) or moderately cool (acceptable temperature range), or the environmental controls are not secured to prevent accidental or intentional changing of the settings.

	

	Script:

AA1_1 (2003)
AA1_1 (2001)

A160 (2000)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 10.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  17C1 - Air

	

	Check:

     


	Description:

The IAO and the SA do not ensure each Tandem system is on a UPS.

	

	Script:

AA1_2 (2003)

A9_1 (2001)

A156 (2000)

A025 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 10.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  17D3 - UPS

	

	Check:
     


	Description:

All systems are not located in a controlled access (e.g., restricted) area.

	

	Script:

AA1_3 (2003)

AA1_2 (2001)

A163 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 10.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  17 – Facility Management

	

	Check:
     


	Description:

When a system is installed in an open area, such as an office environment (not the computer floor), an individual physically located within close proximity of the system is not charged with visual accountability and immediate notification to the IAO or NSO of any suspicious, system related, activity.

	

	Script:

AA1_4 (2001)

AA1_3 (2001)

A164 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 10.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  19B1 – Roles and Responsibilities

	

	Check:
     


	Description:

Only the IAO, SA, NSO, and a designated control officer do not authorize entry to the controlled access area.

	

	Script:

AA1_5 (2003)

AA1_4 (2001)

A165 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 10.1
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  15 – Physical Security

	

	Check:
     


	Description:

The IAO does not ensure procedures are in place for managing all off-premise processing.

	

	Script:

AA3_1 (2003)

AA3_1 (2001)

A166 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 10.3
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  III
Category Code:  19B – Procedures and Policies

	

	Check:
     


	Description:

Authorized individuals (e.g., Tandem engineers and site employees) are not the only personnel performing system repairs.

	

	Script:

AA4_1 (2003)

AA4_1 (2001)

A168 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 10.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  18 – Personnel Security

	

	Check:
     


	Description:

The passwords for all userids used by uncleared Maintenance personnel have not been changed after the maintenance is completed or the passwords have not been secured at the site, or an entry has not been made in the site SOP that it has been accomplished.

	

	Script:

AA4_2 (2003)

AA4_2 (2001)

A169 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 10.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  I
Category Code:  11D - Passwords

	

	Check:
     


	Description:

The IAM/IAO does not create and enforce procedures for ensuring that all system repairs are in accordance with the local CCB.

	

	Script:

AA4_3 (2003)

AA4_3 (2001)

A170 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:
Tandem STIG 10.4
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  14A – Configuration Control/Management Board

	

	Check:
     


	Description:

The IAO or the SA does not ensure all users follow the password standards.

	

	Script:

AA6_1 (2003)

AA6_1 (2001)

A171 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 10.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11D - Passwords

	

	Check:
     


	Description:

All devices, where possible, are not password protected.

	

	Script:

AA6_2 (2003)

AA6_2 (2001)

A172 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 10.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  12A – Access Controls

	

	Check:
     


	Description:

All default system passwords have not been changed immediately when the system is first installed and configured and prior to allowing any user access.

	

	Script:

AA6_3 (2003)

AA6_3 (2001)

A173 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 10.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  I
Category Code:  12A – Access Controls

	

	Check:
     


	Description:

All known backdoor userids and associated passwords have not been removed.

	

	Script:

AA6_4 (2003)

AA6_4 (2001)

A174 (2000)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 10.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  I
Category Code:  11B – User-ID Removal Procedures

	

	Check:
     


	Description:

Passwords are not created using accepted generation schemes (e.g., Computing Services Security Handbook or password generators).

	

	Script:

SA6_5 (2003)

SA6_5 (2001)

S061 (2000)

	

	Finding Detail:
     

	

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 10.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  I
Category Code:  11A9 – User-ID Attributes

	

	Check:
     


	Description:

The IAO does not record all system-level passwords, and what they grant access to, place them in a sealed envelope and place the sealed envelope in a safe accessible by key Operations personnel for use during emergencies.

	

	Script:

AA6_6 (2003)

AA6_6 (2001)

A175 (2000)

A024 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 10.6
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  22B - Procedures

	

	Check:
     


	Description:

When dial-up ports exist on the Tandem System, the IAO does not maintain a list of all personnel authorized to access (dial into) the dial-up ports.

	

	Script:

AA7_1 (2003)

AA7_1 (2001)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 10.7
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II 
Category Code:  11C1 - System

	

	Check:
     


	Description:

When dial-up ports exist on the Tandem System, the processes for those dial-up ports have full command-level access and is not limited to perform only the specific need or any exception is not documented by the IAO.

	

	Script:

AA7_2 (2003)

AA7_2 (2001)

S062 (2000)

T056 (1999)

	

	Finding Detail:

     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING 

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 10.7
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11C1 - System

	

	Check:

     


	Description:

When dial-up ports exist on the Tandem system, the processes executing on the Tandem system supporting user access on all dial-up connections is not very closely monitored or tightly controlled in accordance with Section 4.3.2, Audit Trails.

	

	Script:

SA7_3 (2003)

SA7_3 (2001)

A176 (2000)

T055 (1999)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 10.7
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  11C1 – System

	

	Check:
     


	Description:

When dial-up ports exist on the Tandem, the IAO does not ensure the dial-up modems are configured to use enhanced identification and authentication or the modems is not disabled.

	

	Script:

SA7_4 (2003)

	

	Finding Detail:
     

	

	
 FORMCHECKBOX 
FINDING
 FORMCHECKBOX 
NOT A FINDING

	
 FORMCHECKBOX 
NOT REVIEWED
 FORMCHECKBOX 
NOT APPLICABLE

	
 FORMCHECKBOX 
EXTENSION GRANTED
 FORMCHECKBOX 
EXTENSION REQUESTED

	

	Reference:

Tandem STIG 10.7
DODD 8500.1 Para 4.18

DODI 8500.2 DCCS-2, DCSC-1

CJCSM 6510.01 App. A, Enclosure A, Para. 5.b (8)

	

	Severity Code:  II
Category Code:  14 – Configuration Management

	

	Check:
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