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1. DoD Directive 8500.1 requires that “all A and IA-enabled IT products incorporated into
DoD information systems shall be configured in accordance with DoD-approved security
configuration guidelines™ and tasks DISA to “develop and provide security configuration
guidance for IA and IA-enabled IT products in coordination with Director, NSA.”

2. Under the authority of DoD Directive 8500.1, DISA FSO develops, updates, and maintains
STIGs. DISA FSO publishes STIGs as major version updates (enclosure 1) and as bi-monthly
minor revision updates (enclosure 2).

a. Version Update.

(1) A version update is a new development effort or a significant content update to an
existing STIG.

(2) DISA FSO prioritizes and schedules development activities based upon input from the
DoD user community, DoD IA policies, Communication Tasking Orders (CTOs), Information
Operations Conditions (INFOCON) Policy, CJCS Instructions and Manuals, emerging threats,
working group actions, vendor configuration guides, and industry’s best-business practices.
Prior to STIG development, a requirements list is compiled and approved by DISA FSO
leadership that outlines the changes that will be made to the STIG.

(3) Each STIG’s major version update requires a Technical Interchange Meeting (TIM)
with participation from the DoD) STIG community and technology product vendors. The TIM is
a peer review of the draft guidance document. Changes/comments to the STIG may be
submitted to FSO via email, phone calls, or trouble tickets. Upon completion of the TIM, a
comment matrix is used to track and prioritize the changes/comments and to track whether they
are incorporated into the document. If changes are not incorporated, then the justification is
documented in the comment matrix.
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(4) Each STIG is presented to the DISN Security Accreditation Working Group (DSAWG)
for approval. Once approved, the STIG is signed by the Director, GIG Operations and
authorized for release.

(5) DISA FSO approves and activates the new content in the Vulnerability Management
System (VMS) and publishes the STIG to the DoD) community on the Information Assurance
Support Environment (IASE) and Defense Knowledge Online (DKO) IA Portal web sites.

b. Revision Update.

(1) A revision update is a bi-monthly revision of an existing STIG. Bi-monthly updates of
STIGs are released on the fourth Friday of February, April, June, August, October, and
December. A bi-monthly release schedule is published on the IASE web site.

(2) Bi-monthly updates address new CTO guidance, IAVMs, and error and omission
corrections to existing STIGs. DISA FSO uses a trouble tracking system to collect and prioritize

errors and omissions reported to the FSO Customer Support Desk via emails to fso_spt@disa.mil
or over the phone. DISA FSO facilitates an internal pre-release planning meeting to prioritize

update activities.

(3) Upon approval of bi-monthly update actions, DISA FSO updates existing STIG content
and any associated automated assessment scripts. Prior to release, DISA FSO performs
developer-independent testing of all automation scripts. DISA FSO enlists the support of
external organizations to perform automation scripts user testing.

(4) Upon completion of testing, the Director, DISA FSO approves the release of the
updated STIGs and automation scripts based upon a bi-monthly release informational briefing.
Once approved for release, DISA FSO approves updated content in VMS and publishes the
updated STIGs and automation scripts to the DoD community on the IASE and DKO IA Portal

web sites.

3. Point of contact for this action is FSO Customer Support, DSN 570-9264, Commercial (717)

267-9264, e-mail: fso_spti@disa.mil.
(anlsd 7/@

2 Enclosures: LARRY K. HUFFMAN
I STIG Development Process Principal Director for
2 STIG Bi-Monthly Process GIG Operations
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